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1 Toimintakertomus

1.1 Toimitusjohtajan katsaus — muutosten vuosi 2022

Sosiaali- ja terveydenhuollon uudistus muutti sosiaali- ja terveydenhuollon jarjesta-
mis- ja tuottamisvastuun yhdessa rahoituksen kanssa. Muutos ulottui ISLABIIn ja
vuosi 2022 oli liikelaitoskuntayhtyman viimeinen. ISLAB hyvinvointiyhtyma aloitti
varsinaisen toimintansa 1.1.2023. Selvitysten perusteella hyvinvointiyhtyma todet-
tiin parhaaksi ja taloudellisimmaksi vaihtoehdoksi tuottamaan laboratoriopalvelut.

Vuonna 2022 laadimme uuden strategian, ryhdyimme hyddyntamaéan digitaalisia
mahdollisuuksia entisté tehokkaammin, uudistimme tuotantoamme ja sen toiminta-
tapoja, saimme uusia jarjestelmia seka uudistimme brandimme. Tehdyt muutokset
vakiintuvat arkitoiminnaksi koko organisaation mittakaavassa vuoden 2023 aikana.
Muutosten perimmainen tarkoitus on varmistaa ISLABIlle parhaat mahdollisuudet
tuottaa palveluja, jotka tukevat asiakkaidemme ja omistajiemme ydintehtavaa, ta-
loudellisesti jarkevalla ja huoltovarmuuden kannalta mietitylla tavalla.

Vuosi 2022 oli toiminnallisesti vilkas. ISLAB kaynnisti valtioneuvoston asetuksen
mukaisen suolistosytpaseulonnan syyskuun alussa. Loppuvuoden aikana lahetet-
tiin noin 30.000 seulontakutsua. ISLAB sai uudet laboratoriotilat Pohjois-Karjalan
keskussairaalaan syksylla. Savonlinnaan saatiin uudet naytteenottotilat kevaalla.

Syksylla kaynnistettiin tuottavuusohjelman mukainen palvelujen kehittdmisen suun
nittelu. Lahilaboratorioiden INR- ja verenkuva-analytiikkaa seka kemiallista analy-

tiikkaa keskitetéaan keskus- ja sairaalalaboratorioihin. Naytteenotto sailyy lahipalve-
luna, ja tarvittaessa tarjotaan vieritestausratkaisuja. Muutossuunnitelmista sovittiin

asiakasorganisaatioiden kanssa paikallisten neuvottelukuntien kokouksissa.

Sairauspoissaolojen pienentamiseksi on pyritty tunnistamaan juurisyita, tehty yh-
teistyota tyoterveyshuollon palveluiden tuottajien kanssa seka laadittu korvaavan
tyon toimintamalli. Esihenkildtyota ja esihenkildiden tukemista on vahvistettu laati-
malla henkiléstdhallinnollisia ohjeistuksia tukemaan yhdenmukaista toimintamallia.
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ISLABissa otettiin kayttdon vuoden 2022 alusta alkaen osaamisen johtamisen jar-
jestelma (OSS) sisaisiin ja ulkoisiin koulutuksiin hakemisessa. Vuoden 2022 aikana
valmisteltiin my6s OSSin kayttbonoton laajentamista osaamisen hallinnan —osioon.
Yhteistyd henkilostojarjestdjen edustajien kanssa on ollut tiivista yhteistyotoimikun-
nan, tydsuojelutoimikunnan seka vapaamuotoisten yhteistydpalavereiden seké pai-
kallisneuvotteluiden myo6ta. Vuoden 2022 aikana pidettiin ISLAB hyvinvointiyhtymén
siirtymiseen liittyvat muutosneuvottelut sekd muutosneuvottelut ISLABIn toimintojen
kehittamisesta Eteld-Savon toimipisteiden osalta.

ISLABIIn perustettiin rekrytoinnin kehittdmisen tydéryhma, joka on edistanyt ISLABIn
nakyvyyttd somessa seka suunnitellut seuraavan toimintakauden tapahtumiin liitty-
vaa ISLABIn nakyvyytta.

ISLABIn asiakaspalvelua on parannettu aloittamalla asiakkaiden neuvontapalvelu.
Palveluneuvojat tarjoavat arkisin puhelinneuvontaa terveydenhuollon ammattilaisille
ja potilasasiakkaille. Keskitetylla neuvontapalveluilla on ollut merkittava vaikutus
asiakaspalvelun ja potilasohjauksen paranemiseen. Asiakkaat saavat tarvitse-
mansa tiedon samasta palvelupisteesta.

ISLABIn vuonna 2022 uudistettu brandi nakyy uusina verkkosivuina. Uudet verkko-
sivut palvelevat paremmin kaikkia asiakasryhmidmme. Potilasasiakkaille ja tervey-
denhuollon ammattilaisille on omat sivustonsa. ISLABIn viestintaa tehostettiin
some-viestinnan avulla. Asiakaspalaute on tarkeé osa asiakaspalvelun kehitta-
mista. Palautetta asiakkaat voivat antaa useamman kanavan kautta. Terveyden-
huollon ammattilaisille ja omistaja-asiakkaille on my6s toteutettu asiakastyytyvai-
syys kyselynsa.

Taloudellisesti ISLABIn vuosi 2022 oli parempi kuin ennakaoitiin. Liikevaihto kasvoi
erityisesti loppuvuodesta. Menojen hallinnassa onnistuttiin toimintaymparistén muu-
toksista huolimatta.

ISLAB on uudistunut ja uudistuminen jatkuu seuraavinakin vuosina. Tasta pitavat

huolen asiantunteva henkilosté yhdessa omistajaorganisaatioiden kanssa.

Merja Miettinen
Toimitusjohtaja, professori
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1.2 Olennaiset tapahtumat toiminnassa ja taloudessa

ISLABIn ydintehtéavana on tuottaa alueensa terveyskeskusten ja julkisten sairaaloi-
den kliinisen kemian ja mikrobiologian sek& hematologian ja genetiikan laborato-
riopalvelut. Liséksi ISLABIn palveluihin siséltyy lapsettomuushoitojen laboratoriotoi-
mintaa. ISLAB hyddyntaa laboratoriopalvelujen tuottamisen parhaita kaytantoja ja
toimintatapoja, ja menettelytavat ovat yhtenaiset koko ISLABIn alueella.

Ita&-Suomen laboratoriokeskuksen (ISLAB) liikelaitoskuntayhtyma perustettiin
vuonna 2008 ja sen jasenid ovat olleet Pohjois-Savon sairaanhoitopiirin kuntayh-
tyma, Pohjois-Karjalan sosiaali- ja terveyspalvelujen kuntayhtyma, Etela-Savon so-
siaali- ja terveyspalvelujen kuntayhtyma, Itd-Savon sairaanhoitopiirin kuntayhtyma
seka Yla-Savon SOTE-kuntayhtyma. Vuosi 2022 jaa kuitenkin viimeiseksi liikelai-
toskuntayhtymamuodossa toimivaksi.

Sote-uudistusta koskevan lainsdadannon vuoksi ISLABIn toimintaa ei ole voitu jat-
kaa nykyisessa liikelaitoskuntayhtymamuodossa endé 1.1.2023 jalkeen. Sairaan-
hoitopiirit ja hyvinvointialueet paattivat uudelleenorganisoida yhtymaén, ja siirtaa toi-
minnan hyvinvointialuelain sallimaan yhteistyémuotoon, eli hyvinvointiyhtymamuo-
dossa tehtavaksi. Toiminta paatettiin siirtda siten, ettd yhtyman kaytannon toiminta
jatkuisi entisellaan.

Varsinainen liiketoimintasiirto ja toiminnan uudelleenjarjestely toteutettiin teknisesti
kolmessa osassa ns. sekuntitransaktiona vuodenvaihteessa 2022—2023:

1. liikelaitoskuntayhtyma purettiin ja toiminta siirrettiin jako-osuuksina sairaan-
hoitopiireille,

2. voimaanpanolain (616/2021) 20 8 mukaan toiminta siirtyi sairaanhoitopiirien
mukana yleisseuraantona hyvinvointialueille, ja

3. hyvinvointialueille siirtynyt toiminta siirrettiin hyvinvointialueilta ISLAB hyvin-
vointiyhtymaan.

ISLAB liikelaitoskuntayhtyman y-tunnus siirtyi hyvinvointiyhtymalle 1.1.2023.
Jasenyhteisot hyvaksyivat loppuvuodesta sopimuksen Ita-Suomen laboratoriokes-

kuksen liikelaitoskuntayhtymén purkamisesta osana uudelleenjarjestelya hyvinvoin-
tiyhtymaksi. Liikelaitoskuntayhtyma puretaan perussopimuksen 25 §:n mukaisella

’ Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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menettelylla siten, etta liikelaitoskuntayhtymé&n purkamisesta ovat paattaneet jasen-
ten valtuustot, ja johtokunta on laatinut loppuselvityksen. Ennen purkamista liikelai-
toskuntayhtyman perussopimusta muutettiin tavalla, joka mahdollisti Yla-Savon
SOTE kuntayhtyméan eroamisen 30.11.2022. Purkamisvaiheessa liikelaitoskuntayh-
tyman jasenina oli enaa sairaanhoitopiirej, joihin sovellettiin samoja voimaanpa-
nolain mukaisia periaatteita. Sairaanhoitopiirit siirtyivat voimaanpanolain 20 §:n no-
jalla sellaisenaan hyvinvointialueille.

Liikelaitoskuntayhtyman purkautumisajaksi paatettiin 31.12.2022 klo 23.59. Toimin-
nan (ml. omaisuuden, sitoumusten ja henkiloston) siirto hyvinvointialueille toteutui
1.1.2023 klo 00.00 ja jatkosiirto hyvinvointiyhtymaan klo 00.01.

Liikelaitoskuntayhtyman jaseniné olleet sairaanhoitopiiri ja ennen eroamistaan jase-
nend ollut Yla-Savon SOTE kuntayhtyma paattivat liikelaitoskuntayhtyman purkami-
sesta ja purkamissopimuksen hyvaksymisesté toimielimissaan seuraavasti:

- PSSHP, valtuusto 24.10.2022 § 25

- Essote, valtuusto 17.11.2022 § 5

- Siun sote, valtuusto 17.11.2022 § 50

- Sosteri, valtuusto 16.11.2022 § 22

- Yla-Savon SOTE 29.11.2022 (yhtyman ero astunut voimaan 30.11.2022).

Liikelaitoskuntayhtymalle tehtiin loppuselvitys ja loppuselvityksessa oli kyse tekni-
sestad uudelleenjarjestelysta liikelaitoskuntayhtymasta hyvinvointiyhtymaksi. Loppu-
selvityskertomuksessa on kuvattu toiminnan, henkiléston ja omaisuuden siirron eri
vaiheet. Purkusopimuksessa ja loppuselvityskertomuksessa on esitetty arviot vuo-
den 2022 taseen toteumasta. Purkusopimuksen mukaan varsinaiset jako-osuudet
vahvistetaan tilinpaattksen valmistuttua.

Purkusopimuksen mukaan liikelaitoskuntayhtyméan johtokunta valmistelee tilinpaa-
toksen hyvinvointialueille. Liikelaitoskuntayhtyman johtokunnan ja tarkastuslauta-
kunnan toimikautta on jatkettu purkusopimuksen mukaisesti siihen saakka, kunnes
se on saanut purkusopimuksessa tarkoitetut tehtavat hoidetuksi. Tilinpaatoksen hy-
vaksymisessa noudatetaan voimaanpanolain 41 §, jonka mukaan tilinpaatoksen hy-
vaksymisesta ja vastuuvapauden myontamisesta paattavat hyvinvointialueiden
aluevaltuustot.

’ Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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Hallinto ja siinad tapahtuneet muutokset

Yhtymé&kokous

Jasenet kayttavat paatdsvaltaansa yhtymakokouksessa. Perustajayhteisot valitse-
vat kuhunkin yhtymakokoukseen erikseen kolme (3) edustajaa. Perustajayhteistn
valitsemien edustajien yhteinen adnimaara yhtymakokouksessa maaraytyy vuosit-
tain vaestotietolaissa tarkoitettuun vaestotietojarjestelmaén otetun jasenkuntayhty-
man edustaman vuodenvaihteen (31.12.) asukasluvun mukaan siten, etta perusta-
jayhteison valitsemilla edustajilla on yhteensa yksi (1) aani jokaista alkavaa kym-
menta tuhatta (10.000) asukasta kohti. Perustajayhteistjen valitsemien edustajien
yhteinen aanimaéara jakautuu tasan heista saapuvilla olevien kesken.

Mydhemmin liikelaitoskuntayhtyman jaseniksi pienemmalla jasenosuudella tulevat
muut yhteisott valitsevat kuhunkin yhtyméakokoukseen yhden (1) edustajan, jonka
aanimaara yhtymakokouksessa maaraytyy vuosittain yhteison edustaman vuoden-
vaihteen (31.12.) asukasluvun mukaan siten, ettéa edustajalla on yhteensa yksi (1)
aani jokaista alkavaa viittakymmentatuhatta (50.000) asukasta kohti.

Vuonna 2022 peruspaaomalle maksettiin korkoa 1 prosentin verran.

Jasenosuudet 1.1.2022 31.12.2022

Pohjois-Savon sairanhoitopiirin ky 65,72 66,77

Pohjois-Karjalan sosiaali- ja terveyspalvelujen ky 17,21 17,49

Eteld-Savon sosiaali- ja terveyspalvelujen ky 8,79 8,93

It&-Savon sairaanhoitopiirin ky 6,71 6,82

Yla-Savon SOTE ky 1,57 0,00 30.11.2022 saakka
100,00 100,00

Yhtymakokouksen aénimaarat 2022 As.luku

Perustajajasen 31.12.2021 Aaniméaarat Osuus%

Etela-Savon sosiaali- ja terveyspalvelujen ky 96 643 10 17,5%

[t&-Savon sairaanhoitopiirin ky 39 669 4 7,0 %

Pohjois-Karjalan sosiaali- ja terveyspalvelujen ky 163 281 17 29,8 %

Pohjois-Savon sairanhoitopiirin ky 243 739 25 43,9 %

Muu jasen As.luku Aanimaarat Osuus%

Yla-Savon SOTE ky 35984 1 1,8%

Tapahtuma 09222115557490218148
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Johtokunta

Yhtymakokouksen nimittama johtokunta ohjaa ja valvoo liikelaitoskuntayhtyman toi-
mintaa, ja vastaa liikelaitoskuntayhtyman hallinnon ja toiminnan seka sisaisen val-
vonnan ja riskienhallinnan ohjeistamisesta ja asianmukaisesta jarjestamisesta, toi-
meenpanon valvonnasta ja tuloksellisuudesta. Johtokunta on valittu syksylla 2021
ja johtokunnan toimikausi jatkuu tilinpaatoksen 2022 kasittelyyn saakka, vaikka lii-
kelaitoskuntayhtyma purkautui 31.12.2022. Vuonna 2022 johtokunta kokoontui 13
kertaa.

Johtokunnan kokoonpano:

Varsinaiset jasenet Varajasenet

Risto Kortelainen (pj.) Jarmo J. Koski

Saara Tavi Minna Marjakangas

llkka Naukkarinen Susanna Wilén (31.10. saakka)
Johanna Turtiainen (9.12. alkaen)

Antti Hedman (vpj.) Olavi Airaksinen

Juha Hartikainen Heikki Lo6ppdnen

Riitta Smolander Eija Jestola

Johanna Bjerregard-Madsen (31.10. saakka) Sakari Kela

Susanna Wilén (9.12. alkaen)

Johtokunnan esittelijana toimi liikelaitoskuntayhtyman toimitusjohtaja ja poytakirjan-
pitdjana hallintojohtaja. Johtavalla ylilaakérilla ja talousjohtajalla on lasnéolo-oikeus
kokouksissa.

Konsernihallinto ja aluelaboratoriot

Johtokunnan alaisuudessa toimii konsernihallinto, jota johtaa toimitusjohtaja. Kon-
sernihallinnon tehtavdna on mm. huolehtia liikelaitoskuntayhtymén johtamisesta ja
siihen liittyvista hallinnollisista tehtévista, ohjata, tukea ja seurata yksikoiden toimin-
taa, huolehtia sisdisen valvonnan ja riskienhallinnan jarjestamisesta ja valvoa niiden
toteutumista. Konsernihallinto valmistelee ISLABIn johtokunnan ja yhtymakokouk-
sen seka IslabVerkko Oy:n yhtiokokouksen ja hallituksen kéasiteltavat asiat ja huo-
lehtii niiden paatdsten taytantdonpanosta, huolehtii toiminnan rahoituksesta ja tyon-
antajan edunvalvonnasta seké sisaisesta ja ulkoisesta viestinnasta. Yhtymahallin-
non vastuualueita ovat tuotanto ja prosessit, laaketieteelliset toiminnot, palvelut ja
viestinta, yleis-, talous-, henkildsto- ja tietohallinto. Aluelaboratorioiden johtajat vas-
taavat paikallisesti palvelutuotannosta. Aluelaboratorioita on kolme: Etela-Savon,
Pohjois-Karjalan ja Pohjois-Savon aluelaboratoriot.

’ Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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Konsernihallinto tilikaudella:
Toimitusjohtaja

Johtava ylila&kari ja Etela-Savon
aluelab.johtaja

Pohjois-Savon aluelab. johtaja
Pohjois-Karjalan aluelab. johtaja
Hallintojohtaja

Talousjohtaja

Henkilostojohtaja
Henkilostopaallikkod
Tietohallintojohtaja
Tuotantojohtaja

Ylihoitaja

Palvelu- ja viestintapaallikko

Toiminnan kehitys

Palvelutuotanto
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Merja Miettinen (Jan Tollet w. 31.12. saakka)
Paivi Ylikangas

Katariina Vuorenmaa

Jari Lappalainen

Anu Tervala

Heidi Aho

Laura Natunen (1.9. alkaen)
Emilia Laukkanen (1.2.-31.8.)
Mikko Matto

Sari Vaisanen

Merja Alander (24.1. alkaen)
Satu Myller

ISLABIn toimintamalli perustuu sopimuksiin kliinisten laboratoriopalveluiden tuotta-
misesta seka omistajina toimiville julkisille terveydenhuollon erikoissairaanhoidon
(ja perusterveydenhuollon) yksikéille etta perusterveydenhuollon laboratoriotoimin-

tonsa ISLABIlle luovuttaneille kunnille. Yhtymakokouksen asettaman tavoitteen mu-
kaan jasenyhteisdjen ja yhteistyokuntien tarvitsemat kliinisen kemian, hematolo-
gian, kliinisen mikrobiologian seka kliinisen genetiikan laboratoriopalvelut tuotetaan
laadukkaasti, nopeasti ja kustannustehokkaasti.

Vuonna 2022 tuotettujen suoritteiden maara laski noin 1,6 prosenttia edellisvuoteen
nahden. Tutkimusten maaréan muutos aiheutui paaosin covid-testauksen vahenemi-
sestd. EKG-rekisterdinteja tehtiin noin 86.000 kappaletta (+24 %). Naytteenottojen
maara vaheni -2,1 %. Tutkimuspalveluiden ja verituotteiden myyntituotoista 97,5 %
tulee palvelujen myynnista liikelaitoskuntayhtyman jasenille ja niille yhteistyokun-
nille, jotka ovat liikkeenluovutuksen periaatteella siirtaneet laboratoriopalvelunsa I1S-
LABIlle. Verituotteiden osuus liikevaihdosta on noin 6,2 %, ja niiden myynti kohdis-
tuu paaasiassa alueen keskussairaaloille.

’ Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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Hyvinvointialueiden k&ynnistyminen vuonna 2023 voi vaikuttaa merkittavasti tuotan-
tovolyymeihin, kun hyvinvointialueilla siirrytd&n yhtenaisiin kaytantoihin ja alueiden
rahoitusmalli edellyttaa toimintojen uudelleen tarkastelemista.

Suoritteet ISLAB ISLAB 2022 ISLAB 2021 Ero (kpl) Ero (%)
Néytteenotto 1179120 1204173 -25 053 -2,1%
Tutkimukset 7643 115 7761 568 -118 453 -1.5%
Yhteensa 8822 235 8 965 741 -143 506 -1,6 %
Suoritteet KONSERNI KONSERNI 2022 KONSERNI 2021 Ero (kpl) Ero (%)
Naytteenotto 1194133 1221 257 -27 124 -2,2%
Tutkimukset 7751634 7888 411 -136 777 -1,7%
Yhteensa 8945 767 9 109 668 -163 901 -1,8 %

Toimintajarjestelman kuvaus

ISLABIn palvelutuotanto ja asiantuntijatyd perustuvat osaamisaluetoimintaan, jota
johtavat laaketieteelliset vastuualuejohtajat. Osaamisaluetoiminta on yhteista koko
ISLABIlle, ja tavoitteena on toiminnan yhtenaisyys. ISLABIlla on kaikkiin toimintoihin
ja tuotantoon asianmukaiset toimiluvat.

ISLAB on FINAS-akkreditointipalvelun (FINAS, Finnish Accreditation Service) ak-
kreditoima testauslaboratorio n:o TO72. ISLABIn toimintajarjestelma on akkreditoitu
perustuen standardiin SFS-EN ISO/IEC 15189:2013 (Laéketieteelliset laboratoriot/
Erityisvaatimukset laadulle ja patevyydelle), joka ottaa huomioon ISLABIn koko tuo-
tantoprosessin naytteenotosta tuloksen vastaamiseen, ja korostaa asiakasyhteis-
tyon merkitysta toiminnan kehittdmisessa. Akkreditointi kattaa kaikki kolme aluela-
boratoriota ja sen piirissa ovat kliinisen kemian, hematologian, kliinisen mikrobiolo-
gian ja genetiikan erikoisalat seka naytteenoton.

ISLABIn kantasolulaboratorio on vastannut kudoslain (101/2001) puitteissa Kuopion
yliopistollisen sairaalan (KYS) sisatautien ja lastentautien yksikdiden potilaiden hoi-
dossa kaytettavien kantasolusiirteiden kasittelysta ja sailytyksesta, ja IVF-laborato-
rio kudoslain ja hedelméityshoitolain (1237/2006) puitteissa KYSin naistentautien
yksikdn hedelmoityshoidoissa kaytettavien sukusolujen kasittelysta, sailytyksesta ja
in vitro - hedelmoityksesta.

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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ISLABIn aluelaboratorioiden verikeskukset ovat huolehtineet verivalmisteiden han-
kinnasta SPR Veripalvelusta osastojen tarpeiden mukaisesti, seka pitaneet var-
muusvarastoja hatatilanteiden varalle. Varmuusvarastojen maara on sovitettu sai-
raalan kaytantoihin. Verikeskukset ovat raportoineet vaaratilanteet ja verensiirron
haittavaikutukset SPR Veripalvelulle ja sita kautta tarvittaessa Fimealle.

Asiakkuudet ja yhteisty6

Liikelaitoskuntayhtymén asiakkaita ovat Pohjois-Savon ja Itd-Savon sairaanhoitopii-
rien kuntayhtymat, Etela-Savon sosiaali- ja terveyspalveluiden kuntayhtyma, Siun
sote — Pohjois-Karjalan sosiaali- ja terveyspalvelujen kuntayhtyma seka Yla-Savon
Sote-kuntayhtyma (omistaja-asiakkaat), sairaaloissa ja terveyskeskuksissa tyos-
kentelevat sosiaali- ja terveysalan ammattilaiset (terveydenhuollon ammattilais-
asiakkaat) ja laboratoriotutkimuksiin tulevat yksittaiset potilaat (potilasasiakkaat).

AsiakasyhteisOjen kanssa kaydaan jatkuvaa ja suunnitelmallista vuoropuhelua alu-
eellisten ja paikallisten neuvotteluryhmien kautta. Neuvotteluryhmien tehtavana on
arvioida palveluiden laadun toteutumista ja keskustella mahdollisista toiminnan
muutostarpeista. Yhteistyon tavoitteena on saada laboratoriopalvelut vastaamaan
kaikkien asiakasryhmien palvelutarpeita mahdollisimman kustannustehokkaasti ja
vaikuttavasti.

Koulutusyhteisty6 asiakasyhteisdjen kanssa on tarkeéd osa laadukasta laboratorio-
prosessia, tulosten luotettavuutta ja potilasturvallisuutta. Vuonna 2022 pidettiin
asiakasorganisaatioillemme néaytteenottoa- ja vierianalytiikkaa koskevia perehdytys-
tilaisuuksia, joihin osallistui yli 600 terveydenhuollon ammattilaista. Perehtymisen ja
osaamisen yllapitamisen tueksi on tuotettu myds videomateriaalia, jotka mahdollis-
tavat itsenéisen perehtymisen ja kertaamisen.

Vuoden 2022 on toteutettu asiakaskokemuksen mittaamista kaikissa asiakasryh-
missa. Potilasasiakkailla on ollut mahdollisuus antaa jatkuvaa palautetta kyselytolp-
pien, puhelimen, verkkosivujen ja paperikyselyjen kautta. Liséaksi omistaja-asiak-
kaille ja terveydenhuollon ammattilaisasiakkaille on toteutettu kertaalleen asiakas-
kokemusmittaukset. Asiakaskokemuksen mittaaminen on jatkuvaa toimintaa. Li-
saksi asiakkailla on mahdollisuus antaa verkkosivujen kautta yleista palautetta,
joista yksikot ja asiakaspalvelusta vastaavat saavat saanndllisesti raportit. Asiakas-
kokemusmittausten ja yleisten palautteiden tavoitteena on nostaa asiakaspalveluun
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kehittamiskohteita ja nain edistad mydnteista asiakaskokemusta kaikissa asiakas-
ryhmissa.

Asiakaspalvelua on kehitetty aloittamalla keskitetty palveluneuvonta. Terveyden-
huollon ammattilaisille ja potilasasiakkaille on omat palvelupuhelinnumerot, joissa
asiakkaita palvelevat arkisin laboratorioalan ammattilaiset. Ajanvarauspalvelua ke-
hitettiin aloittamalla takaisinsoittopalvelu. Takaisinsoitot tapahtuvat saman paivan
aikana. Vuoden aikana tapahtui merkittdva muutos ISLABin ammattilaisten kirjaa-
missa asiakaspalvelun ja potilasohjauksen poikkeamissa. Poikkeamia oli vuonna
2022 lahes 70 % vahemman, kun aikaisempina vuosina.

Vuoden 2022 aikana uudistettiin ISLABIn verkkosivut, jossa on huomioitu eri asia-

kasryhmat. Lisdksi viestinnassa on otettu kayttdon some-kanavat, joiden avulla py-
ritddn parantamaan yhtyman nakyvyytta kohderyhmissa.

Talouden kehitys

Vuoden 2022 talousarvio suunniteltiin yhtymakokouksen linjauksen mukaisesti yli-
jddmaiseksi siten, ettd keskeiset toiminnalliset ja taloudelliset tavoitteet saavutettai-
siin ja edellytykset liikelaitoskuntayhtyman tehtavien hoitamiseen turvattaisiin. Ta-
lousarviota 2022 laadittaessa toiminnan suunnittelun |&htdkohdaksi otettiin vuoden
2021 taso, huomioiden kuitenkin pandemian vaikutus analytiikkaan. ISLABin oman
tuotannon hinnoitteluun ei tehty yleiskorotusta, mutta yksittaisiin hintoihin tehtiin
muutoksia kustannusvastaavuuden periaatteella. Alihankintana tuotettavien tutki-
musten hinnat maaraytyivat voimassa olevien kilpailutusten ja hankintapaatosten
perusteella. Kustannusvastaavuus huomioitiin myods naytteenottomaksua maaritel-
taessa.

Liikelaitoskuntayhtyméan vuoden 2022 alkuperaisen talousarvion liikevaihto oli noin
66,3 milj. euroa, ja liikeylijgama 0,1 milj. euroa, ja tilikauden ylijadma varausten ja
verojen jalkeen 0,25 milj. euroa. Covid-19-testausmaarat pysyivat kuitenkin korke-
ammalla tasolla verrattuna alkuperaiseen talousarvioon nahden. Erityisesti alkuvuo-
desta testausmaarat olivat 30.000—40.000 testid kuukaudessa ja toukokuussa tes-
tausmaara tasaantui noin 10.000 testin tasolle joulukuuhun saakka. Joulukuussa
testausmaara vaheni entisestaan.

Korkeammalla tasolla olleet testausmaéarat vaikuttivat niin tulo- kuin menokerty-
maan ja syksylla tehtiin talousarviomuutokset. Liikevaihdon kertymé&an arvioitiin 5,9
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milj. euroa lis&4, liikevaihdon ollessa 72,2 milj. euroa. Vastaavasti materiaaleihin ja
palveluiden ostoihin arvioitiin +5,9 milj. euroa sek& rahoituskuluihin +0,16 milj. eu-

roa. Rahoituskulujen kasvu johtui sijoituspohjaisen kassanhallinnan rahastolunas-

tuksista. Henkilostokulujen ja liketoiminnan muiden kulujen arvioitiin pysyvan alku-
peréaisessa talousarviossa. Talousarviomuutosten jalkeen tilikauden ylijaamaksi jai
0,07 milj. euroa.

Vuoden 2022 taloudellinen tulos oli kuitenkin edelleen ennakoitua parempi. Liike-
vaihdoksi muodostui 74,2 milj. euroa, joka oli 1,97 milj. euroa muutettua talousar-
viota parempi. Talousarvion muutoksessa oli arvioitu, etta loppuvuosi toteutuisi pe-
rustoiminnan osalta samalla tasolla kuin edellisend vuonna. Kuitenkin perustoimin-
nasta saadut tulot kasvoivat loppuvuodesta edelliseen vuoteen ndhden ennakoitua
paremmin.

Palvelujen ostot ylittivat muutetun talousarvion. Erityisesti kasvoi alihankintatutki-
mukset, ict-palvelut, postipalvelut seka matkustus- ja kuljetuspalvelut. Matkustus- ja
kuljetuspalveluihin vaikutti osaltaan kohonneet polttoainekustannukset ja niihin liitty-
vat hinnankorotukset. Aineet, tarvikkeet ja tavarat toteutuivat muutetun talousarvion
mukaisesti. Henkildstokulut toteutuivat lahes talousarvion mukaisesti. Henkilostoku-
lut sisaltavat SOTE-sopimukseen liittyvan kertapalkkion, joka maksetaan vasta vuo-
den 2023 puolella.

Liikeylijaama oli 1,9 milj. euroa. Tilikauden tuloksesta esitetaan tehtavaksi uusia in-
vestointivarauksia 1,5 milj. euroa, jolloin varausten ja verojen jalkeen ylijadmaksi
jaé 0,6 milj. euroa.

1.3 Henkilostbasiat

Henkiléston maara ja rakenne

Vuoden 2022 lopussa ISLABIn palveluksessa oli 574 tyontekijaa. Henkiloston koko-
naislukumaaréa on hieman laskenut edellisvuodesta. Vakinaisen henkildston osuus
oli 86 %, maaraaikaisten/ sijaisten osuus oli 14 %. Vakinaisten osuus oli kasvanut 2
%.

Henkilostokulut kasvoivat vuoteen 2021 néhden 1,2 milj. euroa. Henkiléstokulujen
kasvuun vaikuttivat osaltaan edelleen Covid-19-pandemiasta johtuvat poissaolot ja
poissaolotilanteisiin liittyvien tyévuorojen uudelleen organisoiminen ja niihin liittyvat
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korvaukset, tyo- ja virkaehtosopimuksiin sisaltyvien yleiskorotusten maksaminen
(kesékuussa 2,0 %, lokakuussa 0,5 %) sekad lomapalkkavelan maarén kasvu. Li-
saksi SOTE-sopimukseen sisaltyva kertapalkkio kohdistetaan kirjanpidollisesti vuo-
den 2022 tilinpaatbkseen. Lomapalkkavelan ja kertapalkkion osuus on yhteensa
noin 0,5 milj. euroa.

Henkilostomaara 31.12. 2022 2021 2020
Pohjois-Savon aluelaboratorio 313 324 311
Vakinaiset 267 272 249
Maaraaikaiset / sijaiset / muut 46 52 62
Pohjois-Karjalan aluelaboratorio 148 149 150
Vakinaiset 132 131 133
Maéraaikaiset / sijaiset / muut 16 18 17
Etelé-Savon aluelaboratorio 92 93 99
Vakinaiset 80 74 77
Maaraaikaiset / sijaiset / muut 12 19 22
Hallinto 21 19 16
Vakinaiset 15 15 15
Madraaikaiset / sijaiset / muut 6 4 1
YHTEENSA 574 585 576
joista vakinaisia 86 % 84 % 82 %
joista maaraaikaisia / sijaisia / muut 14 % 16 % 18 %

Toteutunut tydpanos vuonna 2022 oli 543 HTV, kun se oli vuonna 2021 yhteensa
536. Toteutuneen tyépanoksen maara nousi hieman edellisvuodesta. Sairauspois-
saolopaivia oli 19,8 kalenteripéaivaa per henkild. Yhteensa sairauspoissaolopaivia oli
11.374 kalenteripédivad, sairauspoissaoloprosentin ollessa 5,06 %. Sairauspoissa-
olopaivat eivat sisalla COVID-19 liittyvia poissaoloja, koska COVID-19 poissaolot
Kirjautuvat raportointijarjestelmassa eri syykoodille.

Sairauspoissaolojen maara nousi edellisvuodesta, jolloin sairauspoissaolopaivia oli
ollut 9.983 kalenteripaivaa, 17,1 kal. pv/hl6. Poissaolojen selittavina tekijéina ovat
olleet muun muassa herkasti toista poisjaanti hengitystieinfektio-oireiden ilmaantu-
essa. Lisdksi psykososiaalisiin kuormitustekijoihin liittyvien poissaolojen maara on
kasvanut. Sairauspoissaolojen vahentamiseksi tehdaan yhteistyota kaikkien neljan
tydterveyshuollon palvelutuottajan kanssa.
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Strategiaohjelman mukaisesti ISLABIn tavoitteena on olla houkutteleva ja hyvin-
voiva osaajayhteist seka asiantuntijayhteiso, jossa henkilostén osaaminen on kor-
kealla tasolla. Olemme vetovoimainen ja turvallinen ty6paikka, johon henkil6std on
sitoutunut, sek& yhteiso, joka tukee tyohyvinvointia ja tyotyytyvaisyytta. Vuoden
2022 aikana on kehitetty yhdenmukaista henkilostopolitiikkaa ja tehty tiivista yhteis-
tyota sidosryhmien seké yhteistybkumppanien kanssa. Henkilgstolle toteutettiin
laaja henkilostokysely sekd suppeampia pulssikyselyitd henkiloston ajatusten kar-
toittamiseksi.

Henkilostohallinnossa on kehitetty séahkdisia jarjestelmia (M2 kulu- ja matkalas-
kuohjelman kayttoonoton valmistelu, sdhkoinen synkronointiliittymé& ESS-jarjestel-
mastéa ePassiin), seka vahvistettu esihenkilotyota ja esihenkildiden tukemista. IS-
LAB hyvinvointiyhtymaéan siirtymiseen liittyen syksyn 2022 aikana valmisteltiin hen-
kiloston siirtosopimus, ja pidettiin yhteistoimintalain mukaiset muutosneuvottelut
henkiloston liikkeenluovutuksesta ISLAB hyvinvointiyhtymaan. Liséksi marras-joulu-
kuussa 2022 pidettiin muutosneuvottelut toimintojen ja tiettyjen tydtehtavien keskit-
tamisesta Etela-Savon toimipisteiden osalta yhteistydssa henkilostojarjesttjen
edustajien kanssa.

ISLAB liikelaitoskuntayhtyman henkildstohallinnon toiminnasta on valmisteltu erilli-
nen henkilostokertomus. Henkilostokertomuksessa on kerrottu tarkemmalla tasolla
henkildstdhallinnollisia tunnuslukuja, avattu yhteisty6toiminnan toteutumista, tyohy-
vinvoinnin ja tydsuojelun paapainopisteitad seka kerrottu osaamisen hallinnan edis-
tdmisestd vuoden 2022 aikana.

Opetus ja tutkimustoiminta

Kliinisen kemian ja kliinisen mikrobiologian opetus- ja tutkimustoiminta kuuluvat lii-
kelaitoskuntayhtyman tehtaviin. ISLABIn henkilokunta Kuopiossa on yhteistydssa
It&-Suomen yliopiston kanssa osallistunut ladketieteen, hammaslaaketieteen ja ter-
veyden biotieteiden ja farmasian perusopetukseen, opinnaytetdiden ohjaamiseen
sekd ammatillisen jatkokoulutuksen toteutukseen. Itd-Suomen yliopiston kliinisen
mikrobiologian ja kliinisen kemian professorit toimivat ISLABissa erikoisalojensa
mukaisissa asiantuntijatehtavissa.

ISLAB tekee aktiivista yhteisty6td ammattikorkeakoulujen ja -oppilaitosten kanssa
myos bioanalyytikkokoulutuksessa. Vuonna 2021 saatiin opiskelijoiden harjoittelut
toteutettua Covid-19-pandemiasta huolimatta. Savonia ammattikorkeakoulun
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kanssa sovittiin yhteistydsta bioanalyytikkojen satelliittikoulutuksen jarjestamisesta
Joensuun, Mikkelin ja Savonlinnan alueilla.

1.4 Selonteko sisadisen valvonnan ja riskienhallinnan jarjestamisesta

Kuntalain mukaan yhtymakokous paattaa siséisen valvonnan ja riskien hallinnan
perusteista ja johtokunta vastaa sisaisen valvonnan ja riskienhallinnan asianmukai-
sesta jarjestamisesta, toimeenpanon valvonnasta ja tuloksellisuudesta. Johtokunta
antaa toimintakertomuksessa tiedot siséisen valvonnan ja riskienhallinnan jarjesta-
misesta ja keskeisista johtopaatoksistd. Konsernihallinnon kunkin viran- ja tehta-
vanhaltijan on johdettava ja valvottava vastuualueellaan sisaisen valvonnan ja ris-
kienhallinnan jarjestamista ja toteutumista.

Sisdisté valvontaa ja riskien hallintaa toteutetaan hallintosd&nnon, yhtymékokouk-
sen hyvaksymien periaatteiden seka johtokunnan sisaisen valvonnan ja riskien hal-
linnan ohjeen mukaisesti. Sisainen valvonta ja riskienhallinta ovat merkittdva osa
paivittaista toimintaa ja johtotiimin tydskentelya; strategista ja operatiivista toimin-
nan suunnittelua, paatoksentekoa, seurantaa, poikkeamiin reagoimista seké suoriu-
tumisen arviointia. Paivittdiseen valvontaan kuuluvat mm. hyvaksymiset, tarkasta-
miset, tdsmaytykset, tehtavien eriyttamiset, virheiden ehkaisyt ja toimintaohjeiden
noudattamiset. Sisaista valvontaa ja riskienhallintaa toteutetaan kokonaisvaltaisesti
kaikissa toiminnoissa ja kaikilla organisaation tasoilla. Merkittavat riskit tunnistetaan
ja luodaan niille riskienhallintakeinot. ISLABIn riskinarvioinnin yhteenveto tarkiste-
taan vuosittain osana johdon katselmusta. Siséinen valvonta ja riskienhallinta on
siséllytetty myds ISLABIn toimintajarjestelmaan mm. sisaisten ja ulkoisten auditoin-
tien, poikkeamaseurannan ja riskien hallinnan osalta.

Sisainen valvonta

Konsernihallinnossa on péaatetty tehda vuosittain sisaisen valvonnan suunnitelma,
jossa maaritellaan silla hetkella tarkeimmiksi katsotut sisaisen valvonnan painopis-
tealueet yleis-, talous-, henkilosto- ja tietohallinnon osalta, ja tarkastuksista tehdaan
Kirjalliset raportit. Sisdisessa valvonnassa tarkastetaan muun muassa paatosten oi-
keellisuutta ja toimivallan perusteita. Vuoden 2022 suunnitelma sisélsi talous- ja
yleishallinnon tarkastuksia, joiden toteutumisesta on raportoitu toimitusjohtajalle.
Suunnitelma paivitetdan jatkossa vuosittain.
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Talouden ja toiminnan kehittymista tavoitteiden mukaisesti seurattiin kuukausittain
johtotiimissa, alueellisissa kokouksissa, johtoryhméssa seké johtokunnassa.

Riskien hallinta

Toimitusjohtaja vastaa ISLABIn riskienarvioinnin kokonaistoteutuksesta. Riskitekijoi-
den arviointi on dokumentoitu, sen yhteenveto tarkistetaan vuosittain osana toimin-
tajarjestelmééan kuuluvaa johdonkatselmusta.

ISLABIN riskit voidaan jakaa toimintaymparistoon liittyviin (strategisiin) riskeihin, tuo-
tannolliseen toimintaan kohdistuviin riskeihin seka taloudellisiin riskeihin.

Esimerkiksi hyvinvointialueiden kaynnistyminen tulee vaikuttamaan merkittavasti
ISLABIn toimintaymparistdon, ja hyvinvointialueiden rahoitusmalli ja toiminnallinen
muutos tulevat todennékoisesti vaikuttamaan myds ISLABIlta ostettaviin palveluihin
ja sita kautta seké tuotannolliseen toimintaan etta talouteen. Riskitekijoiksi nahdaan
tulorahoituksen riittdvyys suhteessa menojen kasvuun seka investointitarpeet. Va-
hinkoriskeihin on varauduttu kattavilla vakuutuksilla.

Tuotantojarjestelmaan liittyvia riskeja hallitaan suunnitelmallisen toimintajarjestel-
man avulla. Akkreditoitua (FINAS, TO72) toimintajarjestelméaa arvioidaan seka sisai-
sesti etta ulkoisesti (FINAS) kaikissa aluelaboratorioissa. Kaikki aluelaboratoriot
ovat akkreditoinnin piirissa. Yhtenainen laitekanta, analyysituotannon varalaitever-
kosto seka kattava kuljetusjarjestelma helpottavat reagointia ongelmatilanteisiin.
Julkisen sektorin suurimpien laboratoriotoimijoiden kesken solmittu terveydenhuol-
tolakiin perustuva yhteistydsopimus parantaa osaltaan palvelutuotannon riskien hal-
lintaa. Sairaalakokonaisuuksien ja laboratoriotilojen laajat peruskorjaushankkeet
sekad ennakoimattomat rakennusteknisistd ongelmista johtuvat tuotannon uudel-
leenjarjestelyt on tunnistettu tuotantojarjestelman riskitekijaksi.

ISLABIn tuotannollisten tietojarjestelmien ennakoimattomiin katkoksiin varaudutaan
ohjeistamalla menettelytavat kiireisen analytiikan tuottamiseksi myds tietojarjestel-
makatkosten aikana.

Tietosuojariskeja hallitaan menettelytapojen ohjeistuksella ja koulutuksella, salasa-
nakaytannaoilla, laboratoriotilojen kulunvalvonnalla seké rajoittamalla tietojarjestel-
mien kayttdoikeuksia tydtehtavien mukaan. Tuotannollisten tietojarjestelmien toimit-
tajien kanssa tehdyissa sopimuksissa on huomioitu tietosuojaan ja tietoturvaan liit-
tyvat menettelyt.
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ISLABIn johtamisjarjestelmaa on uudistettu ja tehtévia ja vastuita on jaettu hallinto-
s&annon ja toimivallan siirto-ohjeen mukaisesti. Johtamisjarjestelmaan kohdistuvia
riskeja on pyritty minimoimaan tehtavankuvien ja vastuiden selkiyttdmiselld, paatok-
sentekomenettelyiden seurannalla, ohjeiden uudistamisella, sijaistus- ja varallaolo-
suunnitelmilla sek& johtamiskoulutuksella.

Henkiloston saatavuus on noussut keskeiseksi riskiksi ja ammattitaitoista henkilos-
t6a on yha vaikeampaa saada. Yhtyman pito- ja vetovoimaa on pyritty parantamaan
huolehtimalla henkiléstohallinnon prosessien sujuvuudesta, palkkapolitikan oikeelli-
suudesta, l&hijohtamisesta seka ohjeistusten parantamisesta.
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2 Tilikauden tuloksen muodostuminen ja toiminnan rahoitus

2.1 Tilikauden tuloksen muodostaminen

1 000 € 2022 2021 Muutos %
Liikevaihto 74 208 77 961 -4,8 %
Liiketoiminnan muut tuotot 391 325 20,6 %
Materiaalit ja palvelut -36 012 -34 799 3,5%
Aineet, tarvikkeet ja tavarat
Ostot tilikauden aikana -19 826 -20 050 -1,1%
Palvelujen ostot -16 186 -14 749 9,7 %
Henkildstokulut -28 201 -27 020 4,4 %
Palkat ja palkkiot -23 329 -22 261 4,8 %
Henkildsivukulut -4 872 -4 759 2,4 %
Elakekulut -4 010 -3 907 2,6 %
Muut henkilésivukulut -862 -852 1.2%
Poistot ja arvonalentumiset
Suunnitelman mukaiset poistot -950 -806 17,8 %
Liiketoiminnan muut kulut -7 513 -7 005 7,3 %
LIKEYLI/ALIJAAMA 1923 8 656 -77,8 %
Rahoitustuotot ja -kulut -153 -71 114,0 %
Korkotuotot 21 5 348,9 %
Muut rahoitustuotot 0 0 -100,0 %
Muille maksetut korkokulut -4 -30 -85,7 %
Korvaus peruspaaomasta -32 -32 0,0%
Muut rahoituskulut -138 -14 866,1 %
YLIJAAMA ENNEN SATUNNAISIA ERIA 1770 8 584 -79,4 %
YLI/ALIJAAMA ENNEN VARAUKSIA 1770 8 584 -79,4 %
Poistoeron lisdys (-)/vahennys (+) -1410 -261 439,5 %
Vapaaehtoisten varausten lisays (-)/vahennys 284 -2 717 -110,5%
Tuloverot -2 -13 -88,4 %
TILIKAUDEN YLI/ALIJAAMA 643 5592 -88,5 %

TULOSLASKELMAN TUNNUSLUVUT

Sijoitetun paaoman tuotto, % 9,6 54,7
Kunnan sijoittaman pa&oman tuotto, % 9,6 54,9
Voitto, % 2,4 11,0

Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,

Tapahtuma 09222115557490218148
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Sijoitetun pdaoman tuotto, %

100 * (Yli-/alijaama ennen satunnaisia eria + Kunnalle/kuntayhtymalle maksetut kor-
kokulut + Muille maksetut korkokulut + Korvaus peruspddomasta) / (Oma paaoma +
Sijoitettu korollinen vieras paaoma + Poistoero ja vapaaehtoiset varaukset). Tun-
nusluku kertoo sijoitetun padoman tuoton eli mittaa suhteellista kannattavuutta.

Kunnan sijoittaman paaoman tuotto, %

100 * (Yli-/alijaama ennen satunnaisia eria + Kunnalle maksetut korkokulut + Kor-
vaus peruspaaomasta) / (Oma paaoma + Lainat kunnalta/kuntayhtymalta + Pois-
toero ja vapaaehtoiset varaukset). Tunnusluku kertoo kunnan liikelaitokseen sijoitta-
man paaoman tuoton.

Voitto, %

100 * (Yli-/alijagama ennen varauksia / Liikevaihto). Tunnusluku kertoo, kuinka suu-
ren prosentuaalisen osuuden liikelaitoksen yli-/alijaagma ennen varauksia ja veroja
muodostaa liikevaihdosta. Jos prosenttiluku on negatiivinen, liikelaitoksen toiminta
on tappiollista.

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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2.2 Toiminnan rahoitus

1000 € 2022 2021

Toiminnan rahavirta

Liikeyli/alijagama 1923 8 656

Poistot ja arvonalentumiset 950 806

Rahoitustuotot ja -kulut -153 -71

Tuloverot -2 -13
2728 9 377

Investointien rahavirta

Investointimenot -2 958 -1 646

Pysyvien vastaavien luowutustulot 4 0
-2 955 -1 646

TOIMINNAN JA INVESTOINTIEN
RAHAVIRTA -227 7732

Rahoituksen rahavirta
Antolainauksen muutokset

Antolainasaamisten lisaykset -32 0
Oman padoman muutokset -2 550 -2 852
Muut maksuvalmiuden muutokset

Toimeksiant.varojen muutokset -10 10

Saamisten muutos -809 1691

Korottomien velkojen muutos 187 1598

-631 3298
RAHOITUKSEN RAHAVIRTA -3213 446
RAHAVAROJEN MUUTOS -3 440 8178
Rahavarat 31.12. 15120 18 560
Rahavarat 1.1. 18 560 10 382
RAHAVAROJEN MUUTOS -3 440 8178

TUNNUSLUVUT RAHOITUSLASKELMA
Toiminnan ja investointien

rahavirta ja sen kertyméa 5 2789 3376
Investointien tulorahoitus, % 92,0 569,8
Kassan riittawyys (pv) 74 96
Quick ratio 2,2 2,5
Current ratio 2,2 2,5

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,




I S LAE Tilinpaatds 2022 22 (59)

LABORATORIOKESKUS

Toiminnan ja investointien rahavirta ja sen kertyma

Rahoituslaskelman vélitulos Toiminnan ja investointien rahavirta itsessaan on jo
tunnusluku, jonka positiivinen (ylijaamainen) maara ilmaisee sen, kuinka paljon ra-
havirrasta jaa nettoantolainaukseen, lainojen lyhennyksiin ja kassan vahvistami-
seen ja negatiivinen (alijgamainen) maara ilmaisee sen, ettd menoja joudutaan kat-
tamaan joko olemassa olevia kassavaroja vahentamalla taikka ottamalla lis&a lai-
naa.

Toiminnan ja investointien rahavirta -valituloksen tilinpaatdsvuoden ja neljan edelli-
sen vuoden kertymé&n avulla voidaan seurata investointien omarahoituksen toteutu-
mista pitemmalla aikavalilla. Omarahoitusvaatimus tayttyy, jos kertyma viimeksi
paattyneena tilinpaatésvuonna on positiivinen. Toiminnan ja investointien rahavirran
kertyma ei saisi muodostua pysyvasti negatiiviseksi.

Investointien tulorahoitus, %

100 *(Ylijaama (alijadma) ennen satunnaisia erid + Poistot ja arvonalentumiset -Tu-
loverot) / Investointien omahankintameno. Investointien tulorahoitus % -tunnusluku
kertoo, kuinka paljon investointien omahankintamenosta on rahoitettu varsinaisella
tulorahoituksella (ilman satunnaisia tuloja).

Lainanhoitokatetta ei esitetd, koska ei ole korollisia pitkaaikaisia tai lyhytaikaisia
lainoja.

Kassan riittavyys (pv)

365 pv x Rahavarat 31.12./kassasta maksut tilikaudella. Liikelaitoksen maksuval-
miutta kuvataan kassan riittavyytena paivissa. Tunnusluku ilmaisee, monenko péai-
van kassasta maksut voidaan kattaa liikelaitoksen rahavaroilla. Rahavaroihin laske-
taan rahoitusarvopaperit seka rahat ja pankkisaamiset.

Quick ratio

(Rahat ja pankkisaamiset + Rahoitusarvopaperit + Lyhytaikaiset saamiset) / (Lyhyt-
aikainen vieras padoma — Saadut ennakot). Quick ratio eli maksuvalmiussuhde ker-
too, miten hyvin lyhytaikaisesti sidotuilla varoilla pystytaan kattamaan lyhytaikaiset
velat. Tunnuslukua voidaan vertailla vain saman toimialan liikelaitosten kesken.
Tunnusluvun luokitusasteikko: hyva: yli 1, tyydyttava: 0,5-1, heikko: alle 0,5.

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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Current ratio
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(Vaihto-omaisuus + Lyhytaikaiset saamiset + Rahoitusarvopaperit + Rahat ja pank-
kisaamiset) / (Lyhytaikainen vieras paaoma — Saadut ennakot). Current ratio eli
kayttopadomasuhde kertoo nopeakiertoisen omaisuuden ja nopeakiertoisten velko-
jen suhteen. Tunnuslukua voidaan parhaiten vertailla saman toimialan liikelaitosten
kesken, mutta se sopii quick ratio -tunnuslukua paremmin myos eri toimialojen yri-
tysten vertailuihin. Tunnusluvun luokitusasteikko: hyva: yli 2, tyydyttava: 1-2,

heikko: alle 1.

2.3 Rahoitusasema ja sen muutokset

VASTAAVAA 31.12., 1000 € 2022 2021
PYSYVAT VASTAAVAT 5109 3082
Aineettomat hyoddykkeet 611 207
Aineettomat oikeudet 611 207
Ennakkomaksut 0 0
Aineelliset hyodykkeet 4322 2731
Kiinteat rakenteet ja laitteet 108 0
Koneet ja kalusto 3450 2557
Ennakkomaksut ja keskener. hankir 764 174
Sijoitukset 175 143
Osakkeet ja osuudet 144 143
Muut lainasaamiset 32 0
VAIHTUVAT VASTAAVAT 22912 25543
Saamiset 7791 6 982
Lyhytaikaiset saamiset 7 791 6 982
Myyntisaamiset 6 881 5891

Muut saamiset 744 1092
Siirtosaamiset 167 0
Rahoitusarvopaperit 0 14 746
Rahat ja pankkisaamiset 15 120 3814
VASTAAVAA YHTEENSA 28 020 28 624
TASEEN TUNNUSLUVUT 2022 2021
Omavaraisuusaste, % 63,0 64,4
Suhteellinen velkaantuneisuus, % 13,9 13,0
Kertynyt ylijadma (alijaama), 1000 € 5 652 7 509
Lainat ja vuokravastuut 31.12., 1000 € 1716 1661

Lainasaamiset 31.12., 1000 €

Tapahtuma 09222115557490218148

VASTATTAVAA 31.12., 1000€ 2022 2021
OMA PAAOMA 8789 10 696
Peruspdaoma 3137 3187
Edellisten kausien yli-/alijadma 5009 1917
Tilikauden yli-/alijgdma 643 5592
POISTOERO JA VAPAAEHTOISET
VARAUKSET 8 855 7730
Poistoero 2323 913
Vapaaeht. varaukset 6 533 6 817
TOIMEKSIANTOJEN PAAOMAT 0 10
Lahjoitusrahastojen pagoma 0 10
VIERAS PAAOMA 10 376 10 189
Lyhytaikainen 10 376 10 189
Ostovelat 5031 5172
Muut velat 631 147
Siirtovelat 4715 4870
VASTATTAVAA YHTEENSA 28 020 28 624

Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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Omavaraisuusaste, %

100 x (Oma paaoma + Poistoero ja vapaaehtoiset varaukset) / (Koko padoma —
Saadut ennakot). Kaavassa koko padoma tarkoittaa taseen vastattavien loppusum-
maa. Omavaraisuusaste mittaa liikelaitoksen vakavaraisuutta, alijgdman sietokykya
ja sen kykya selviytya sitoumuksista pitkalla tahtayksella.

Suhteellinen velkaantuneisuus, %

100 * (Vieras paaoma - Saadut ennakot) / Kayttotulot. Tunnusluku kertoo, kuinka
paljon liikelaitoksen kayttotuloista tarvittaisiin vieraan padoman takaisinmaksuun.
Mit& pienempi velkaantuneisuuden tunnusluvun arvo on, sitd paremmat mahdolli-
suudet liikelaitoksella on selviytya velan takaisinmaksusta tulorahoituksella.

Kertynyt ylijaama (alijaama)

Edellisten tilikausien ylijagama (alijddama) + Tilikauden ylijaama (alijgdma). Luku
osoittaa, paljonko liikelaitoksella on kertynytté ylijgdmaa tulevien vuosien liikkuma-
varana, taikka paljonko on kertynytta alijagamaa, joka on katettava tulevina vuosina.

Lainat ja vuokravastuut 31.12.
Vieras paaoma - (Saadut ennakot + Ostovelat + Siirtovelat + Muut velat) + Vuokra-
vastuut. Tunnusluku siséltaa liitetiedoissa olevan vuokravastuiden maaran.

Lainakanta 31.12. ja lainsaamiset 31.12. tunnuslukua ei esiteta, koska korollista
vierasta paaomaa ei ole.

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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2.4 Kokonaistulot ja -menot

TULOT 1000 € MENOT 1000 €
Toiminta Toiminta
Toimintatuotot 74 599 Toimintakulut 71728
Korkotuotot 21 Muut rahoituskulut 174
Tulorahoituksen korjauserat 10| Investoinnit
Investoinnit Investointimenot 2958
Pysyvien vast. hydd. luovutustulot 4 Antolainasaamisten lisdykset 31,96
Oman pagoman vahennykset 2 550
Kokonaistulot yhteensa 74 633|Kokonaismenot yhteensa 77 442

Liikelaitoskuntayhtyman kokonaistulot ja —menot —laskelmassa on esitetty varsinai-
sen toiminnan ja investointien ulkoiset tulot ja menot seké rahoitustapahtumat.

3 ISLAB konsernin toiminta ja talous

Ita-Suomen laboratoriokeskuksen liikelaitoskuntayhtyman konserni muodostuu liike-
laitoskuntayhtymasté ja sen 100 % omistamasta tytaryhtiosta, kilpailuilla markki-
noilla toimivasta IslabVerkko Oy:sta. Henkilosto ja tuotannontekijat ovat ISLABIN
kanssa yhteiset, ja tuotannosta syntyvét kustannukset jaetaan aiheuttamisperiaat-
teella toimijoiden valisen kustannustenjakosopimuksen mukaisesti.

IslabVerkko Oy:n keskeisimpana toimialana ovat laboratorio- ja laakaripalvelut,
opetus- ja tutkimustoiminta, mutta toistaiseksi tuotetaan vain kliinisia laboratoriopal-
veluita kilpailuilla markkinoilla toimiville terveyspalveluiden tuottajille, l[&ahinna Ita-
Suomen pienemmilla paikkakunnilla. Palvelutuotantoon kuuluvat ensisijaisesti Kliini-
sen kemian ja laboratoriohematologian seké kliinisen mikrobiologian erikoisalojen
diagnostiset tutkimukset. Lisaksi IslabVerkko Oy tuottaa perustasoisia Kliinisen fy-
siologian erikoisalan tutkimuksia ja naytteenottopalveluita. Verikeskustoiminta ja ve-
rikeskustutkimukset eivat toistaiseksi kuulu palveluvalikoimaan.

IslabVerkon liikevaihdon toteuma 0,67 milj. euroa. Henkildstokulut kasvoivat edelli-
seen vuoteen nahden ja toimintakulut olivat ennakoitua korkeammalla tasolla. Tili-
kauden tulokseksi muodostui -33.661 euroa. ISLAB—konsernin tulos on 1,7 milj. eu-
roa ylijgamainen, joka on kaytanndssa emoyhtyman tulos.

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH,
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3.1 Arvio konsernin todennakoisesta tulevasta kehityksesta

Sosiaali- ja terveydenhuollon ja pelastustoimen tehtavien jarjestamisvastuu siirtyi
hyvinvointialueille vuoden 2023 alusta. ISLABIn toiminta-alueella hyvinvointialueita
on kolme: Pohjois-Savon hyvinvointialue, Pohjois-Karjalan hyvinvointialue ja Etela-
Savon hyvinvointialue. Uudistuksen vuoksi myds liikelaitoskuntayhtyma purettiin
vuoden 2022 lopussa ja ISLABIn toiminta-alueen hyvinvointialueet perustivat uu-
den, yhteisen hyvinvointiyhtyman tuottamaan laboratoriopalvelut. Hyvinvointialuei-
den kaynnistyminen vaikuttanee pitkalla aikavalilla myos ISLABIn toimintaan. Hyvin-
vointialueiden sisalla toimintatavat yhtenaistyvat ja vaikuttanevat laskevasti my6s
laboratoriopalvelujen kysyntaan. Liséksi hyvinvointialueiden saama rahoitus asettaa
samaan aikaan taloudellisia haasteita. Toisaalta pandemian aikana on kertynyt hoi-
tovelkaa, joka voi lisété laboratoriopalvelujen tarvetta.

ISLABIn strategiaohjelma ohjaa laadukkaiden laboratoriopalvelujen palvelutuottajan
perustehtavasta tunnetuksi ja vaikuttavaksi diagnostiikan asiantuntijaorganisaa-
tioksi. Konsernissa nahdaan sosiaali- ja terveydenhuollon rakennemuutokset mah-
dollisuutena kehittéda ja laajentaa toimintaa asiakkaiden hyvéksi. Strategian mukai-
nen toiminta n&kyy mittavina investointi- ja kehityshankkeina. Monia toiminnan tuot-
tavuuden ja kehityksen kannalta valttamattomia uudistuksia on viime vuosina jaanyt
tekematta toimintaympariston epavarmuustilanteessa. Strategiaan liittyvilla inves-
toinneilla tavoitellaan kustannustenhallintaa pidemmalla aikavalilla, vaikka muutos-
vaiheessa kustannukset voivat olla korkeammalla tasolla. Investoinneilla tavoitel-
laan myds parempia mahdollisuuksia tiedolla johtamiseen.

Tavoitteena on tuottaa palvelut tehokkaasti ja suunnitella tuotantoa tulevaisuuden
tuotantoratkaisuja ennakoiden. Digitalisaation ja automatisaation avulla lisadmme
tiedolla johtamista ja tydpanoksen kohdentumista tuottavampaan tyéhon.

3.2 Konsernivalvonnan jarjestaminen

ISLABIn johtokunnassa on seurattu saanndllisesti liikelaitoskuntayhtyméan ja sen ty-
taryhtion IslabVerkko Oy:n toimintaa ja taloutta seka niiden tunnuslukuja. Tytaryhtio
IslabVerkko Oy:n toimitusjohtaja vastaa yhtion riskinarvioinnin ja hallinnan koko-
naistoteutuksesta yhdessa vastuuhenkildiden kanssa.

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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3.3 Konsernitilinpaatos ja sen tunnusluvut

Muutos
1000 € 2022 2021 %
Liikevaihto 74 880 78 666 -4,8 %
Liiketoiminnan muut tuotot 391 325 20,6 %
Materiaalit ja palvelut -36 257 -35 047 35%
Aineet, tarvikkeet ja tavarat
Ostot tilikauden aikana -19 927 -20 114 -0,9 %
Palvelujen ostot -16 330 -14 933 9,4 %
Henkilostokulut -28 258 -27 068 4,4 %
Palkat ja palkkiot -23 379 -22 302 4,8 %
Henkildsivukulut -4 879 -4 766 2,4 %
Elékekulut -4 016 -3 913 2,6 %
Muut henkildsivukulut -863 -853 1,2%
Poistot ja arvonalentumiset
Suunnitelman mukaiset poistot -950 -806 17,8 %
Liiketoiminnan muut kulut -7 916 -7 419 6,7 %
LIKEYLI/ALIJAAMA 1890 8 651 -78,2 %
Rahoitustuotot ja -kulut -153 -73 111,0 %
Korkotuotot 21 5 348,9 %
Muut rahoitustuotot 0 0 -100,0 %
Muille maksetut korkokulut -5 -31 -84,8 %
Korvaus peruspddomasta -32 -32 0,0%
Muut rahoituskulut -138 -14 857,7 %
YLIJAAMA ENNEN SATUNNAISIA ERIA 1736 8578 -79,8 %
YLI/ALIJAAMA ENNEN VARAUKSIA 1736 8578 -79,8 %
Tuloverot -2 -13 -88,4 %
TILIKAUDEN YLI/ALIJAAMA 1735 8 565 -79,7 %
TULOSLASKELMAN TUNNUSLUVUT
Sijoitetun padoman tuotto, % 9,4 54,4
Kunnan sijoittaman paaoman tuotto, % 9,4 54,6
Voitto, % 2,3 10,9

Tapahtuma 09222115557490218148
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1000 € 2022 2021
Toiminnan rahavirta
Liikeyli/alijaama 1890 8 651
Poistot ja arvonalentumiset 950 806
Rahoitustuotot ja -kulut -153 -73
Satunnaiset erat 0 0
Tulorahoituksen korjauserét 10 0
Tuloverot -2 -13
2 694 9372
Investointien rahavirta
Investointimenot -2 958 -1 646
Pysyvien vastaavien luovutustulot 4 0
-2 955 -1 646
TOIMINNAN JA INVESTOINTIEN
RAHAVIRTA -260 7726
Oman padoman muutokset -2 550 -2 852
Muut maksuvalmiuden muutokset
Toimeksiant.varojen muutokset -10 10
Saamisten muutos -796 1914
Korottomien velkojen muutos 190 1582
-615 3 506
RAHOITUKSEN RAHAVIRTA -3 165 654
RAHAVAROJEN MUUTOS -3 425 8 380
Rahavarat 31.12. 15 843 19 300
Rahavarat 1.1. 19 300 10 920
RAHAVAROJEN MUUTOS -3 457 8 380

TUNNUSLUVUT RAHOITUSLASKELMA
Toiminnan ja investointien

rahavirta ja sen kertyma 5 2 817 2677
Investointien tulorahoitus, % 90,7 573,8
Kassan riittawyys (pv) 77 99
Quick ratio 2,2 2,5
Current ratio 2,2 2,5

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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VASTAAVAA 31.12., 1000 € 2022 2021  VASTATTAVAA 31.12., 1000€ 2022 2021
PYSYVAT VASTAAVAT 5 009 2982 OMA PAAOMA 17 687 18 502
Aineettomat hyddykkeet 611 207 Peruspaaoma 3137 3187
Aineettomat oikeudet 611 207 Edellisten kausien yli-/alijgdma 12 815 6 750
Aineelliset hyddykkeet 4 322 2731  Tilikauden yli-/alijagama 1735 8 565
Kiinteat rakenteet ja laitteet 108 0
Koneet ja kalusto 3450 2557  TOIMEKSIANTOJEN PAAOMAT 0 10
Ennakkomaksut ja keskener. hankin 764 174 Lahjoitusrahastojen padoma 0 10
Sijoitukset 75 43  VIERAS PAAOMA 10 386 10 196
Osakkeet ja osuudet 44 43 Lyhytaikainen 10 386 10 196
Muut lainasaamiset 32 0 Ostovelat 5032 5177
VAIHTUVAT VASTAAVAT 23 064 25726 Muut velat 637 148
Saamiset 7221 6 426 Siirtovelat 4716 4871
Lyhytaikaiset saamiset 7221 6426  VASTATTAVAA YHTEENSA 28 073 28 707
Myyntisaamiset 6 296 5317
Muut saamiset 744 1092
Siirtosaamiset 181 16
Rahoitusarvopaperit 0 14 746
Rahat ja pankkisaamiset 15 843 4554
VASTAAVAA YHTEENSA 28 073 28 707
TASEEN TUNNUSLUVUT 2022 2021
Omavaraisuusaste, % 63,0 64,5
Suhteellinen velkaantuneisuus, % 13,8 12,9
Kertynyt ylijaama (alijaama), 1000 € 14 549 15 315
Lainat ja vuokravastuut 31.12., 1000 € 1716 1661
Lainasaamiset 31.12., 1000 € * *

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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4 Tilikauden tuloksen kasittely

Perussopimuksen 19 §:n mukaan johtokunnan on toimintakertomuksessa tehtava
esitys tilikauden tuloksen kasittelysta.

Tilikauden tulos ennen varauksia ja veroja on 1.769.840,62 euroa. Johtokunta esit-
taa tilikauden 2022 tuloksen kasittelysta seuraavasti:
1. Investointivarauksia muodostetaan yhteensa 1.500.000 euroa laiteinvestoin-
teihin;
2. Investointivarauksia puretaan yhteenséa 1.784.398,90 euroa
3. Tehdaan edella mainittuihin investointeihin kohdistuva poistoeron lisays
1.754.385,44 euroa
4. Tehdaan poistoeron vahennysté suunnitelman mukaan 344.335,32 euroa
5. Tilikauden ylijaaméa 642.669,38 euroa siirretaan taseen yli-/alijgamatilille.

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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5 Talousarvion toteutuminen
5.1 Tavoitteiden toteutuminen
Tavoitteet ja mittarit - sitova yhtymakokoukseen Mittari TP 2021 TA 2022| MTA 2022 TP 2022
nahden
Taloussuunnitelman on oltava tasapainossa tai liikeylijgama > >0 Toteutunut
ylijaamainen 0 1,9 M€
Tavoitteet ja mittarit - sitova johtokuntaan néhden Mittari TP 2021 TA 2022
Kasvu ja tuloksellisuus - Talous
Tulorahoitus riittdd investointeihin pidemmalla aikavalilla  |toiminnan ja >0 Toteutunut
inv. rahavirran 2,8 M€
kertyméa > 0
5 wodelta
Kokonaistulot toteutuu * 66,6 ME 72,6 ME ylittyi,
talousarvion toteuma
mukaisesti 74,6 M€
Kokonaismenot (pl. Poistot) toteutuu * 65,5 ME 71,4 ME ylittyi,
talousarvion toteuma
mukaisesti 71,7 M€
Lahella asiakasta - Asiakas
Asiakaskokemus on myonteinen* NPS * > 60 76
Kilpailukykyiset palvelut - Prosessit
Tuotamme palvelut tehokkaasti Palveluverkko- *| Suunnitelman Toteutunut
suunnitelma on mukaiset
laadittu toimenpiteet
sovittu
Houkutteleva osaajayhteis6 - Henkilosto
Henkildsto voi hyvin Sairauspoissa 5,0 6,4
0lo% pienenee
Henkilostokokemus on mydnteinen NPS * > 60 Tavoite ei
toteunut
Innovatiivinen asiantuntijakumppani
Tutkimus- ja opetustoiminnan kokonaisuuden Suunnitelma *| Suunnitelman Toteutunut
uudistamisesta tehd&an suunnitelma on laadittu mukaiset
toimenpiteet
sovittu

* Potilasasiakkaiden asiakaskokemus mittaus

Taloudelliset tavoitteet toteutuivat suunnitellusti. Taloudellisissa tavoitteissa kokonaistulot ja ko-
konaismenot ylittivat talousarvion, mutta kuitenkin niin, etta tulokertyma oli suurempi.
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5.2 Tuloslaskelmaosan toteutuminen

Ulkoiset ja siséiset erat TP 2021 TA 2022 TA 2022 TA 2022 Toteuma | Poikkeama | Poikkeama | Muutos
muutokset | muutosten jalk. (TOT-TA) % TP21-TP22
Liikevaihto 77961420 66 317 950| 5 920 000 72237950 74207 584| 1969 634 2,7% -5 %
Liiketoiminnan muut tuotot 6 533 677 7 199 797 7 199 797 7 408 156 208 359 2,9% 13 %
Ulkoiset 324 556 344 657 344 657 393 550 48 893 14,2 % 21 %
Sisaiset 6209 121 6 855 140 6 855 140 7 014 606 159 466 23% 13 %
Materiaalit ja palvelut -34 805 622 -29 396 551| -5 940 000 -35336 551| -36 014 237 -677 686 1,9% 3%
Aineet, tanikkeet ja tavarat -20 050 384 -14 056 693| -5 790 000 -19 846 693| -19 826 025 20 668 -0,1% 1%
Ostot tilikauden aikana -20 050 384 -14 056 693| -5 790 000 -19 846 693| -19 826 025 20 668 -0,1% 1%
Palvelujen ostot -14 755 238( -15 339 858 -150 000 -15 489 858| -16 188 212 -698 354 4,5% 10 %
Ulkoiset -14 748 694 -15 339 858 -150 000 -15 489 858 | -16 185 971 -696 113 4,5 % 10 %
Sisaiset -6 544 0 0 -2241 -2241 -66 %
Henkildstokulut -27 019 919( -28 368 870 -28 368 870| -28 201 321 167 549 -0,6 % 4%
Palkat ja palkkiot -22 261 016 -23 339 440 -23 339 440 -23 329 010 10 430 0,0 % 5%
Henkildsivukulut -4 758 903 -5 029 430 -5 029 430 -4 872 311 157 119 3,1 % 2%
Elakekulut -3 906 731 -4 132 400 -4 132 400 -4 009 865 122 535 -3,0% 3%
Muut henkildsivukulut -852 172 -897 030 -897 030 -862 446 34 584 -3,9% 1%
Poistot ja anonalentumiset -806 458 -1047 414 -1047 414 -949 841 97 573 -9,3% 18 %
Suunnitelman mukaiset poistot -806 458 -1 047 414 -1 047 414 -949 841 97 573 -9,3 % 18 %
Liiketoiminnan muut kulut -13 207 594 -14571 111 -14 571 111 -14 527 559 43 552 -0,3% 10 %
Ulkoiset -7 018 099 -7 715971 -7 715971 -7 512 953 203 018 -2,6 % 7%
Sisaiset -6 202 577 -6 855 140 -6 855 140 -7 014 606 -159 466 2,3% 13%
LIKEYLI/ALIJAAMA 8 655 504 133 801 -20 000 113 801 1922 782 1808981 1589,6 % -78 %)
Rahoitustuotot ja -kulut -71 465 -33 500 -160 000 -193 500 -152 942 40 558 -21,0 % 114 %
Korkotuotot 4 626 0 0 0 20 767 20 767 349 %
Muut rahoitustuotot 34 0 0 0 0 0 -100 %
Muille maksetut korkokulut -30 015 0 0 0 -4 297 -4 297 -86 %
Korvaus peruspagomasta -31 874 -32 000 0 -32 000 -31 874 126 -0,4 % 0%
Muut rahoituskulut -14 237 -1 500 -160 000 -161 500 -137 538 23962 -14,8 % 866 %
YLVALIJAAMA ENNEN SATUNN. ERIA 8 584 039 100 301 -180 000 -79 699 1769 841 1 849 540 -2320,7 % -79 %
YLIALIJAAMA ENNEN VARAUKSIA 8 584 039 100 301 -180 000 -79 699 1769841| 1849540( -2320,7% -79 %
Poistoeron lisays (-)/vahennys (+) -261 371 146 000 0 146 000 -1 410 050| -1 556 050 439 %
Vapaaeht. varausten lis. (-)/vah. (+) -2 717 230 0 0 0 284 399 284 399 -110 %
Tuloverot -13 082 0 0 0 -1 520 -1 520 -88 %
TILIKAUDEN YLI/ALIJAAMA 5 592 356 246 301 -180 000 66 301 642 669 576 368 869,3 % -89 %)

Liikevaihto laski -5 % vuoteen 2021 nahden, johtuen covid-testauksen vahenemi-
sestd. Muutettuun talousarvioon nahden liikevaihto toteutui 2 milj. euroa parem-
pana. Pohjois-Savoon keskitettiin analytiikkaa yksittaisten tutkimusten osalta, joilla
oli hieman vaikutusta muiden aluelaboratorioiden liikevaihtoon. Liiketoiminnan mui-
den tuottojen ulkoiset erat toteutuivat suunniteltua paremmin.
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Materiaaliostot vahentyivat -1 %, mutta palvelujen ostot kasvoivat 10 %. Palvelujen
ostojen kasvuun on osaltaan vaikuttanut hinnankorotukset, mutta myods useat kerta-
luontoiset erat vuoden 2022 aikana. Hyvinvointiyhtyman kaynnistdminen seka hy-
vinvointialueiden aloittaminen on edellyttanyt erilaisia muutoksia jarjestelmiin yms.
IT-palvelujen osalta palvelujen ostot ovat kasvaneet myds digitalisaatioasteen li-
sayksen vuoksi. Talousarvioon nahden materiaaliostot alittivat talousarvion, mutta
palvelujen ostot ylittivat talousarvion.

Henkilostokulut kasvoivat 4 %, eli 1,2 milj. euroa ja toteutuivat lahes talousarvion
mukaisesti. Henkildstokulujen kasvu johtuu osaltaan vuoden 2022 aikana tehdyista
yleiskorotuksista seka lomapalkkavelan kasvusta ja sote-sopimukseen siséltyvan
kertapalkkion kirjaamisesta vuoden 2022 tilinpdatokseen. Henkilostokuluihin vaikut-
taa my0Os poissaolojen lisaantyminen.

Liiketoiminnan muut kuluissa kasvua on ollut toimitilojen vuokrissa noin 0,3 milj. eu-
roa seka kayttokorvauskuluissa 0,4 milj. euroa. Osa tarvittavista investoinneista on
kokonaistaloudellisuuden arvioinnin jalkeen toteutettu investoinnin sijaan kayttokor-
vaushankintana, jolloin kayttokorvauskulut ovat kasvaneet. Kokonaisuutena ulkoiset
erat liiketoiminnan muissa kuluissa pysyi talousarviossa, mutta sisaiset erat ylittivat
talousarvion.

Toimintamenoista (ulkoiset) suurin osa muodostuu materiaaleista ja palveluista
49,5 % (2021: 50,6 %). Henkil6stokulut olivat 39,3 % (2021: 39,3 %), joten henki-
|6stokulujen suhde toimintamenoihin ei muuttunut edellisesta vuodesta. Henkilosto-
kulut suhteessa liikevaihtoon sen sijaan olivat 38,0 % (2021: 34,7 %) ja materiaalit
ja palvelut 48,5 % (2021: 44,6 %). Liikevaihdon muutos ei vaikuta niin suoraan hen-
kilostokuluihin, joten vuosien vélinen heilahtelu on normaalia liikevaihdon muuttu-
essa. Liiketoiminnan muiden kulujen osuus on noin 10 % toimintamenoista ja liike-
vaihdosta.

Vuonna 2022 tapahtui tilamuutoksia asiakkaiden tilajarjestelyjen vuoksi ja uudet tilat
valmistuivat Joensuuhun seka naytteenoton osalta Savonlinnaan. Tilamuutokset
vaikuttavat kustannuksiin, koska tilaremontit vaativat vaistamatta jonkin verran eri-
laisten koneiden, kalusteiden ja kylmalaitteiden uusimista. Investointirajan ylittyessa
hankinnat vaikuttavat tilikauden tulokseen poistojen kautta. Poistojen maara kasvoi
vuodelle 2022 ennakoidusti. Osa investoinneista aktivoitiin vasta loppuvuodesta,
joten taysimaaraiset poistot ovat naiden osalta vaikuttamassa tulokseen vasta
vuonna 2023.
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5.3 Investointiosan toteutuminen

Kustannus-| Ed.vuosien|Alkuperéinen Talousarvio Kustannus-

INVESTOINTIOSA TP 2021 arvio kaytto TA2022| muutosten jalk. TP 2022| arviota kéytetty
LAITEINVESTOINNIT 1 266 526 2 380 000 2180 000 1893 084
Maldi-Tof (2 kpl) toteutunut
Esikésittelyautomaatiolaitteisto toteutunut
LC-MS/MS-laite toteutunut;
Virtaussytometri toteutunut
IFA (varjaysautomaatti+mikroskooppi) toteutunut,
Pienet verisolulaskijat siirtyy
Elatusainelaitteisto toteutunut
Nestetyppisammio toteutunut
Biosuojakaapit (3 kpl) siirtyy|
HPLC-laite toteutunut;
Gramvérjaysautomaatti ei toteutunut
CO2-inkubaattori toteutunut
Isotermaalinen LAMP-monistuslaite fluoresenssidetektiolla ei toteutunut
Varaus korvausinvestoinneille toteutunut
Esikasittely- ja pipetointiautomaatti toteutunut
Vuokratilojen uusimisesta johtuvat kaluste- ja laitehankinnat toteutunut
Tiladigi/monikayttotilat toteutunut

SOVELLUSINVESTOINNIT 332585 1727200 125 944 1110 000 958 000 863 815 957 845
Johdon informaatio- ja raportointijérjestelma (hybridi BI-malli) toteutunut
Kustannuslaskentaohjelmisto siirtyy
Asian- ja asiakirjanhallinta siirtyy
Verikeskusohjelmisto kaynnissa
LIS kaynnissa
Tyobaikaleimausjarjestelméa toteutunut
Seulontakeskus toteutunut;
Microsoft365-kayttojarjestelma / 2.vaihe kéynnissa
Laskujen kasittelyjarjestelméat kéynnissa

MUUT INVESTOINNIT 46 681 610 000 46 681 240 000 240 000 201012 247 693
Verkkouudistus kaynnissa
OSAKKEET JAOSUUDET 0 0 0 0 500 500
Osakkeen hankinta toteutunut
INVESTOINTIMENOT 1645 792 3730 000 3378 000 2958411
INVESTOINTITULOT 3600

Taloussuunnitelmassa investointitaso oli suunniteltu 3,7 milj. euroa. Syksylla tehtiin
talousarviomuutos investointiosaan, kun osa suunnitelluista investoinneista siirtyi
uudelleenarvioinnin jalkeen tuleville vuosille. Vuoden 2022 laiteinvestoinnit toteutui-
vat lahes suunnitellulla tavalla. Talousarvio alittui joidenkin hankintojen osalta. Li-
saksi investointeja priorisoitiin ja toteutettiin vain valttamattomia hankintoja. Sovel-
lusinvestoinneista osa valmistui vuoden 2022 aikana ja osa hankkeista jatkuu suun-
nitellusti vielda vuonna 2023.
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5.4 Rahoitusosan toteutuminen

1000 € TA 2022 |Talousarvio- TA 2022 Toteuma | Poikkeama
muutokset | muutosten jalk.
TOIMINNAN RAHAVIRTA
Liikeyli/alijgama + 134 -20 114 1923 1809
Poistot ja arvonalentumiset -1 047 -1 047 950 1997
Rahoitustuotot ja -kulut + -34 -34 -153 -119
Tulorahoituksen korjauserat + 0 0 10 10
Tuloverot 0 0 -2 -2
1148 -20 1128 2728 1600
INVESTOINTIEN RAHAVIRTA
Investointimenot - -3730 352 -3378 -2 958 420
Pysyvien vastaavien luov.tulot + 4 4
-3730 352 -3378 -2 955 423
TOIMINNAN JA INVESTOINTIEN
RAHAVIRTA -2582 332 -2 250 -227 2024
RAHOITUKSEN RAHAVIRTA
Antolainauksen muutokset 0
Antolainasaamisten lisykset - 0 0 -32 -32
Oman paaoman muutokset + 0 -2 500 -2 500 -2 550 -50
Muut maksuvalmiuden muutokset 0 0 -631 -631
Toimeksiant.varojen muutokset + 0 0 -10 -10
Saamisten muutos muilta + 0 0 -809 -809
Korottomien velkojen muutos + 0 0 187 187
RAHOITUKSEN RAHAVIRTA + 0 -2 500 -2 500 -3213 -713
RAHAVAROJEN MUUTOS + -2 582 -2 168 -4 750 -3 440 133 %
Rahavarat 31.12. 15978 15120
Rahavarat 1.1. 18 560 18 560
RAHAVAROJEN MUUTOS + -2 582 -3 440
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6 Tilinpaatoslaskelmat
6.1 Tuloslaskelma
2022 2021
Liikevaihto 74 207 584,33 77 961 420,76
Liiketoiminnan muut tuotot 391 308,50 324 556,98
Materiaalit ja palvelut
Aineet, tarvikkeet ja tavarat
Ostot tilikauden aikana -19 826 025,17 -20 050 384,10
Palvelujen ostot -16 185 970,54 -36 011 995,71  -14 748 694,08 -34 799 078,18
Henkilostokulut
Palkat ja palkkiot -23 329 009,72 -22 261 016,03
Henkilosivukulut
Elakekulut -4 009 864,98 -3 906 731,37
Muut henkildsivukulut -862 446,32 -28 201 321,02 -852 171,38 -27 019 918,78
Poistot ja arvonalentumiset
Suunnitelman mukaiset poistot -949 840,86 -949 840,86 -806 458,25 -806 458,25
Liiketoiminnan muut kulut -7 512 952,86 -7 005 017,71
LIKEYLIVALIJAAMA 1922 782,38 8 655 504,82
Rahoitustuotot ja -kulut
Korkotuotot 20 766,86 4 626,07
Muut rahoitustuotot 0,00 34,36
Muille maksetut korkokulut -4 296,93 -30 014,74
Korvaus peruspadomasta -31 873,88 -31 873,88
Muut rahoituskulut -137 537,81 -152 941,76 -14 236,84 -71 465,03
YLIJAAMA ENNEN SATUNNAISIA ERIA 1769 840,62 8 584 039,79
YLI/ALIJAAMA ENNEN VARAUKSIA 1769 840,62 8 584 039,79
Poistoeron
lisdys (-)/vahennys (+) -1 410 050,12 -261 371,05
Vapaaehtoisten varausten
lisdys (-)/vahennys (+) 284 398,90 -2 717 229,93
Tuloverot -1520,02 -1127 171,24 -13 082,46 -2 991 683,44
TILIKAUDEN YLI/ALIJAAMA 642 669,38 5 592 356,35
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6.2 Rahoituslaskelma

Tilinpaatos 2022

2022 2021
Toiminnan rahavirta
Liikeyli/alijaama 1922 782 8 655 505
Poistot ja arvonalentumiset 949 841 806 458
Rahoitustuotot ja -kulut -152 942 -71 465
Tulorahoituksen korjauserat 9 985 0
Tuloverot -1 520 -13 082
2728146 2 728 146 9377 416 9 377 416

Investointien rahavirta
Investointimenot -2 958 411 -1 645 792
Pysyvien vastaavien luovutustulot 3600 -2 954 811 -1 645 792
TOIMINNAN JA INVESTOINTIEN RAHAVIRTA  -226 664 7 731 624
Antolainauksen muutokset

Antolainasaamisten lisdykset -31 962 -31 962 0 0
Oman padoman muutokset -2 550 000 -2851 739
Muut maksuvalmiuden muutokset

Toimeksiant.varojen muutokset -9 500 9 500

Saamisten muutos -809 054 1690 718

Korottomien velkojen muutos 187 151 -631 403 1597 773 3297 991
RAHOITUKSEN RAHAVIRTA -3 213 365 446 251
RAHAVAROJEN MUUTOS -3 440 029 8177 875
RAHAVAROJEN MUUTOS
Rahavarat 31.12. 15 120 281 18 560 310
Rahavarat 1.1. 18 560 310 -3440029 10382435 8177 875
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6.3 Tase

VASTAAVAA

PYSYVAT VASTAAVAT
Aineettomat hytdykkeet
Aineettomat oikeudet
Aineelliset hyddykkeet
Kiinteat rakenteet ja laitteet
Koneet ja kalusto
Ennakkomaksut ja keskener. hankinnat
Sijoitukset
Osakkeet ja osuudet
Muut lainasaamiset
VAIHTUVAT VASTAAVAT
Saamiset
Lyhytaikaiset saamiset
Myyntisaamiset
Muut saamiset
Siirtosaamiset
Rahoitusarvopaperit
Rahat ja pankkisaamiset

VASTAAVAA YHTEENSA

VASTATTAVAA

OMA PAAOMA
Peruspadoma
Edellisten kausien yli-/alijagma
Tilikauden yli-/alijgdma
POISTOERO JA VAPAAEHTOISET
VARAUKSET

Poistoero

Vapaaeht. varaukset
TOIMEKSIANTOJEN PAAOMAT

Lahjoitusrahastojen paaoma
VIERAS PAAOMA
Lyhytaikainen

Ostovelat

Muut velat

Siirtovelat
VASTATTAVAA YHTEENSA

Tilinpaatos 2022

31.12.2022 31.12.2021
5108 591,77 3081 645,17
611 123,35 207 310,25
611 123,35 207 310,25

4 322 003,89 2731 331,92
108 116,56 0,00

3 449 608,84 2557 109,72
764 278,49 174 222,20
175 464,53 143 003,00
143 503,00 143 003,00

31 961,53 0,00

22 911 697,70 25 542 672,82
7791 416,21 6 982 362,34
7791 416,21 6 982 362,34
6 880 614,97 5 890 535,39
743 984,17 1 091 826,95
166 817,07 0,00
0,00 14 746 338,46

15 120 281,49 3813 972,02

28 020 289,47 28 624 317,99
31.12.2022 31.12.2021
8 788 938,71 10 696 269,33
3 137 388,30 3 187 388,30
5008 881,03 1916 524,68
642 669,38 5592 356,35
8 855 491,08 7 729 839,86
2 322 660,05 912 609,93
6 532 831,03 6 817 229,93
0,00 9 500,00

0,00 9 500,00

10 375 859,68
10 375 859,68

10 188 708,80
10 188 708,80

5030 627,17 5172 062,15
630 712,66 146 514,36

4 714 519,85 4870 132,29
28 020 289,47 28 624 317,99
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6.4 Konsernilaskelmat

KONSERNIN TULOSLASKELMA

2022

Tilinpaatos 2022

2021

Liikevaihto
Liiketoiminnan muut tuotot
Materiaalit ja palvelut
Aineet, tarvikkeet ja tavarat
Ostot tilikauden aikana
Palvelujen ostot

-19 926 778,66
-16 330 318,77

Henkildstokulut
Palkat ja palkkiot
Henkilosivukulut

-23 379 109,72

74 879 936,60

391 308,50

-36 257 097,43

-20 113 992,07
-14 932 733,25

-22 301 799,26

78 665 973,89

324 556,98

-35 046 725,32

Elékekulut -4 015 925,82 -3 912 895,49
Muut henkilésivukulut -863 426,42 -852 997,78
-28 258 461,96 -27 067 692,53
Poistot ja arvonalentumiset
Suunnitelman mukaiset poistot -949 840,86 -949 840,86 -806 458,25 -806 458,25
Liiketoiminnan muut kulut -7 916 277,72 -7 418 764,33
LIKEYLI-/ALIJAAMA 1889 567,13 8 650 890,44
Rahoitustuotot ja -kulut
Korkotuotot 20 766,86 4 626,07
Muut rahoitustuotot 0,00 34,36
Muille maksetut korkokulut -4742,79 -31 133,18
Korvaus peruspagaomasta -31 873,88 -31 873,88
Muut rahoituskulut -137 537,81 -153 387,62 -14 361,82 -72 708,45
YLIJAAMA ENNEN SATUNNAISIA ERIA 1736 179,51 8 578 181,99
YLI-/ALIJAAMA ENNEN VARAUKSIA 1736 179,51 8 578 181,99
Tuloverot -1520,02 -1520,02 -13 082,46 -13 082,46
TILIKAUDEN YLI-/ALIJAAMA 1734 659,49 8 565 099,53
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KONSERNIN RAHOITUSLASKELMA

Tilinpaatos 2022

Toiminnan rahavirta
Liikeylijaama

Poistot ja arvonalentumiset
Rahoitustuotot ja -kulut
Tulorahoituksen korjauserat
Tuloverot

Investointien rahavirta
Investointimenot
Pysyvien vastaavien luovutustulot

TOIMINNAN JA INVESTOINTIEN RAHAVIRTA

Rahoituksen rahavirta

Antolainauksen muutokset
Antolainasaamisten lisdykset

Oman padoman muutokset

Muut maksuvalmiuden muutokset
Toimeksiant.varojen muutokse
Saamisten muutos
Korottomien velkojen muutos

RAHOITUKSEN RAHAVIRTA
RAHAVAROJEN MUUTOS
RAHAVAROJEN MUUTOS

Rahavarat 31.12.
Rahavarat 1.1.

2 022 2021
1 889 567 8 650 890
949 841 806 458
-153 388 -72 708
9985 0
-1 520 -13 082
2 694 485 2 694 485 9 371 558 9 371 558
-2 958 411 -1645 792
3 600 -2 954 811 -1 645 792
-260 326 7 725 766
-31 962 -31 962 0 0
-2 550 000 -2 851 739
-9 500 9 500
-795 691 1913 994
190 222 -614 969 1 582 355 3 505 848
-3 196 931 654 109
-3 457 257 8 379 875
15 842 862 19 300 118
19 300 118 -3 457 257 10 920 243 8 379 875
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KONSERNIN TASE
VASTAAVAA 31.12.2022 31.12.2021
PYSYVAT VASTAAVAT 5008 591,77 2981 645,17
Aineettomat hyddykkeet 611 123,35 207 310,25
Aineettomat oikeudet 611 123,35 207 310,25
Ennakkomaksut
Aineelliset hytdykkeet 4 322 003,89 2731 331,92
Kiintedt rakenteet ja laitteet 108 116,56 0,00
Koneet ja kalusto 3 449 608,84 2 557 109,72
Ennakkomaksut ja keskener. 764 278,49 174 222,20
Sijoitukset 75 464,53 43 003,00
Osakkeet ja osuudet 43 503,00 43 003,00
Muut lainasaamiset 31 961,53
VAIHTUVAT VASTAAVAT 23 064 120,66 25 725 685,88
Saamiset 7 221 258,86 6 425 567,51
Lyhytaik. saamiset 7 221 258,86 6 425 567,51
Myyntisaamiset 6 295 937,02 5316 991,61
Muut saamiset 743 989,81 1 092 330,90
Siirtosaamiset 181 332,03 16 245,00
Rahoitusarvopaperit 0,00 14 746 338,46
Muut arvopaperit 0,00 14 746 338,46
Rahat ja pankkisaamiset 15 842 861,80 4 553 779,91
VASTAAVAA VASTAAVAA
YHTEENSA 28 072 712,43 YHTEENSA 28 707 331,05

VASTATTAVAA
OMA PAAONMA 17 686 796,64 18 502 137,15
Peruspagoma 3137 388,30 3187 388,30
Edellisten kausien yli-/alijgdma 12 814 748,85 6 749 649,32
Tilikauden yli-/alijadma 1734 659,49 8 565 099,53
TOIMEKSIANTOJEN PAAOMAT 0,00 9 500,00
Lahjoitusrahastojen paaomat 0,00 9 500,00
VIERAS PAAOMA 10 385 915,79 10 195 693,90
Lyhytaikainen 10 385 915,79 10 195 693,90
Ostovelat 5 032 220,69 5 176 686,86
Muut velat 637 279,14 147 829,83
Siirtovelat 4716 415,96 4871177,21
VASTATTAVAA VASTATTAVAA
YHTEENSA 28 072 712,43 YHTEENSA 28 707 331,05
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7 Liitetiedot

7.1 Tilinp&atdksen laatimista koskevat liitetiedot

Tilinpaatos laadittaessa noudatetut arvostusperiaatteet ja -menetelmat seka jakso-
tusperiaatteet ja menetelmat

Jaksotusperiaatteet
Tulot ja menot on merkitty tuloslaskelmaan suoriteperusteen mukaisesti.

Pysyvien vastaavien arvostus

Pysyvien vastaavien aineettomat ja aineelliset hyodykkeet on merkitty taseeseen

hankintamenoon vahennettyna suunnitelman mukaisilla poistoilla ja investointime-
noihin saaduilla rahoitusosuuksilla, mikali niitd on. Suunnitelman mukaiset poistot
on laskettu ennalta laaditun poistosuunnitelman mukaisesti.

Poistosuunnitelmassa olevat hyédykekohtaiset poistoajat on muutettu kirjanpitolau-
takunnan (KILA) kuntajaoston 15.11.2011 uudistettujen suositusten alarajojen mu-
kaisiksi (johtokunta 4.4.2012 asia 6 8§ 17). Em. hyddykeryhmé&kohtaisia poistoaikoja
on noudatettu Ita-Suomen laboratoriokeskuksen liikelaitoskuntayhtyméssa vuoden
2012 tilinpaatoksesta alkaen.

Poistoperusteet ja johtokunnan paattamat hyédykekohtaiset poistoajat on esitetty
tuloslaskelman liitetiedoissa kohdassa "Selvitys suunnitelman mukaisten poistojen
perusteista".

Pysyvien vastaavien sijoitukset on merkitty taseessa hankintamenoon.

Rahoitusomaisuus

Saamiset on Kirjattu nimellisarvoon tai sita alempaan todennakoéiseen arvoon. Ra-
hoitusomaisuuspaperit on merkitty taseeseen hankintamenoon tai sita alempaan
todennékoiseen luovutushintaan.

Tuloslaskelman ja taseen esittdmistapa
Vuodet 2022 ja 2021 ovat vertailukelpoisia keskenaan.
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Konsernitilinpaatoksen laatimista koskevat liitetiedot

Konsernitilinpdatokseen on yhdistelty tytaryhteisona IslabVerkko Oy, jonka omistus
on 100 %. IslabVerkko Oy:n toiminta on alkanut 1.1.2019. Konsernitilinpaatoksen
laatimisessa on noudatettu samoja arvostus- ja jaksotusperiaatteita kuin liikelaitos-
kuntayhtyman tilinpaéatoksessa.

Konserniyhteistjen keskinaiset tuotot ja kulut, saamiset ja velat sekd keskindinen
omistus on eliminoitu.

Liikelaitoskuntayhtymé&n taseessa oleva poistoero ja vapaaehtoiset varaukset on
merkitty konsernitilinpaatoksessa omaan pddomaan jaettuna edellisten tilikausien
yli-/alijaamiin ja tilikauden yli-/alijaamiin ja niiden muutos konsernituloslaskelmassa
tilikauden yli-/alijgdmaan.

Muut lisatiedot

Tilinpaatds 2022 on liikelaitoskuntayhtyman viimeinen tilinp&atds. Jasenyhteisot hy-
vaksyivat loppuvuodesta sopimuksen Itd-Suomen laboratoriokeskuksen liikelaitos-
kuntayhtyman purkamisesta osana uudelleenjarjestelya hyvinvointiyhtymaksi. Liike-
laitoskuntayhtyma puretaan perussopimuksen 25 8:n mukaisella menettelylla siten,
etta liikelaitoskuntayhtyman purkamisesta ovat paattéaneet jdsenten valtuustot ja
johtokunta on laatinut loppuselvityksen. Liikelaitoskuntayhtymén ne varat, joita ei
tarvita loppuselvityksen kustannusten ja velkojen suorittamiseen eika sitoumusten
tayttdmiseen, jaetaan jasenille jAsenosuuksien suhteessa. Purkusopimuksessa ja
loppuselvityksessa on esitetty arvio vuoden 2022 taseen toteumasta ja purkusopi-
muksen mukaan varsinaiset jako-osuudet tiedetaan tilinpaatoksen valmistuttua.

Ita-Suomen laboratoriokeskuksen liikelaitoskuntayhtyma on purettu vuoden 2022
lopussa (31.12.2022 klo 23.59) ja ISLABIn varat ja velat siirtyvat jako-osuuksina ja-
senyhteisoille, eli sairaanhoitopiireille. Voimaanpanolain (616/2021) 20 8:n mukaan
toiminta siirtyi sairaanhoitopiirien mukana yleisseuraantona hyvinvointialueille
(1.1.2023 klo 0.00), ja hyvinvointialueille siirtynyt toiminta siirrettiin hyvinvointialu-
eilta ISLAB hyvinvointiyhtyméén (1.1.2023 klo 0.01).
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7.2 Tuloslaskelmaa koskevat liitetiedot

Liitetieto 6) Liikevaihdon erittely (Liitetietotosite 1)

Liikevaihto kuntayhtyma | kuntayhtyméa konserni konserni
2022 2021 2022 2021

Tutkimuspalvelut jasenille 59 412 193 59 908 757 59 412 193 59 908 757

Tutkimuspalvelut tytaryritykselle 0 0 0 0

Tutkimuspalvelut yhteistydkunnille 12 934 332 15 969 839 12 934 332 15 969 839

Tutkimuspalvelut muille asiakkaille 1593 793 1805 833 2 266 145 2510 386

Tutkimuspalvelut itse maksaville asiakkaille 267 267 276 993 267 267 276 993

Liikevaihto yhteensa 74207 584 | 77 961 422 74 879 937 78 665 975

Liiketoiminnan muut tuotot (Liitetietotosite 2)

Liiketoiminnan muut tuotot kuntayhtyma | kuntayhtyméa konserni konserni
2022 2021 2022 2021

EVO ja VTR opetus- ja tutkimustoimintaan 97 093 115735 97 093 115735

Rahoitus viranomaistoimintaan 125 312 67 060 125 312 67 060

Muut tuotot 168 903 141 762 168 903 141 762

Liiketoiminnan muut tuotot yhteensa 391 308 324 557 391 308 324 557

Pohjois-Savon sairaanhoitopiiri maksaa ISLABIlle vuosittain opetus- ja tutkimustoimintaan
korvausta, joka laskentaperusteiltaan vastaa valtion tutkimusrahoitusasetuksessa 718/2013
seka koulutuskorvausasetuksessa 343/2013 tarkoitettuja korvauksia (aikaisemmin "EVO-

rahoitus”).

Jasenet ja liikelaitoskuntayhtyma ovat erillisilla sopimuksilla sopineet jasenten lakiséateisiin
velvollisuuksiin liittyvan laboratoriotoiminnan tuottamisesta (viranomaistoiminta) Itd-Suomen

laboratoriokeskuksen toimesta.
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Liitetieto 11) Selvitys suunnitelman mukaisten poistojen perusteista (Liitetietotosite 3)

ja niiden muutoksista

Poistojen maarittamiseen on kaytetty ennalta laadittua poistosuunnitelmaa. Kayttéomaisuuden aktivointiraja on 10.000

Yhtyméakokouksen hyvaksymat poistomenetelmat:

Kayttbomaisuuteen kuuluvat rakennukset
Kiinteat rakenteet ja laitteet
Koneet ja kalusto
Kehittdmisemenot
Aineettomat oikeudet
Liikearvo
Muut pitkavaikutteiset menot
- atk-ohjelmistot
- muut

Arvioidut poistoajat:

Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto

Hy6dykekohtaiset poistoajat on muutettu kirjanpitolautakunnan (KILA) kuntajaoston

1.  Aineettomat hyodykkeet
Kehittdmismenot
Aineettomat oikeudet
Liikearvo
Muut pitkavaikutteiset menot
Ennakkomaksut ja keskeneréiset hankinnat
2. Aineelliset hyddykkeet
Kiinteat rakenteet ja laitteet
- muut kiinteét koneet, laitteet ja rakenteet
Koneet ja kalusto
- sairaala, terveydenhoito- yms. laitteet
- atk-laitteet
- muut laitteet ja kalusteet
Arvo- ja taide-esineet
Ennakkomaksut ja keskeneraiset hankinnat
3. Pysyvien vastaavien sijoitukset
Osakkeet ja osuudet
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Tilinpaatos 2022

Liitetieto 16) Poistoeron ja vapaaehtoisten varausten muutokset

(Liitetietotosite 4)

Poistoeron muutos kuntayhtyma | kuntayhtyma
2022 2021
Poistoeron lisdys -1 754 385 -559 770
Poistoeron vahennys 344 335 298 399
Poistoeron muutos yhteenséa -1 410 050 -261 371
Vapaaehtoiset varaukset kuntayhtyma | kuntayhtyma
2022 2021
Investointivarauksen lisays -1 500 000 -3 280 000
Investointivarausten vahennys 1784 399 562 770
Investointivarausten muutos yhteensa 284 399 -2 717 230

Investointivarauksia on purettu "Kertynyt poistoero-tilille, ja kertynytté poistoeroa on
vastaavasti vaéhennetty ao. hankkeista tehtyja sumu-poistoja vastaavilla summilla.

Poistoeroon ei sisélly verotussyista tehtya poistoeroa.
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7.3 Tasetta koskevat liitetiedot

Taseen vastaavia koskevat liitetiedot

Tilinpaatos 2022

Liitetieto 19) Tiedot pysyvisté vastaavista tase-erdkohtaisesti

47 (59)

(Liitetietotosite 5)

Aineettomat ja aineelliset Tietokone-| Muut kiintedt| Muut koneet| Keskeneréiset
hyodykkeet ohjelmistot| rak. ja laitteet ja laitteet hankinnat
1 005 1050 1170 1195| Yhteensd €

Poistamaton hankintameno 1.1. 207 310 0 2557110 174 222 2938 642
Lisaykset tilikauden aikana 474 771 114 814 6 716 443 1 452 587 8 758 615
Rahoitusosuudet tilikaudella 0
Vahennykset tilikauden aikana 13 585 862 530 876 115
Siirrot erien valilla 0
Tilikauden poistot 70 958 6 697 5810 359 5 888 014
Poistamaton hankintameno 31.12. 611 123 108 117 3 449 609 764 278 4933 127
Sijoitukset Osakkeet| Muut osakkeet Saamiset

konserniyhtitt ja osuudet| Yhteensd €| konserniyht.| Yhteensa €
Hankintameno 1.1. 100 000 43 003 143 003 0 0
Lisaykset 500 500 31 962 31 962
Véhennykset
Siirrot erien valilla
Hankintameno 31.12. 100 000 43 503 143 503 31 962 31962
Arvonalennukset
Arvonkorotukset
Kirjanpitoarvo 31.12. 100 000 43 503 143 503 31 962 31 962
Liitetieto 20) Omistukset muissa yhteisodissa
Tytaryhtiot Kotipaikka Omistus-

osuus

IslabVerkko Oy Kuopio 100,00 %
Osuus osakkeiden tuottamasta &anivallasta on 100 %

Liikelaitoskuntayhtymé omistaa 100 kpl/100% perustamansa tytaryhtion IslabVerkko Oy:n (y-tunnus
2923506-5, kotipaikka Kuopio) osakkeita nimellisarvoltaan 1.000 euroa. Yhtié on merkitty

kaupparekisteriin 8.8.2018.
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Muut yhteis6t Kotipaikka
Istekki Oy Kuopio
Sansia Oy Kuopio
Kuntien Tiera Oy Helsinki
Servica Oy Kuopio
Monetra Pohjois-Savo Oy Kuopio
Sakupe Oy Siilinjarvi
Osuus osakkeiden tuottamasta &énivallasta on

kaikissa yhtitissa alle 1/5

Liikelaitoskuntayhtymé omistaa 20 kpl Istekki Oy:n (y-tunnus 2292633-0, kotipaikka Kuopio) A-sarjan
osakkeita nimellisarvoltaan 1.000 euroa, yhden (1) kappaleen IS-Hankinta Oy:n (y-tunnus 2364760-8,
kotipaikka Kuopio) A-sarjan osakkeita nimellisarvoltaan 2.000 euroa, 8 kpl Servica Oy:n (y-tunnus
2947618-4, kotipaikka Kuopio) osakkeita nimellisarvoltaan 2.500 euroa, 10 kpl Monetra Pohjois-Savo
Oy:n (y-tunnus 2054342-4, kotipaikka Kuopio) osakkeita nimellisarvoltaan 100 euroa, yhden (1)
Kuntien Tiera Oy:n (y-tunnus 2362180-3, kotipaikka Helsinki) osakkeen nimellisarvoltaan 3 euroa sekéa
yhden (1) Sakupe Oy:n (y-tunnus 0171338-7) osakkeen nimellisarvoltaan 500 euroa. Osuus
osakkeiden tuottamasta aanivallasta on kaikissa osakkuusyhtidissa alle 1/5.

Liitetieto 23) Saamisten erittely (Liitetietotosite 6)
Saamiset tytaryhteisailta kuntayhtyma | kuntayhtyma
2022 2021

Myyntisaamiset 618 827 632 586
Liitetieto 24) Siirtosaamisiin siséltyvat olennaiset erat (Liitetietotosite 7)
Lyhytaikaiset siirtosaamiset kuntayhtyma | kuntayhtyma konserni konserni

2022 2021 2022 2021
Siirtosaamiset jasenkuntayhtymilta 101 030 0 101 030 0
Siirtosaamiset muilta 65 787 0 80 302 0
Lyhytaikaiset siirtosaamiset yhteensa 166 817 0 181 332 0
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Taseen vastattavia koskevat liitetiedot

Tilinpaatos 2022

Liitetieto 25) Tase-erdkohtainen erittely oman pddoman erien lisdyksista ja
vahennyksista seka siirroista naiden erien valilla tilikauden aikana

49 (59)

(Liitetietotosite 8)

Oman padoman erittely kuntayhtyma | kuntayhtyma konserni konserni
2022 2021 2022 2021

Peruspaaoma 1.1. 3187 388 3187 388 3187 388 3187 388
Lisaykset 0 0 0 0
Vahennykset -50 000 0 -50 000 0
Peruspaaoma 31.12. 3137 388 3187 388 3137 388 3187 388
Muut omat rahastot 1.1. 0 0 0 0
Lisaykset 0 0 0 0
Véahennykset 0 0 0 0
Muut omat rahastot 31.12. 0 0 0 0
Edellisten tilikausien yli-/alijgdma 1.1. 7 508 881 4768 264 15 314 749 9 601 389
Voitonjako kuntayhtyman jasenille -2 500 000 -2 851739 -2 500 000 -2 851 739
Edellisten tilikausien ylijaama 31.12. 5008 881 1916 525 12 814 749 6 749 650
Tilikauden yli/alijagdma 642 669 5592 356 1734 659 8 565 100
Oma paaoma yhteensa 8 788 939 10 696 269 17 686 797 18 502 138

Konsernin edellisten tilikausien yli-/alija@dmaéan on lisétty investointivaraukset ja poistoero.

Edellisten tilikausien yli-/alijgdma ja tuloksenkasittelyerat

kuntayhtyméa | kuntayhtyma
2022 2021
Edellisten tilikausien ylijadméa 31.12. 5008 881 1916 525
Tilikauden ylijaaméa/alijaama 642 669 5 592 356
Kertynyt poistoero 31.12. 2 322 660 912 610
Vapaaehtoiset varaukset 31.12. 6 532 831 6 817 230
Kertynyt yli-/alijgdma ja tuloksenkasittelyerat yhteensd| 14 507 042 15 238 721
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Erittely peruspaddoman jakautumisesta

Jasen
€ %
Pohjois-Savon sairaanhoitopiiri 2 094 693,33 66,77
Pohjois-Karjalan sosiaali- ja terv. palv. kuntayhtyma 548 646,10 17,49
Etela-Savon sosiaali- ja terv. palv. kuntayhtyma 280 055,64 8,93
[t&-Savon sairaanhoitopiiri 213 993,23 6,82
Yla-Savon sote kuntayhtyma 0,00 0,00
Peruspadoma yhteensa 3 137 388,30 100,00
Investointivaraukset kuntayhtyma
2022
Investointivaraukset 1.1.2022 6 817 230
Lisays 2022
Laiteinvestoinnit 1500 000
1500 000
Vahennys 2022
Laiteinvestoinnit -1 279 000
Tilahankkeet -372 657
Digitalisaatiohankkeet -132 742
-1 784 399
Investointivaraukset 31.12.2022 6 532 831

Liitetieto 26) Erittely poistoerosta

Investointivarauksia on purettu "Kertynyt poistoero'-tilille, ja kertynytté poistoeroa on
vastaavasti vahennetty ao. hankkeista tehdyilléa poistosummilla. Poistoeroon ei sisélly
verotussyista tehtya poistoeroa.

Erittely poistoerosta kuntayhtym@ | kuntayhtyméa
2022 2021

Investointivaraukseen liittyva poistoero 2 322 660 912 610

* ei verotussyista tehtya poistoeroa

Poistoero yhteensa 2 322 660 912 610
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Liitetieto 30) Vieras paaoma

Tilinp&atos 2022 51 (59)

(Liitetietotosite 9)

Muut omistusyhteysyhteisot kuntayhtymé | kuntayhtyma konserni konserni

2022 2021 2022 2021
Ostovelat 105 027 161 579 106 087 163 177
Yhteensa 105 027 161 579 106 087
Liitetieto 31) Maksuvalmiuden kannalta merkittava sekkitililimiitti

kuntayhtymé@ | kuntayhtyma
2022 2021
Luotollisen sekkitilin limiitti 4 000 000 4 000 000
- siit k&yttAmétta oleva maara 4 000 000 4 000 000

Liitetieto 33) Siirtovelkoihin sisaltyvét olennaiset erét (Liitetietotosite 10)
Lyhytaikaiset siirtovelat kuntayhtymé | kuntayhtyméa konserni konserni

2022 2021 2022 2021
Lomapalkkavelan ja henkildsivukulujen jaksotukset 4 412 547 4 206 373 4 412 547 4206 373
Muut palkkojen ja henkildsivukulujen jaksotukset 301 973 650 484 301 973 650 484
Muut siirtovelat 0 13 275 1896 14 320
Lyhytaikaiset velat yhteensé 4714 520 4870132 4716 416 4871177

7.4 Vakuuksia ja vastuusitoumuksia koskevat liitetiedot

Liitetiedot 38 ja 41) Vuokra- ja sopimusvastuut

(Liitetietotosite 11)

Vuokravastuut kuntayhtyma kuntayhtyma konserni konserni
2022 2021 2022 2021
Tilavuokravastuut, keskim. 6 kk irtisanomisaika 1 649 644 1533631 1649 644 1533631
Seuraavalla tilikaudella maksettavat (12 kk) 3299 288 3 067 261 3299 288 3 067 261
Leasingvastuut yhteensa (* 66 600 89 515 66 600 89 515
Seuraavalla tilikaudella maksettavat 34 251 37725 34 251 37725
Yhteensa 1716 244 1660 871 1716 244 1660 871

Leasingsopimuksiin ei sisélly olennaisia irtisanomis- ja lunastusehdon mukaisia vastuita

*) Sellaisten sopimusten kohdalla, jotka jatkuvat vuoden kerrallaan, ellei sopimusta
irisanota, on myéhemmin maksettavien erien laskennassa kaytetty kolmea jéljella

olevaa vuotta.
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Kayttokorvaussopimusten mukaisten arvioitujen vuosimaksujen
jéljella olevien maarien yhteissumma
Kayttokorvaussopimukset kuntayhtyma kuntayhtyma konserni konserni
2022 2021 2022 2021
Sopimusvastuut yhteensa 6 956 950 6 151 375 6 956 950 6 151 375
Seuraavalla tilikaudella maksettavat 4 552 450 3483 625 4 552 450 3483 625

Yhteensa 11 509 400 9 637 021 11 509 400 9 637 021

Kayttokorvaussopimuksissa laitteista maksettava hinta maaraytyy tuotantovolyymin

mukaan. Vuosimaksut on arvioitu sopimusta tehtdessa arvioitujen tuotantomaarien tai

viimeisimpien sopimuspéivitysten tietojen mukaan.
7.5 Henkildstoa, tilintarkastajan palkkioita ja intressitahotapahtumia koske-
vat liitetiedot

Liitetieto 42) Henkiloston lukumaara aluelaboratorioittain

Henkiloston lukumaara 31.12.2022

kaikki vakinainen
Hallinto 21 15
Pohjois-Savon aluelaboratorio 313 267
Pohjois-Karjalan aluelaboratorio 148 132
Etela-Savon aluelaboratorio 92 80
Yhteensa 574 494
Henkil6ston lukumaara 31.12.2021

kaikki vakinainen HTV
Hallintokeskus 19 15 17
Pohjois-Savon aluelaboratorio 324 272 289
Pohjois-Karjalan aluelaboratorio 149 131 132
Etela-Savon aluelaboratorio 93 74 89
Yhteensa 585 492 527
Liitetieto 45) Tilintarkastajan palkkiot (Liitetietotosite 12)
Tilintarkastajien palkkiot kuntayhtyma | kuntayhtyma

2022 2021
Tilintarkastuspalkkiot 10 919 10 106

Palkkiot yhteensa 10919 10 106

Liitetieto 46) Intressitahotapahtumat

Intressitahojen kanssa ei ole ollut tavanomaisesta poikkeavia liiketoimia.

Tapahtuma 09222115557490218148
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8 Muut eriytetyt laskelmat

Vuoden 2020 voimaan astuneen saannoksen (kilpailulain 30 d 8) mukaan kunnan
yksikon, joka harjoittaa kilpailuilla markkinoilla toimimista, tulee eriyttdé tahan toi-
mintaan kohdistuva kirjanpito. Eriyttdminen on tehtava, mikali yksikon eriytettavan
toiminnan lilkkevaihto on yli 40.000 euroa vuodessa. Kirjanpidon eriyttdminen on to-
teutettu erottamalla tutkimuspalveluiden myynnit omistajille, yhteistydkunnille, muille
asiakkaille seka itse maksavilla. Myynnit omistajille ja yhteistyékunnille perustuu
palvelujen tuottamisen jarjestamisvastuuseen ja eivat ole kilpailuilla markkinoilla toi-
mimista. Muilla asiakkaille myynti sisdltéda osaltaan terveydenhuoltolain mukaista
toimintaa, mutta myynnit on otettu kokonaisuudessaan huomioon eriytetyssa tulos-
laskelmassa itse maksavien asiakkaiden myyntien liséksi. Toimintakulut on eriytetty
laskennallisesti kayttaen liikevaihdon suhdetta.

Eriytetty tuloslaskelma

2022
Liikevaihto 1861
Liiketoiminnan muut tuotot
Materiaalit ja palvelut -903
Aineet, tarvikkeet ja tavarat -497
Ostot tilikauden aikana -497
Palvelujen ostot -406
Henkilostokulut -707
Palkat ja palkkiot -585
Henkildsivukulut -122
Elakekulut -101
Muut henkilésivukulut -22
Poistot ja arvonalentumiset -24
Suunnitelman mukaiset poistot -24
Liiketoiminnan muut kulut -188
LIKEYLI/ALIJAAMA 38
Rahoitustuotot ja -kulut -4
Korkotuotot 1
Muut rahoitustuotot 0
Muille maksetut korkokulut
Korvaus peruspaaomasta -1
Muut rahoituskulut -3
YLIJAAMA ENNEN SATUNNAISIA ERIA 35
YLI/ALIJAAMA ENNEN VARAUKSIA 35

Tapahtuma 09222115557490218148 Allekirjoitettu SE, AK, HK, LM, KO, KP, RR, MR, MS, IK, VT, KA, MK, JM, ER, HT, EA, TH, MT,
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9 Allekirjoitukset ja tilinpaatosmerkinnat
Tilikausi 1.1.-31.12.2022

Ita-Suomen laboratoriokeskuksen liikelaitoskuntayhtyma 28.2.2023

Johtokunta
T P o e

Ris‘te Kortelainen Antti Hedman

@@ e
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i e &\ <
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Rutta Smolander Saara Tavi
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Susanna Wilén Merja Miettinen
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Pohjois-Savon hyvinvointialue 29.3.2023

Aluehallitus

Riitta Raatikainen Hannu Kokki
Markku Rossi Kari Ojala

Sari Essayah Aino Kanniainen
llpo Kéarkkainen Laura Meriluoto
Karoliina Partanen Markku Siponen
Veijo Tirkkonen Kati Ahman

Marko Korhonen
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Pohjois-Karjalan hyvinvointialue 30.3.2023

Aluehallitus

Juha Mustonen Matti Taponen
Timo Elo Eeva-Liisa Auvinen
Eila Heinonen Tapio Hamalainen
Karita Kaita Outi Mara

Anna Puruskainen-Saarelainen Eero Reijonen
Hilkka Tirkkonen Kirsi Leivonen
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Etela-Savon hyvinvointialue 30.3.2023

Aluehallitus

Pirkko Valtola Hannu Auvinen
Erkki Huupponen Ari Hanninen
Heli Jarvinen Seija Kuikka
Janne Laine Soili Moilanen
Panu Peitsaro Eija Stenberg
Kirsi Visunen Santeri Seppéala
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Suoritetusta tarkastuksesta on tandan annettu tilintarkastuskertomus.
I8 1 < 2023

TALVEA Julkishallinnon Palvelut Oy
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10 Luettelo kirjanpitokirjoista ja tositelajeista

Varsinaiset kirjanpitokirjat Séilytystapa

Tilinp&atos Sidottu

Paivakirja Sahkoinen arkistointi

Paakirja Sahkaoinen arkistointi

Osakirjanpidot Sahkoinen arkistointi

Tase-erittelyt

Tositelajit

10 Kassatositteet/Muistiot

28-30 Pankkitositteet

32 Ostolaskut Rondo

34 Hyvitysten kohdistus osre

35 Ostolaskujen maksut

40 Myre viitesuoritukset

41 Myre kasintallenetut suorituks.
42 Intime yleislaskutus

47 Myre hyvitysten kohdistut

48 Sopimuslaskut

50 Asla-laskutus

54 Kappa-laskutus

80 Web-muistiotosite

81 Kasinkirjatut muistiotositteet (excel)
84 Palkkatositteet

85 Lomapalkkavelkatositteet

87 Sumu-poistot

96 Kirjanpidon tulos

98 Sisaisen laskennan tulos
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.






Service Description

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Definitions

2. Purpose

3. Design the workflow (Author)

3.1 Add Parties

3.1.1 Simple Workflow Session

3.1.2 Mass-signing Workflow Session

3.1.3 Invitation order

3.1.4 Role

3.1.5 Invitation method

3.1.6 Authentication to view

3.1.7 Authentication to sign

3.1.8 Confirmation method

3.2 Place fields

3.2.1 Main Document upload

3.2.2 Main Document removal

3.2.3 Text field

3.2.4 Checkbox

3.2.5 Signature box

3.2.5 Radio buttons

3.3 Other settings

3.3.1 Add Attachment

3.3.2 Request Attachment

3.3.3 Main Document name

3.3.4 Workflow Session language

3.3.5 Due date

3.3.6 Automatic reminder

3.3.7 Personal invitation message

3.3.8 Personal confirmation message

3.3.9 Edit Sign View UI

3.4 Save as template workflow

3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.54

      

    

    		

      

        The initiator Satu Meriläinen (SM1) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_FI, c) set the signing due date to 2023-07-02 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sari.essayah@pshyvinvointialue.fi) to Sari Essayah (SE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (aino.kanniainen@pshyvinvointialue.fi) to Aino Kanniainen (AK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hannu.kokki@pshyvinvointialue.fi) to Hannu Kokki (HK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (laura.meriluoto@pshyvinvointialue.fi) to Laura Meriluoto (LM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kari.ojala@pshyvinvointialue.fi) to Kari Ojala (KO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (karoliina.partanen@pshyvinvointialue.fi) to Karoliina Partanen (KP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (riitta.raatikainen@pshyvinvointialue.fi) to Riitta Raatikainen (RR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (markku.rossi@pshyvinvointialue.fi) to Markku Rossi (MR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (markku.siponen@pshyvinvointialue.fi) to Markku Siponen (MS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ilpo.karkkainen@pshyvinvointialue.fi) to Ilpo Kärkkäinen (IK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (veijo.tirkkonen@pshyvinvointialue.fi) to Veijo Tirkkonen (VT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kati.ahman@pshyvinvointialue.fi) to Kati Åhman (KÅ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (marko.korhonen@pshyvinvointialue.fi) to Marko Korhonen (MK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (juha.mustonen@luottamus.siunsote.fi) to Juha Mustonen (JM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eero.reijonen@luottamus.siunsote.fi) to Eero Reijonen (ER). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hilkka.tirkkonen@luottamus.siunsote.fi) to Hilkka Tirkkonen (HT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eeva-liisa.auvinen@luottamus.siunsote.fi) to Eeva-Liisa Auvinen (EA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (tapio.hamalainen@luottamus.siunsote.fi) to Tapio Hämäläinen (TH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (matti.taponen@luottamus.siunsote.fi) to Matti Taponen (MT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anna.puruskainen-saarelainen@luottamus.siunsote.fi) to Anna Puruskainen-Saarelainen (AP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eila.heinonen@luottamus.siunsote.fi) to Eila Heinonen (EH1). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (outi.mara@luottamus.joensuu.fi) to Outi Mara (OM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (timo.elo@luottamus.siunsote.fi) to Timo Elo (TE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (karita.kaita@luottamus.siunsote.fi) to Karita Kaita (KK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kirsi.leivonen@siunsote.fi) to Kirsi Leivonen (KL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (pirkko.valtola@etela-savo.fi) to Pirkko Valtola (PV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (seija.kuikka@etela-savo.fi) to Seija Kuikka (SK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (soili.moilanen@etela-savo.fi) to Soili Moilanen (SM2). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (erkki.huupponen@etela-savo.fi) to Erkki Huupponen (EH2). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (janne.laine@etela-savo.fi) to Janne Laine (JL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (panu.peitsaro@etela-savo.fi) to Panu Peitsaro (PP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (heli.jarvinen@etela-savo.fi) to Heli Järvinen (HJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hannu.auvinen@etela-savo.fi) to Hannu Auvinen (HA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eija.stenberg@etela-savo.fi) to Eija Stenberg (ES). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ari.hanninen@etela-savo.fi) to Ari Hänninen (AH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kirsi.visunen@etela-savo.fi) to Kirsi Visunen (KV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:42.057513 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (santeri.seppala@etelasavonha.fi) to Santeri Seppälä (SS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-03 08:56:53.035926 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Markku Rossi (MR) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.065122 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Markku Siponen (MS) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.090752 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ilpo Kärkkäinen (IK) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.123446 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Veijo Tirkkonen (VT) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.150174 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Marko Korhonen (MK) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.176672 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Juha Mustonen (JM) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.210939 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eero Reijonen (ER) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.239802 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hilkka Tirkkonen (HT) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.268691 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eeva-Liisa Auvinen (EA) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.298683 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Tapio Hämäläinen (TH) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.325919 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Matti Taponen (MT) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.351544 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Puruskainen-Saarelainen (AP) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.37845 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eila Heinonen (EH1) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.403596 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Outi Mara (OM) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.429069 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Timo Elo (TE) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.454399 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karita Kaita (KK) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.48019 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kirsi Leivonen (KL) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.506167 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pirkko Valtola (PV) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.533201 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Seija Kuikka (SK) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.561978 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Soili Moilanen (SM2) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.595524 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erkki Huupponen (EH2) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.627058 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Janne Laine (JL) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.655976 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Panu Peitsaro (PP) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.685003 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Heli Järvinen (HJ) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.715637 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hannu Auvinen (HA) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.751356 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eija Stenberg (ES) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.783852 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ari Hänninen (AH) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.821934 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kirsi Visunen (KV) was delivered.

      


    

  



  

  

    		2023-04-03 08:56:53.855782 UTC ±2 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Santeri Seppälä (SS) was delivered.

      


    

  



  

  

    		2023-04-03 09:06:47.272451 UTC ±7 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hannu Kokki (HK) was delivered.

      


    

  



  

  

    		2023-04-03 09:06:47.29989 UTC ±7 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Laura Meriluoto (LM) was delivered.

      


    

  



  

  

    		2023-04-03 09:06:47.329926 UTC ±7 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kari Ojala (KO) was delivered.

      


    

  



  

  

    		2023-04-03 09:06:47.354198 UTC ±7 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Riitta Raatikainen (RR) was delivered.

      


    

  



  

  

    		2023-04-03 09:06:47.380139 UTC ±7 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kati Åhman (KÅ) was delivered.

      


    

  



  

  

    		2023-04-03 09:19:08.88394 UTC ±14 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kirsi.leivonen@siunsote.fi was opened.

      


    

  



  

  

    		2023-04-03 09:21:53.083351 UTC ±15 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sari Essayah (SE) was delivered.

      


    

  



  

  

    		2023-04-03 09:21:53.278206 UTC ±15 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Aino Kanniainen (AK) was delivered.

      


    

  



  

  

    		2023-04-03 09:21:53.661429 UTC ±15 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karoliina Partanen (KP) was delivered.

      


    

  



  

  

    		2023-04-03 09:24:49.171125 UTC ±17 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to soili.moilanen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-03 09:25:09.730312 UTC ±17 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      95.175.104.131

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Soili Moilanen (SM2) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 09:30:17.08274 UTC ±20 ms

    		2023-04-03 08:53:14.763252 UTC

    		

      95.175.104.131

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Soili Moilanen (SM2) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: SOILI MOILANEN

  
Date of birth: 1957-11-07

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 10:03:03.134206 UTC ±6 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Marko Korhonen (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 10:03:16.51703 UTC ±6 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Marko Korhonen (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 10:04:06.302957 UTC ±6 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Marko Korhonen (MK) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: MARKO KORHONEN

  
Date of birth: 1972-05-14

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 10:12:58.281138 UTC ±11 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      85.76.131.122

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The party Eeva-Liisa Auvinen (EA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 10:13:01.913377 UTC ±11 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      85.76.131.122

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The party Eeva-Liisa Auvinen (EA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 10:13:22.303381 UTC ±11 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      93.106.9.112

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15

      

    

    		

      

        The party Tapio Hämäläinen (TH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 10:16:18.393566 UTC ±13 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      85.76.131.122

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Eeva-Liisa Auvinen (EA) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: EEVA-LIISA MARJATTA AUVINEN

  
Date of birth: 1956-02-03

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 10:16:36.855909 UTC ±13 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      93.106.9.112

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15

      

    

    		

      

        The document was signed by Tapio Hämäläinen (TH) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: TAPIO HÄMÄLÄINEN

  
Date of birth: 1953-04-27

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 10:26:32.867071 UTC ±18 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Riitta Raatikainen (RR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 10:27:39.137279 UTC ±19 ms

    		2023-04-03 09:53:17.41572 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Riitta Raatikainen (RR) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: RIITTA RAATIKAINEN

  
Date of birth: 1960-12-17

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 11:27:07.378585 UTC ±31 ms

    		2023-04-03 10:53:19.362131 UTC

    		

      62.148.113.16

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.54

      

    

    		

      

        The party Kirsi Leivonen (KL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 11:27:57.349935 UTC ±31 ms

    		2023-04-03 10:53:19.362131 UTC

    		

      62.148.113.16

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.54

      

    

    		

      

        The document was signed by Kirsi Leivonen (KL) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Leivonen Kirsi Anneli

  
Date of birth: 1966-11-11

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 11:38:48.509288 UTC ±41 ms

    		2023-04-03 10:53:19.362131 UTC

    		

      62.148.122.69

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The party Anna Puruskainen-Saarelainen (AP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 11:41:32.475289 UTC ±43 ms

    		2023-04-03 10:53:19.362131 UTC

    		

      62.148.122.69

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15

      

    

    		

      

        The document was signed by Anna Puruskainen-Saarelainen (AP) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: ANNA IRINA PURUSKAINEN-SAARELAINEN

  
Date of birth: 1981-12-03

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 12:30:27.039972 UTC ±45 ms

    		2023-04-03 11:53:20.798277 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to soili.moilanen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-03 12:37:27.976696 UTC ±53 ms

    		2023-04-03 11:53:20.798277 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ari.hanninen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-03 12:40:35.629442 UTC ±57 ms

    		2023-04-03 11:53:20.798277 UTC

    		

      82.197.12.76

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0

      

    

    		

      

        The party Ari Hänninen (AH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 12:45:30.161508 UTC ±63 ms

    		2023-04-03 11:53:20.798277 UTC

    		

      82.197.12.76

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0

      

    

    		

      

        The document was signed by Ari Hänninen (AH) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: ARI HÄNNINEN

  
Date of birth: 1952-04-14

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 12:59:41.310742 UTC ±6 ms

    		2023-04-03 12:53:23.265932 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erkki.huupponen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-03 13:25:21.773296 UTC ±29 ms

    		2023-04-03 12:53:23.265932 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to outi.mara@luottamus.joensuu.fi was opened.

      


    

  



  

  

    		2023-04-03 13:25:22.873058 UTC ±29 ms

    		2023-04-03 12:53:23.265932 UTC

    		

      85.76.0.18

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-A536B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/20.0 Chrome/106.0.5249.126 Mobile Safari/537.36

      

    

    		

      

        The party Outi Mara (OM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 13:25:37.881687 UTC ±30 ms

    		2023-04-03 12:53:23.265932 UTC

    		

      85.76.0.18

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-A536B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/20.0 Chrome/106.0.5249.126 Mobile Safari/537.36

      

    

    		

      

        The party Outi Mara (OM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 13:26:39.86586 UTC ±30 ms

    		2023-04-03 12:53:23.265932 UTC

    		

      85.76.0.18

      

        Mozilla/5.0 (Linux; Android 13; SAMSUNG SM-A536B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/20.0 Chrome/106.0.5249.126 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Outi Mara (OM) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: OUTI TONIKA MARA

  
Date of birth: 1974-10-24

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 13:58:26.329991 UTC ±8 ms

    		2023-04-03 13:53:25.060794 UTC

    		

      46.132.35.245

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Santeri Seppälä (SS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 13:59:24.597085 UTC ±9 ms

    		2023-04-03 13:53:25.060794 UTC

    		

      46.132.35.245

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Santeri Seppälä (SS) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: SANTERI JOHANNES SEPPÄLÄ

  
Date of birth: 1987-05-13

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 16:45:30.259127 UTC ±155 ms

    		2023-04-03 15:53:28.64723 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to eero.reijonen@luottamus.siunsote.fi was opened.

      


    

  



  

  

    		2023-04-03 16:45:30.306885 UTC ±155 ms

    		2023-04-03 15:53:28.64723 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to timo.elo@luottamus.siunsote.fi was opened.

      


    

  



  

  

    		2023-04-03 16:45:38.933074 UTC ±155 ms

    		2023-04-03 15:53:28.64723 UTC

    		

      217.140.210.62

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Eero Reijonen (ER) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 16:47:00.758938 UTC ±159 ms

    		2023-04-03 15:53:28.64723 UTC

    		

      217.140.210.62

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Eero Reijonen (ER) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: EERO REIJONEN

  
Date of birth: 1947-09-10

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 19:32:44.473322 UTC ±125 ms

    		2023-04-03 18:53:37.841462 UTC

    		

      176.72.36.109

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Seija Kuikka (SK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 19:33:18.933489 UTC ±127 ms

    		2023-04-03 18:53:37.841462 UTC

    		

      176.72.36.109

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Seija Kuikka (SK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 19:34:45.155569 UTC ±131 ms

    		2023-04-03 18:53:37.841462 UTC

    		

      176.72.36.109

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Seija Kuikka (SK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-03 19:36:23.962237 UTC ±136 ms

    		2023-04-03 18:53:37.841462 UTC

    		

      176.72.36.109

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Seija Kuikka (SK) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: SEIJA KYLLIKKI KUIKKA

  
Date of birth: 1958-06-09

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-03 19:47:25.643813 UTC ±168 ms

    		2023-04-03 18:53:37.841462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to seija.kuikka@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-04 04:31:14.619881 UTC ±124 ms

    		2023-04-04 03:54:00.200283 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.54

      

    

    		

      

        The party Kari Ojala (KO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-04 04:35:06.255301 UTC ±136 ms

    		2023-04-04 03:54:00.200283 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.54

      

    

    		

      

        The document was signed by Kari Ojala (KO) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Ojala Kari Pertti Tapio

  
Date of birth: 1957-05-27

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-04 06:30:23.693063 UTC ±127 ms

    		2023-04-04 05:54:05.009435 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Hannu Kokki (HK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-04 06:31:11.210547 UTC ±130 ms

    		2023-04-04 05:54:05.009435 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Hannu Kokki (HK) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Hannu Juhani Kokki

  
Date of birth: 1957-01-06

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-04 06:46:29.756424 UTC ±178 ms

    		2023-04-04 05:54:05.009435 UTC

    		

      164.5.234.236

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The party Matti Taponen (MT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-04 06:46:30.753402 UTC ±178 ms

    		2023-04-04 05:54:05.009435 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to matti.taponen@luottamus.siunsote.fi was opened.

      


    

  



  

  

    		2023-04-04 06:47:27.682268 UTC ±181 ms

    		2023-04-04 05:54:05.009435 UTC

    		

      164.5.234.236

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The party Matti Taponen (MT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-04 06:48:06.146046 UTC ±183 ms

    		2023-04-04 05:54:05.009435 UTC

    		

      164.5.234.236

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The party Matti Taponen (MT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-04 06:49:55.42572 UTC ±189 ms

    		2023-04-04 05:54:05.009435 UTC

    		

      164.5.234.236

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Matti Taponen (MT) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: MATTI TAPONEN

  
Date of birth: 1952-03-17

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-04 15:37:00.285266 UTC ±143 ms

    		2023-04-04 14:54:22.403258 UTC

    		

      86.115.111.186

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Eila Heinonen (EH1) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-04 15:42:32.397522 UTC ±162 ms

    		2023-04-04 14:54:22.403258 UTC

    		

      86.115.111.186

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Eila Heinonen (EH1) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: EILA HEINONEN

  
Date of birth: 1955-05-07

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-04 16:14:46.887455 UTC ±57 ms

    		2023-04-04 15:54:24.047294 UTC

    		

      176.93.252.141

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:102.0) Gecko/20100101 Firefox/102.0

      

    

    		

      

        The party Hilkka Tirkkonen (HT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-04 16:27:51.6083 UTC ±93 ms

    		2023-04-04 15:54:24.047294 UTC

    		

      176.93.252.141

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:102.0) Gecko/20100101 Firefox/102.0

      

    

    		

      

        The document was signed by Hilkka Tirkkonen (HT) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: HILKKA AULIKKI TIRKKONEN

  
Date of birth: 1958-12-04

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-05 07:56:36.311336 UTC ±12 ms

    		2023-04-05 07:55:07.467653 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Erkki Huupponen (EH2) at the request of the user Satu Meriläinen (SM1). The reminder message from the user Satu Meriläinen (SM1) was: 
 Hei, 



alla linkki ISLAB tilinpäätöksen allekirjoittamista varten.



Pyydän olemaan yhteydessä, mikäli allekirjoittamisen kanssa on ongelmia.



Ystävällisin terveisin

Satu Meriläinen

Johdon assistentti

satu.merilainen@islab.fi

puh. 044 717 8704.

      


    

  



  

  

    		2023-04-05 07:56:42.631259 UTC ±12 ms

    		2023-04-05 07:55:07.467653 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erkki Huupponen (EH2) was delivered.

      


    

  



  

  

    		2023-04-05 10:15:22.766322 UTC ±20 ms

    		2023-04-05 09:55:11.677834 UTC

    		

      46.132.15.245

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Pirkko Valtola (PV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-05 13:55:27.856348 UTC ±1 ms

    		2023-04-05 13:55:20.238977 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hannu.auvinen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-05 13:56:21.000123 UTC ±2 ms

    		2023-04-05 13:55:20.238977 UTC

    		

      95.175.104.128

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Hannu Auvinen (HA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-05 13:59:03.751009 UTC ±4 ms

    		2023-04-05 13:55:20.238977 UTC

    		

      95.175.104.128

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Hannu Auvinen (HA) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: HANNU ERKKI TAPIO AUVINEN

  
Date of birth: 1965-06-12

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-05 14:50:27.014772 UTC ±51 ms

    		2023-04-05 13:55:20.238977 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The party Veijo Tirkkonen (VT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-05 14:58:15.471557 UTC ±9 ms

    		2023-04-05 14:55:21.673419 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.62

      

    

    		

      

        The document was signed by Veijo Tirkkonen (VT) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: VEIJO TIRKKONEN

  
Date of birth: 1963-07-11

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-05 18:20:37.702641 UTC ±71 ms

    		2023-04-05 17:55:28.078285 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.54

      

    

    		

      

        The party Kati Åhman (KÅ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-05 18:21:46.461325 UTC ±74 ms

    		2023-04-05 17:55:28.078285 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.54

      

    

    		

      

        The document was signed by Kati Åhman (KÅ) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: KATI MARITA ÅHMAN

  
Date of birth: 1968-08-02

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-06 06:23:00.142525 UTC ±87 ms

    		2023-04-06 05:56:03.436502 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to juha.mustonen@luottamus.siunsote.fi was opened.

      


    

  



  

  

    		2023-04-06 08:30:16.039448 UTC ±137 ms

    		2023-04-06 07:56:09.532652 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erkki.huupponen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-06 08:35:12.651836 UTC ±156 ms

    		2023-04-06 07:56:09.532652 UTC

    		

      85.76.112.190

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0

      

    

    		

      

        The party Erkki Huupponen (EH2) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-06 08:36:18.109895 UTC ±161 ms

    		2023-04-06 07:56:09.532652 UTC

    		

      85.76.112.190

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0

      

    

    		

      

        The document was signed by Erkki Huupponen (EH2) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: ERKKI JUHANI HUUPPONEN

  
Date of birth: 1957-03-20

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-09 16:36:45.978 UTC ±38 ms

    		2023-04-09 15:59:47.598992 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kirsi.visunen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-09 16:36:47.181732 UTC ±38 ms

    		2023-04-09 15:59:47.598992 UTC

    		

      217.140.204.250

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Kirsi Visunen (KV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-09 16:40:42.599912 UTC ±41 ms

    		2023-04-09 15:59:47.598992 UTC

    		

      217.140.204.250

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Kirsi Visunen (KV) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: KIRSI KAARINA VISUNEN

  
Date of birth: 1954-08-30

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-09 17:41:25.051295 UTC ±45 ms

    		2023-04-09 16:59:49.269785 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kirsi.visunen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-09 20:40:15.184052 UTC ±42 ms

    		2023-04-09 19:59:55.727606 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to eija.stenberg@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-09 20:40:24.837042 UTC ±42 ms

    		2023-04-09 19:59:55.727606 UTC

    		

      193.210.161.233

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Eija Stenberg (ES) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-09 20:43:48.683093 UTC ±46 ms

    		2023-04-09 19:59:55.727606 UTC

    		

      193.210.161.233

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Eija Stenberg (ES) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: EIJA STENBERG

  
Date of birth: 1958-05-13

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-10 13:20:49.599289 UTC ±22 ms

    		2023-04-10 13:00:36.549945 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The party Aino Kanniainen (AK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-10 13:23:13.51188 UTC ±25 ms

    		2023-04-10 13:00:36.549945 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The document was signed by Aino Kanniainen (AK) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Kanniainen Aino Anneli

  
Date of birth: 1961-07-05

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-11 12:41:33.452388 UTC ±41 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Sari Essayah (SE) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:41:40.4118 UTC ±41 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Laura Meriluoto (LM) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:41:41.955594 UTC ±41 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sari Essayah (SE) was delivered.

      


    

  



  

  

    		2023-04-11 12:41:45.85952 UTC ±41 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Timo Elo (TE) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:41:48.738635 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Laura Meriluoto (LM) was delivered.

      


    

  



  

  

    		2023-04-11 12:41:50.170238 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Karita Kaita (KK) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:41:54.512197 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Karoliina Partanen (KP) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:41:56.816687 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Timo Elo (TE) was delivered.

      


    

  



  

  

    		2023-04-11 12:41:57.16072 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karita Kaita (KK) was delivered.

      


    

  



  

  

    		2023-04-11 12:41:57.412051 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karoliina Partanen (KP) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:11.989425 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Markku Rossi (MR) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:16.911898 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Markku Siponen (MS) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:17.746801 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Markku Rossi (MR) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:22.041695 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Ilpo Kärkkäinen (IK) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:24.36454 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Markku Siponen (MS) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:24.717325 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ilpo Kärkkäinen (IK) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:28.581591 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Pirkko Valtola (PV) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:32.740167 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pirkko Valtola (PV) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:33.261544 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Janne Laine (JL) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:38.409479 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Panu Peitsaro (PP) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:38.999522 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Janne Laine (JL) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:42.380048 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Heli Järvinen (HJ) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:45.253221 UTC ±42 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Panu Peitsaro (PP) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:46.769823 UTC ±43 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Juha Mustonen (JM) at the request of the user the author Anu Tervala (anu.tervala@islab.fi). The reminder message from the user the author Anu Tervala (anu.tervala@islab.fi) was: 
 Hei, ISLAB liikelaitoskuntayhtymän tilinpäätös 2022 odottaa allekirjoitustasi..

      


    

  



  

  

    		2023-04-11 12:42:51.123115 UTC ±43 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Heli Järvinen (HJ) was delivered.

      


    

  



  

  

    		2023-04-11 12:42:51.42406 UTC ±43 ms

    		2023-04-11 12:01:28.817817 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Juha Mustonen (JM) was delivered.

      


    

  



  

  

    		2023-04-11 20:40:00.728704 UTC ±37 ms

    		2023-04-11 20:01:45.401415 UTC

    		

      85.76.13.243

      

        Mozilla/5.0 (Linux; Android 13; SM-G781B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Markku Siponen (MS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-11 20:40:00.993955 UTC ±37 ms

    		2023-04-11 20:01:45.401415 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to markku.siponen@pshyvinvointialue.fi was opened.

      


    

  



  

  

    		2023-04-11 20:40:53.244581 UTC ±38 ms

    		2023-04-11 20:01:45.401415 UTC

    		

      85.76.13.243

      

        Mozilla/5.0 (Linux; Android 13; SM-G781B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Markku Siponen (MS) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: MARKKU SAKARI SIPONEN

  
Date of birth: 1979-07-26

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-12 03:17:56.713362 UTC ±15 ms

    		2023-04-12 03:02:07.357289 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to heli.jarvinen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-12 07:09:45.315606 UTC ±8 ms

    		2023-04-12 07:02:16.449069 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to panu.peitsaro@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-12 07:10:43.264471 UTC ±9 ms

    		2023-04-12 07:02:16.449069 UTC

    		

      95.175.104.188

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Panu Peitsaro (PP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-12 07:11:35.476199 UTC ±10 ms

    		2023-04-12 07:02:16.449069 UTC

    		

      95.175.104.188

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Panu Peitsaro (PP) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Panu Pekka Peitsaro

  
Date of birth: 1971-04-17

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-12 09:06:09.185389 UTC ±4 ms

    		2023-04-12 09:02:20.755862 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The party Ilpo Kärkkäinen (IK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-12 09:28:21.927948 UTC ±27 ms

    		2023-04-12 09:02:20.755862 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The party Ilpo Kärkkäinen (IK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-12 09:29:22.901439 UTC ±28 ms

    		2023-04-12 09:02:20.755862 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The document was signed by Ilpo Kärkkäinen (IK) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: ILPO KALEVA KÄRKKÄINEN

  
Date of birth: 1970-06-25

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-12 11:17:36.809186 UTC ±10 ms

    		2023-04-12 11:02:24.25328 UTC

    		

      88.114.242.39

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Karita Kaita (KK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-12 11:19:06.354119 UTC ±11 ms

    		2023-04-12 11:02:24.25328 UTC

    		

      88.114.242.39

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Karita Kaita (KK) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: KARITA JOHANNA KAITA

  
Date of birth: 1984-02-15

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-12 14:20:10.653494 UTC ±3 ms

    		2023-04-12 14:02:29.10877 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to heli.jarvinen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-12 14:20:38.661268 UTC ±3 ms

    		2023-04-12 14:02:29.10877 UTC

    		

      85.76.44.4

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Heli Järvinen (HJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-12 14:21:48.242377 UTC ±3 ms

    		2023-04-12 14:02:29.10877 UTC

    		

      85.76.44.4

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Heli Järvinen (HJ) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: HELI MARIA JÄRVINEN

  
Date of birth: 1963-05-31

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-12 16:02:31.658564 UTC ±34 ms

    		2023-04-12 15:02:30.783095 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to markku.siponen@pshyvinvointialue.fi was opened.

      


    

  



  

  

    		2023-04-12 16:31:23.423561 UTC ±16 ms

    		2023-04-12 16:02:33.031322 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Sari Essayah (SE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-12 16:33:06.348896 UTC ±17 ms

    		2023-04-12 16:02:33.031322 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Sari Essayah (SE) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: SARI MIRIAM ESSAYAH

  
Date of birth: 1967-02-21

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-12 19:20:44.986173 UTC ±18 ms

    		2023-04-12 19:02:39.850654 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Markku Rossi (MR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-12 19:21:39.21112 UTC ±18 ms

    		2023-04-12 19:02:39.850654 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Markku Rossi (MR) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: MARKKU KALEVI ROSSI

  
Date of birth: 1956-03-05

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-12 19:26:54.823336 UTC ±23 ms

    		2023-04-12 19:02:39.850654 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to heli.jarvinen@etela-savo.fi was opened.

      


    

  



  

  

    		2023-04-12 22:30:25.187705 UTC ±26 ms

    		2023-04-12 22:02:45.865105 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to timo.elo@luottamus.siunsote.fi was opened.

      


    

  



  

  

    		2023-04-13 08:28:32.600688 UTC ±16 ms

    		2023-04-13 08:03:15.454891 UTC

    		

      194.100.180.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The party Karoliina Partanen (KP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-17 07:44:19.917831 UTC ±33 ms

    		2023-04-17 06:52:32.487913 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Pirkko Valtola (PV) at the request of the user Satu Meriläinen (SM1). The reminder message from the user Satu Meriläinen (SM1) was: 
 Hei Pirkko,



tässä linkki allekirjoitusta varten uudelleen.



Ystävällisin terveisin

Satu.

      


    

  



  

  

    		2023-04-17 07:44:24.265189 UTC ±33 ms

    		2023-04-17 06:52:32.487913 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pirkko Valtola (PV) was delivered.

      


    

  



  

  

    		2023-04-18 07:03:26.703745 UTC ±8 ms

    		2023-04-18 06:53:31.365686 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Juha Mustonen (JM) at the request of the user Satu Meriläinen (SM1). The reminder message from the user Satu Meriläinen (SM1) was: 
 Hei,

tässä äsken sovitun mukaisesti linkki uudelleen.



Ystävällisin terveisin

Satu Meriläinen.

      


    

  



  

  

    		2023-04-18 07:03:36.721933 UTC ±8 ms

    		2023-04-18 06:53:31.365686 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Juha Mustonen (JM) was delivered.

      


    

  



  

  

    		2023-04-18 07:07:53.476884 UTC ±12 ms

    		2023-04-18 06:53:31.365686 UTC

    		

      176.93.233.99

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Juha Mustonen (JM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-18 07:21:46.233593 UTC ±23 ms

    		2023-04-18 06:53:31.365686 UTC

    		

      176.93.233.99

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Juha Mustonen (JM) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Mustonen Juha Niilo

  
Date of birth: 1957-09-16

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-18 07:27:33.716418 UTC ±28 ms

    		2023-04-18 06:53:31.365686 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Laura Meriluoto (LM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-18 07:29:15.33922 UTC ±29 ms

    		2023-04-18 06:53:31.365686 UTC

    		

      193.167.176.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Laura Meriluoto (LM) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Meriluoto Laura Jemina

  
Date of birth: 1985-04-05

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-18 08:46:34.032489 UTC ±44 ms

    		2023-04-18 07:53:33.541253 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Janne Laine (JL) at the request of the user Satu Meriläinen (SM1). The reminder message from the user Satu Meriläinen (SM1) was: 
 Hei,

tässä linkki uudelleen ISLABin tilinpäätöksen allekirjoittamista varten.



Ystävällisin terveisin

Satu Meriläinen.

      


    

  



  

  

    		2023-04-18 08:46:37.579443 UTC ±44 ms

    		2023-04-18 07:53:33.541253 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Janne Laine (JL) was delivered.

      


    

  



  

  

    		2023-04-19 04:55:50.339836 UTC ±6 ms

    		2023-04-19 04:54:26.209376 UTC

    		

      88.85.130.209

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Pirkko Valtola (PV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-19 04:59:48.690051 UTC ±20 ms

    		2023-04-19 04:54:26.209376 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The user Satu Meriläinen (SM1) changed the email address for the party from karoliina.partanen@pshyvinvointialue.fi to karoliina.partanen1@pshyvinvointialue.fi.

      


    

  



  

  

    		2023-04-19 04:59:48.690051 UTC ±20 ms

    		2023-04-19 04:54:26.209376 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (karoliina.partanen1@pshyvinvointialue.fi) to Karoliina Partanen (KP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-19 04:59:55.634268 UTC ±20 ms

    		2023-04-19 04:54:26.209376 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karoliina Partanen (KP) was delivered.

      


    

  



  

  

    		2023-04-19 05:00:33.107 UTC ±22 ms

    		2023-04-19 04:54:26.209376 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Karoliina Partanen (KP) at the request of the user Satu Meriläinen (SM1). The reminder message from the user Satu Meriläinen (SM1) was: 
 Hei,

tässä linkki sähköistä allekirjoittamista varten. Toivottavasti nyt tulee perille.



Ystävällisin terveisin

Satu Meriläinen.

      


    

  



  

  

    		2023-04-19 05:00:37.558468 UTC ±23 ms

    		2023-04-19 04:54:26.209376 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karoliina Partanen (KP) was delivered.

      


    

  



  

  

    		2023-04-19 05:00:39.894302 UTC ±23 ms

    		2023-04-19 04:54:26.209376 UTC

    		

      88.85.130.209

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Pirkko Valtola (PV) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: PIRKKO VALTOLA

  
Date of birth: 1953-08-19

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-20 17:18:16.359643 UTC ±21 ms

    		2023-04-20 16:55:51.993444 UTC

    		

      188.67.143.178

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The party Karoliina Partanen (KP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-20 17:20:20.57117 UTC ±22 ms

    		2023-04-20 16:55:51.993444 UTC

    		

      188.67.143.178

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The document was signed by Karoliina Partanen (KP) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Anna Karoliina Partanen

  
Date of birth: 1983-12-08

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-20 18:01:53.776249 UTC ±5 ms

    		2023-04-20 17:55:54.877714 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to timo.elo@luottamus.siunsote.fi was opened.

      


    

  



  

  

    		2023-04-20 18:02:10.02103 UTC ±5 ms

    		2023-04-20 17:55:54.877714 UTC

    		

      91.152.191.74

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Safari/605.1.15

      

    

    		

      

        The party Timo Elo (TE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-20 18:04:06.312007 UTC ±7 ms

    		2023-04-20 17:55:54.877714 UTC

    		

      91.152.191.74

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4 Safari/605.1.15

      

    

    		

      

        The document was signed by Timo Elo (TE) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: TIMO PETTERI ELO

  
Date of birth: 1962-12-10

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-26 09:41:28.277134 UTC ±33 ms

    		2023-04-26 09:01:16.010599 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.58

      

    

    		

      

        The user Satu Meriläinen (SM1) changed the email address for the party from janne.laine@etela-savo.fi to janne.laine@savonlinna.fi.

      


    

  



  

  

    		2023-04-26 09:41:28.277134 UTC ±33 ms

    		2023-04-26 09:01:16.010599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (janne.laine@savonlinna.fi) to Janne Laine (JL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-04-26 09:41:32.278755 UTC ±33 ms

    		2023-04-26 09:01:16.010599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Janne Laine (JL) was delivered.

      


    

  



  

  

    		2023-04-26 10:56:39.846576 UTC ±47 ms

    		2023-04-26 10:01:17.759828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to janne.laine@savonlinna.fi was opened.

      


    

  



  

  

    		2023-04-26 10:57:44.422389 UTC ±48 ms

    		2023-04-26 10:01:17.759828 UTC

    		

      85.76.136.48

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/111.0.1661.62 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Janne Laine (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-26 10:58:22.748768 UTC ±48 ms

    		2023-04-26 10:01:17.759828 UTC

    		

      85.76.136.48

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/111.0.1661.62 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Janne Laine (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-26 11:01:04.273256 UTC ±50 ms

    		2023-04-26 10:01:17.759828 UTC

    		

      85.76.45.13

      

        Mozilla/5.0 (iPad; CPU OS 16_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/112.0.1722.44 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Janne Laine (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-26 11:02:20.046953 UTC ±2 ms

    		2023-04-26 11:01:20.139096 UTC

    		

      85.76.45.13

      

        Mozilla/5.0 (iPad; CPU OS 16_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/112.0.1722.44 Version/16.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Janne Laine (JL) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: JANNE LAINE

  
Date of birth: 1969-04-09

  
Personal identification number: 

  *Redacted by author*





















      


    

  



  

  

    		2023-04-26 11:02:20.046953 UTC ±2 ms

    		2023-04-26 11:01:20.139096 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.34 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈93.762%

		|e| < 5 ms: ≈99.981%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-15 18:35:03.70516 UTC and 2023-04-26 11:01:20.139096 UTC:







  		Time collected

  		Clock offset







  

    		2023-03-15 18:35:03.70516

    		0.3 ms

  





  

    		2023-03-15 19:35:06.319028

    		-0.1 ms

  





  

    		2023-03-15 20:35:08.651641

    		0.3 ms

  





  

    		2023-03-15 21:35:11.491192

    		-0.6 ms

  





  

    		2023-03-15 22:35:14.37758

    		0.8 ms

  





  

    		2023-03-15 23:35:16.770983

    		1.2 ms

  





  

    		2023-03-16 00:35:19.772141

    		0.3 ms

  





  

    		2023-03-16 01:35:21.243832

    		-2.4 ms

  





  

    		2023-03-16 02:35:24.608108

    		0.8 ms

  





  

    		2023-03-16 03:35:28.269698

    		1.7 ms

  





  

    		2023-03-16 04:35:31.318055

    		1.8 ms

  





  

    		2023-03-16 05:35:34.726895

    		1.5 ms

  





  

    		2023-03-16 06:35:37.863735

    		0.7 ms

  





  

    		2023-03-16 07:35:40.973156

    		-0.2 ms

  





  

    		2023-03-16 08:35:42.417899

    		0.6 ms

  





  

    		2023-03-16 09:35:44.950064

    		-0.9 ms

  





  

    		2023-03-16 10:35:46.649845

    		-0.9 ms

  





  

    		2023-03-16 11:35:49.551257

    		-0.9 ms

  





  

    		2023-03-16 12:35:51.195284

    		0.2 ms

  





  

    		2023-03-16 13:35:53.075406

    		0.2 ms

  





  

    		2023-03-16 14:35:54.570009

    		0.7 ms

  





  

    		2023-03-16 15:35:56.964404

    		1.8 ms

  





  

    		2023-03-16 16:35:59.267123

    		1.9 ms

  





  

    		2023-03-16 17:36:03.282878

    		0.3 ms

  





  

    		2023-03-16 18:36:06.628692

    		-0.1 ms

  





  

    		2023-03-16 19:36:08.360183

    		-1.4 ms

  





  

    		2023-03-16 20:36:11.543489

    		-1.9 ms

  





  

    		2023-03-16 21:36:14.813136

    		-1.1 ms

  





  

    		2023-03-16 22:36:18.098626

    		-2.2 ms

  





  

    		2023-03-16 23:36:21.168905

    		-1.0 ms

  





  

    		2023-03-17 00:36:24.357439

    		-1.5 ms

  





  

    		2023-03-17 01:36:27.019806

    		0.6 ms

  





  

    		2023-03-17 02:36:29.33902

    		-0.9 ms

  





  

    		2023-03-17 03:36:32.421213

    		-0.2 ms

  





  

    		2023-03-17 04:36:34.905312

    		-0.2 ms

  





  

    		2023-03-17 05:36:36.599162

    		-0.3 ms

  





  

    		2023-03-17 06:36:39.886263

    		1.1 ms

  





  

    		2023-03-17 07:36:43.312505

    		-0.2 ms

  





  

    		2023-03-17 08:36:46.727536

    		-0.3 ms

  





  

    		2023-03-17 09:36:48.499181

    		1.4 ms

  





  

    		2023-03-17 10:36:51.639079

    		0.2 ms

  





  

    		2023-03-17 11:36:54.947638

    		0.4 ms

  





  

    		2023-03-17 12:36:56.550715

    		-1.2 ms

  





  

    		2023-03-17 13:36:59.342851

    		0.4 ms

  





  

    		2023-03-17 14:37:00.75155

    		0.9 ms

  





  

    		2023-03-17 15:37:02.94352

    		1.1 ms

  





  

    		2023-03-17 16:37:08.278832

    		0.7 ms

  





  

    		2023-03-17 17:37:11.322082

    		-0.9 ms

  





  

    		2023-03-17 18:37:13.744484

    		0.5 ms

  





  

    		2023-03-17 19:37:16.749154

    		-1.0 ms

  





  

    		2023-03-17 20:37:20.055089

    		-0.6 ms

  





  

    		2023-03-17 21:37:23.413092

    		0.1 ms

  





  

    		2023-03-17 22:37:26.093764

    		-0.1 ms

  





  

    		2023-03-17 23:37:27.835172

    		-0.2 ms

  





  

    		2023-03-18 00:37:31.786128

    		0.2 ms

  





  

    		2023-03-18 01:37:35.019048

    		0.4 ms

  





  

    		2023-03-18 02:37:38.445872

    		-0.3 ms

  





  

    		2023-03-18 03:37:41.871257

    		-0.6 ms

  





  

    		2023-03-18 04:37:43.629954

    		-0.1 ms

  





  

    		2023-03-18 05:37:45.310035

    		0.0 ms

  





  

    		2023-03-18 06:37:48.286446

    		-0.4 ms

  





  

    		2023-03-18 07:37:50.23598

    		0.6 ms

  





  

    		2023-03-18 08:37:52.287732

    		-0.2 ms

  





  

    		2023-03-18 09:37:53.996846

    		0.9 ms

  





  

    		2023-03-18 10:37:55.52121

    		0.2 ms

  





  

    		2023-03-18 11:37:57.085829

    		3.2 ms

  





  

    		2023-03-18 12:37:59.106548

    		3.3 ms

  





  

    		2023-03-18 13:38:00.890741

    		1.3 ms

  





  

    		2023-03-18 14:38:03.45151

    		-0.8 ms

  





  

    		2023-03-18 15:38:06.29288

    		5.0 ms

  





  

    		2023-03-18 16:38:09.007454

    		0.9 ms

  





  

    		2023-03-18 17:38:12.728067

    		-2.9 ms

  





  

    		2023-03-18 18:38:15.336597

    		-1.0 ms

  





  

    		2023-03-18 19:38:18.415119

    		-0.7 ms

  





  

    		2023-03-18 20:38:21.371929

    		0.9 ms

  





  

    		2023-03-18 21:38:24.833187

    		1.0 ms

  





  

    		2023-03-18 22:38:27.854024

    		-5.4 ms

  





  

    		2023-03-18 23:38:30.967955

    		-3.6 ms

  





  

    		2023-03-19 00:38:33.408511

    		-0.3 ms

  





  

    		2023-03-19 01:38:37.069139

    		0.5 ms

  





  

    		2023-03-19 02:38:40.750757

    		-1.2 ms

  





  

    		2023-03-19 03:38:44.220766

    		-0.2 ms

  





  

    		2023-03-19 04:38:47.619627

    		1.4 ms

  





  

    		2023-03-19 05:38:50.712986

    		1.2 ms

  





  

    		2023-03-19 06:38:52.427839

    		0.9 ms

  





  

    		2023-03-19 07:38:54.152003

    		0.0 ms

  





  

    		2023-03-19 08:38:55.55288

    		0.8 ms

  





  

    		2023-03-19 09:38:56.955062

    		-0.2 ms

  





  

    		2023-03-19 10:38:59.622768

    		1.3 ms

  





  

    		2023-03-19 11:39:01.274294

    		-0.8 ms

  





  

    		2023-03-19 12:39:04.417697

    		-0.7 ms

  





  

    		2023-03-19 13:39:07.185717

    		0.1 ms

  





  

    		2023-03-19 14:39:08.682688

    		-0.3 ms

  





  

    		2023-03-19 15:39:10.705009

    		-0.9 ms

  





  

    		2023-03-19 16:39:12.49715

    		1.3 ms

  





  

    		2023-03-19 17:39:15.068357

    		0.1 ms

  





  

    		2023-03-19 18:39:17.44664

    		-2.6 ms

  





  

    		2023-03-19 19:39:20.509859

    		-0.7 ms

  





  

    		2023-03-19 20:39:22.011508

    		0.5 ms

  





  

    		2023-03-19 21:39:25.156996

    		0.0 ms

  





  

    		2023-03-19 22:39:28.692485

    		0.5 ms

  





  

    		2023-03-19 23:39:32.533997

    		0.5 ms

  





  

    		2023-03-20 00:39:36.051905

    		0.2 ms

  





  

    		2023-03-20 01:39:39.368241

    		0.4 ms

  





  

    		2023-03-20 02:39:42.138667

    		0.7 ms

  





  

    		2023-03-20 03:39:44.531454

    		0.1 ms

  





  

    		2023-03-20 04:39:48.459827

    		0.4 ms

  





  

    		2023-03-20 05:39:51.702922

    		-0.2 ms

  





  

    		2023-03-20 06:39:54.668266

    		0.7 ms

  





  

    		2023-03-20 07:39:56.612386

    		-0.5 ms

  





  

    		2023-03-20 08:39:58.054901

    		3.6 ms

  





  

    		2023-03-20 09:39:59.573528

    		4.6 ms

  





  

    		2023-03-20 10:40:01.04912

    		0.7 ms

  





  

    		2023-03-20 11:40:03.602802

    		0.7 ms

  





  

    		2023-03-20 12:40:05.585469

    		0.0 ms

  





  

    		2023-03-20 13:40:07.140133

    		0.9 ms

  





  

    		2023-03-20 14:40:08.616528

    		2.1 ms

  





  

    		2023-03-20 15:40:10.117709

    		-0.1 ms

  





  

    		2023-03-20 16:40:12.05064

    		0.8 ms

  





  

    		2023-03-20 17:40:13.523972

    		0.3 ms

  





  

    		2023-03-20 18:40:16.769424

    		-2.7 ms

  





  

    		2023-03-20 19:40:20.329203

    		-3.2 ms

  





  

    		2023-03-20 20:40:23.041542

    		-1.9 ms

  





  

    		2023-03-20 21:40:25.809805

    		-1.1 ms

  





  

    		2023-03-20 22:40:27.974205

    		-0.5 ms

  





  

    		2023-03-20 23:40:31.459129

    		-1.3 ms

  





  

    		2023-03-21 00:40:33.106082

    		-2.0 ms

  





  

    		2023-03-21 01:40:34.860736

    		-0.8 ms

  





  

    		2023-03-21 02:40:38.069693

    		-0.4 ms

  





  

    		2023-03-21 03:40:41.585748

    		-1.2 ms

  





  

    		2023-03-21 04:40:43.04864

    		0.4 ms

  





  

    		2023-03-21 05:40:44.707989

    		0.5 ms

  





  

    		2023-03-21 06:40:46.453288

    		-1.5 ms

  





  

    		2023-03-21 07:40:48.832641

    		-3.2 ms

  





  

    		2023-03-21 08:40:50.349347

    		-3.5 ms

  





  

    		2023-03-21 09:40:52.427374

    		-1.3 ms

  





  

    		2023-03-21 10:40:54.314129

    		-0.9 ms

  





  

    		2023-03-21 11:40:55.767504

    		2.2 ms

  





  

    		2023-03-21 12:40:57.311285

    		0.4 ms

  





  

    		2023-03-21 13:40:59.045505

    		0.7 ms

  





  

    		2023-03-21 14:41:00.579201

    		2.1 ms

  





  

    		2023-03-21 15:41:02.689863

    		1.6 ms

  





  

    		2023-03-21 16:41:05.070682

    		0.3 ms

  





  

    		2023-03-21 17:41:07.964443

    		0.6 ms

  





  

    		2023-03-21 18:41:09.668579

    		0.0 ms

  





  

    		2023-03-21 19:41:12.805891

    		-0.1 ms

  





  

    		2023-03-21 20:41:16.116928

    		0.4 ms

  





  

    		2023-03-21 21:41:19.298922

    		-0.1 ms

  





  

    		2023-03-21 22:41:22.440579

    		0.7 ms

  





  

    		2023-03-21 23:41:25.734519

    		0.3 ms

  





  

    		2023-03-22 00:41:28.554669

    		0.1 ms

  





  

    		2023-03-22 01:41:32.139023

    		-1.1 ms

  





  

    		2023-03-22 02:41:35.057556

    		-1.2 ms

  





  

    		2023-03-22 03:41:36.537187

    		-1.5 ms

  





  

    		2023-03-22 04:41:38.787336

    		-1.5 ms

  





  

    		2023-03-22 05:41:41.215248

    		-1.0 ms

  





  

    		2023-03-22 06:41:43.970469

    		-0.2 ms

  





  

    		2023-03-22 07:41:45.514499

    		-0.5 ms

  





  

    		2023-03-22 08:41:47.658767

    		1.2 ms

  





  

    		2023-03-22 09:41:49.277214

    		-0.7 ms

  





  

    		2023-03-22 10:41:50.619749

    		0.9 ms

  





  

    		2023-03-22 11:41:52.758047

    		-0.2 ms

  





  

    		2023-03-22 12:41:54.924807

    		-1.2 ms

  





  

    		2023-03-22 13:41:56.974542

    		0.1 ms

  





  

    		2023-03-22 14:41:58.967587

    		0.7 ms

  





  

    		2023-03-22 15:42:00.864802

    		0.2 ms

  





  

    		2023-03-22 16:42:03.684653

    		0.1 ms

  





  

    		2023-03-22 17:42:05.991471

    		1.3 ms

  





  

    		2023-03-22 18:42:09.644413

    		-0.2 ms

  





  

    		2023-03-22 19:42:12.243138

    		2.9 ms

  





  

    		2023-03-22 20:42:15.348905

    		1.9 ms

  





  

    		2023-03-22 21:42:18.024648

    		2.0 ms

  





  

    		2023-03-22 22:42:21.119543

    		-1.4 ms

  





  

    		2023-03-22 23:42:24.393288

    		0.3 ms

  





  

    		2023-03-23 00:42:27.987126

    		1.4 ms

  





  

    		2023-03-23 01:42:31.190839

    		-0.1 ms

  





  

    		2023-03-23 02:42:34.76612

    		0.7 ms

  





  

    		2023-03-23 03:42:36.329122

    		0.8 ms

  





  

    		2023-03-23 04:42:38.273577

    		0.4 ms

  





  

    		2023-03-23 05:42:41.471659

    		0.0 ms

  





  

    		2023-03-23 06:42:43.97034

    		0.1 ms

  





  

    		2023-03-23 07:42:47.553172

    		0.3 ms

  





  

    		2023-03-23 08:42:49.074891

    		0.3 ms

  





  

    		2023-03-23 09:42:50.923676

    		0.5 ms

  





  

    		2023-03-23 10:42:52.535128

    		-0.8 ms

  





  

    		2023-03-23 11:42:55.388876

    		-0.7 ms

  





  

    		2023-03-23 12:42:58.312037

    		0.0 ms

  





  

    		2023-03-23 13:43:00.140892

    		0.6 ms

  





  

    		2023-03-23 14:43:02.413475

    		0.3 ms

  





  

    		2023-03-23 15:43:03.972154

    		1.8 ms

  





  

    		2023-03-23 16:43:05.972219

    		1.5 ms

  





  

    		2023-03-23 17:43:07.535667

    		-0.2 ms

  





  

    		2023-03-23 18:43:09.401741

    		-1.3 ms

  





  

    		2023-03-23 19:43:11.300871

    		-2.8 ms

  





  

    		2023-03-23 20:43:14.667385

    		-2.9 ms

  





  

    		2023-03-23 21:43:17.811076

    		-0.9 ms

  





  

    		2023-03-23 22:43:20.426562

    		0.0 ms

  





  

    		2023-03-23 23:43:23.230713

    		0.7 ms

  





  

    		2023-03-24 00:43:26.773373

    		1.9 ms

  





  

    		2023-03-24 01:43:29.705214

    		-0.4 ms

  





  

    		2023-03-24 02:43:32.599701

    		-1.4 ms

  





  

    		2023-03-24 03:43:35.010031

    		-0.7 ms

  





  

    		2023-03-24 04:43:37.65401

    		-1.0 ms

  





  

    		2023-03-24 05:43:40.64711

    		-1.4 ms

  





  

    		2023-03-24 06:43:43.808427

    		-1.1 ms

  





  

    		2023-03-24 07:43:46.679077

    		-0.1 ms

  





  

    		2023-03-24 08:43:48.806379

    		0.2 ms

  





  

    		2023-03-24 09:43:50.309027

    		-0.8 ms

  





  

    		2023-03-24 10:43:52.157721

    		-0.7 ms

  





  

    		2023-03-24 11:43:55.553009

    		0.4 ms

  





  

    		2023-03-24 12:43:56.953288

    		0.3 ms

  





  

    		2023-03-24 13:43:58.463712

    		1.3 ms

  





  

    		2023-03-24 14:44:00.731287

    		-0.1 ms

  





  

    		2023-03-24 15:44:03.336759

    		-0.2 ms

  





  

    		2023-03-24 16:44:05.856074

    		-0.5 ms

  





  

    		2023-03-24 17:44:07.619294

    		0.2 ms

  





  

    		2023-03-24 18:44:10.225752

    		-0.2 ms

  





  

    		2023-03-24 19:44:13.40472

    		1.2 ms

  





  

    		2023-03-24 20:44:17.047939

    		1.2 ms

  





  

    		2023-03-24 21:44:20.629186

    		0.8 ms

  





  

    		2023-03-24 22:44:24.202911

    		1.3 ms

  





  

    		2023-03-24 23:44:27.757197

    		0.1 ms

  





  

    		2023-03-25 00:44:31.183423

    		-0.4 ms

  





  

    		2023-03-25 01:44:33.152743

    		0.4 ms

  





  

    		2023-03-25 02:44:34.838428

    		-0.4 ms

  





  

    		2023-03-25 03:44:38.44591

    		1.2 ms

  





  

    		2023-03-25 04:44:41.542934

    		-1.3 ms

  





  

    		2023-03-25 05:44:45.326236

    		-0.6 ms

  





  

    		2023-03-25 06:44:48.326649

    		-0.1 ms

  





  

    		2023-03-25 07:44:50.032167

    		0.6 ms

  





  

    		2023-03-25 08:44:51.633131

    		0.3 ms

  





  

    		2023-03-25 09:44:53.437475

    		1.0 ms

  





  

    		2023-03-25 10:44:55.551852

    		-0.9 ms

  





  

    		2023-03-25 11:44:57.294589

    		0.0 ms

  





  

    		2023-03-25 12:44:58.72993

    		-0.1 ms

  





  

    		2023-03-25 13:45:00.842946

    		1.0 ms

  





  

    		2023-03-25 14:45:03.855477

    		-0.7 ms

  





  

    		2023-03-25 15:45:06.371242

    		-0.4 ms

  





  

    		2023-03-25 16:45:09.166391

    		0.6 ms

  





  

    		2023-03-25 17:45:10.627531

    		-1.8 ms

  





  

    		2023-03-25 18:45:12.128685

    		0.6 ms

  





  

    		2023-03-25 19:45:14.040603

    		-0.2 ms

  





  

    		2023-03-25 20:45:16.006356

    		-0.8 ms

  





  

    		2023-03-25 21:45:17.478736

    		-0.4 ms

  





  

    		2023-03-25 22:45:19.587825

    		0.8 ms

  





  

    		2023-03-25 23:45:22.266262

    		1.2 ms

  





  

    		2023-03-26 00:45:24.640753

    		-0.5 ms

  





  

    		2023-03-26 01:45:27.714494

    		-0.4 ms

  





  

    		2023-03-26 02:45:30.59915

    		1.2 ms

  





  

    		2023-03-26 03:45:33.961224

    		2.4 ms

  





  

    		2023-03-26 04:45:37.102399

    		2.1 ms

  





  

    		2023-03-26 05:45:39.775537

    		1.5 ms

  





  

    		2023-03-26 06:45:42.648765

    		0.8 ms

  





  

    		2023-03-26 07:45:46.66588

    		-1.4 ms

  





  

    		2023-03-26 08:45:49.484512

    		-0.5 ms

  





  

    		2023-03-26 09:45:51.489289

    		-0.4 ms

  





  

    		2023-03-26 10:45:52.90026

    		1.4 ms

  





  

    		2023-03-26 11:45:55.563736

    		0.2 ms

  





  

    		2023-03-26 12:45:58.787136

    		-0.7 ms

  





  

    		2023-03-26 13:46:02.242419

    		-0.4 ms

  





  

    		2023-03-26 14:46:06.300317

    		-0.6 ms

  





  

    		2023-03-26 15:46:08.363678

    		-1.3 ms

  





  

    		2023-03-26 16:46:10.072008

    		-1.7 ms

  





  

    		2023-03-26 17:46:13.464428

    		-0.9 ms

  





  

    		2023-03-26 18:46:16.502829

    		-2.4 ms

  





  

    		2023-03-26 19:46:19.679692

    		-0.3 ms

  





  

    		2023-03-26 20:46:22.402344

    		0.1 ms

  





  

    		2023-03-26 21:46:24.87135

    		1.3 ms

  





  

    		2023-03-26 22:46:27.871254

    		1.7 ms

  





  

    		2023-03-26 23:46:31.035785

    		1.7 ms

  





  

    		2023-03-27 00:46:33.772154

    		1.1 ms

  





  

    		2023-03-27 01:46:36.735641

    		0.0 ms

  





  

    		2023-03-27 02:46:39.552274

    		-0.5 ms

  





  

    		2023-03-27 03:46:42.264459

    		-1.5 ms

  





  

    		2023-03-27 04:46:43.96923

    		-1.1 ms

  





  

    		2023-03-27 05:46:46.718574

    		-0.8 ms

  





  

    		2023-03-27 06:46:50.638169

    		-1.3 ms

  





  

    		2023-03-27 07:46:52.156164

    		-1.3 ms

  





  

    		2023-03-27 08:46:53.749605

    		1.0 ms

  





  

    		2023-03-27 09:46:56.446668

    		-0.4 ms

  





  

    		2023-03-27 10:46:58.683583

    		0.0 ms

  





  

    		2023-03-27 11:47:00.340195

    		0.3 ms

  





  

    		2023-03-27 12:47:02.02

    		-1.5 ms

  





  

    		2023-03-27 13:47:03.464775

    		-0.4 ms

  





  

    		2023-03-27 14:47:05.657088

    		1.2 ms

  





  

    		2023-03-27 15:47:07.48018

    		1.7 ms

  





  

    		2023-03-27 16:47:08.889778

    		0.1 ms

  





  

    		2023-03-27 17:47:10.23122

    		0.4 ms

  





  

    		2023-03-27 18:47:11.962493

    		0.2 ms

  





  

    		2023-03-27 19:47:13.48129

    		0.6 ms

  





  

    		2023-03-27 20:47:15.546234

    		-0.2 ms

  





  

    		2023-03-27 21:47:17.922293

    		-1.2 ms

  





  

    		2023-03-27 22:47:20.811682

    		0.1 ms

  





  

    		2023-03-27 23:47:23.379089

    		0.8 ms

  





  

    		2023-03-28 00:47:25.650242

    		-1.4 ms

  





  

    		2023-03-28 01:47:27.53048

    		0.4 ms

  





  

    		2023-03-28 02:47:30.159584

    		-0.3 ms

  





  

    		2023-03-28 03:47:32.809932

    		0.3 ms

  





  

    		2023-03-28 04:47:35.864398

    		0.4 ms

  





  

    		2023-03-28 05:47:37.330196

    		3.8 ms

  





  

    		2023-03-28 06:47:40.819226

    		3.2 ms

  





  

    		2023-03-28 07:47:42.147339

    		-0.6 ms

  





  

    		2023-03-28 08:47:44.007651

    		0.5 ms

  





  

    		2023-03-28 09:47:45.713061

    		24.5 ms

  





  

    		2023-03-28 10:47:47.264051

    		-5.1 ms

  





  

    		2023-03-28 11:47:48.60797

    		-8.5 ms

  





  

    		2023-03-28 12:47:50.101931

    		-31.5 ms

  





  

    		2023-03-28 13:47:53.237636

    		4.4 ms

  





  

    		2023-03-28 14:47:54.835297

    		-1.0 ms

  





  

    		2023-03-28 15:47:58.440782

    		-2.7 ms

  





  

    		2023-03-28 16:48:00.869656

    		0.1 ms

  





  

    		2023-03-28 17:48:02.267469

    		3.3 ms

  





  

    		2023-03-28 18:48:03.951901

    		3.8 ms

  





  

    		2023-03-28 19:48:06.752605

    		2.4 ms

  





  

    		2023-03-28 20:48:08.381025

    		-3.0 ms

  





  

    		2023-03-28 21:48:10.23817

    		-0.6 ms

  





  

    		2023-03-28 22:48:13.765661

    		0.0 ms

  





  

    		2023-03-28 23:48:17.111965

    		2.4 ms

  





  

    		2023-03-29 00:48:20.036782

    		2.9 ms

  





  

    		2023-03-29 01:48:23.685826

    		-0.8 ms

  





  

    		2023-03-29 02:48:26.771429

    		-4.1 ms

  





  

    		2023-03-29 03:48:30.009024

    		1.4 ms

  





  

    		2023-03-29 04:48:33.115259

    		0.9 ms

  





  

    		2023-03-29 05:48:36.179301

    		1.1 ms

  





  

    		2023-03-29 06:48:37.997674

    		-1.0 ms

  





  

    		2023-03-29 07:48:40.142118

    		1.5 ms

  





  

    		2023-03-29 08:48:41.74983

    		-2.6 ms

  





  

    		2023-03-29 09:48:43.242795

    		-1.4 ms

  





  

    		2023-03-29 10:48:45.192847

    		1.7 ms

  





  

    		2023-03-29 11:48:47.237898

    		0.5 ms

  





  

    		2023-03-29 12:48:49.07604

    		0.8 ms

  





  

    		2023-03-29 13:48:50.621241

    		3.0 ms

  





  

    		2023-03-29 14:48:52.146428

    		0.3 ms

  





  

    		2023-03-29 15:48:53.568106

    		0.4 ms

  





  

    		2023-03-29 16:48:55.027664

    		-1.5 ms

  





  

    		2023-03-29 17:48:56.567047

    		-2.4 ms

  





  

    		2023-03-29 18:48:58.544457

    		-0.9 ms

  





  

    		2023-03-29 19:49:01.577164

    		-0.9 ms

  





  

    		2023-03-29 20:49:04.662138

    		-1.1 ms

  





  

    		2023-03-29 21:49:07.725296

    		0.0 ms

  





  

    		2023-03-29 22:49:10.521192

    		-0.1 ms

  





  

    		2023-03-29 23:49:13.520903

    		-0.9 ms

  





  

    		2023-03-30 00:49:15.859771

    		-2.3 ms

  





  

    		2023-03-30 01:49:19.078881

    		-1.1 ms

  





  

    		2023-03-30 02:49:21.947796

    		-1.2 ms

  





  

    		2023-03-30 03:49:24.855185

    		0.0 ms

  





  

    		2023-03-30 04:49:26.382404

    		-0.6 ms

  





  

    		2023-03-30 05:49:28.542559

    		-0.7 ms

  





  

    		2023-03-30 06:49:30.796677

    		-0.5 ms

  





  

    		2023-03-30 07:49:32.343819

    		-1.5 ms

  





  

    		2023-03-30 08:49:33.780236

    		-0.4 ms

  





  

    		2023-03-30 09:49:35.369554

    		1.7 ms

  





  

    		2023-03-30 10:49:36.866733

    		0.0 ms

  





  

    		2023-03-30 11:49:38.502316

    		2.1 ms

  





  

    		2023-03-30 12:49:40.457087

    		1.4 ms

  





  

    		2023-03-30 13:49:42.093625

    		0.9 ms

  





  

    		2023-03-30 14:49:44.109144

    		1.7 ms

  





  

    		2023-03-30 15:49:46.119951

    		1.3 ms

  





  

    		2023-03-30 16:49:47.699878

    		2.0 ms

  





  

    		2023-03-30 17:49:49.8857

    		-0.5 ms

  





  

    		2023-03-30 18:49:52.510816

    		-0.5 ms

  





  

    		2023-03-30 19:49:55.369408

    		-0.7 ms

  





  

    		2023-03-30 20:49:57.026721

    		0.4 ms

  





  

    		2023-03-30 21:50:00.312813

    		-0.8 ms

  





  

    		2023-03-30 22:50:01.729179

    		0.1 ms

  





  

    		2023-03-30 23:50:05.095386

    		-0.5 ms

  





  

    		2023-03-31 00:50:08.054561

    		-0.6 ms

  





  

    		2023-03-31 01:50:11.127097

    		-1.0 ms

  





  

    		2023-03-31 02:50:14.646802

    		-0.4 ms

  





  

    		2023-03-31 03:50:17.735554

    		-0.5 ms

  





  

    		2023-03-31 04:50:19.44654

    		0.2 ms

  





  

    		2023-03-31 05:50:22.652669

    		0.9 ms

  





  

    		2023-03-31 06:50:24.40998

    		0.6 ms

  





  

    		2023-03-31 07:50:28.670947

    		0.4 ms

  





  

    		2023-03-31 08:50:30.259531

    		0.2 ms

  





  

    		2023-03-31 09:50:31.656114

    		0.5 ms

  





  

    		2023-03-31 10:50:35.316384

    		-0.3 ms

  





  

    		2023-03-31 11:50:37.653204

    		0.3 ms

  





  

    		2023-03-31 12:50:39.08389

    		1.0 ms

  





  

    		2023-03-31 13:50:40.479179

    		-0.3 ms

  





  

    		2023-03-31 14:50:42.773094

    		0.1 ms

  





  

    		2023-03-31 15:50:45.083953

    		0.4 ms

  





  

    		2023-03-31 16:50:48.355994

    		0.0 ms

  





  

    		2023-03-31 17:50:51.835668

    		0.2 ms

  





  

    		2023-03-31 18:50:55.011398

    		-2.9 ms

  





  

    		2023-03-31 19:50:56.362821

    		-0.9 ms

  





  

    		2023-03-31 20:51:00.10237

    		-0.6 ms

  





  

    		2023-03-31 21:51:02.329095

    		-2.1 ms

  





  

    		2023-03-31 22:51:04.323629

    		-0.4 ms

  





  

    		2023-03-31 23:51:05.992322

    		-2.1 ms

  





  

    		2023-04-01 00:51:08.849369

    		-0.3 ms

  





  

    		2023-04-01 01:51:12.351572

    		-1.6 ms

  





  

    		2023-04-01 02:51:15.244356

    		-0.8 ms

  





  

    		2023-04-01 03:51:16.683954

    		-1.2 ms

  





  

    		2023-04-01 04:51:18.774346

    		-0.8 ms

  





  

    		2023-04-01 05:51:20.611964

    		1.3 ms

  





  

    		2023-04-01 06:51:23.57336

    		0.8 ms

  





  

    		2023-04-01 07:51:25.535183

    		1.8 ms

  





  

    		2023-04-01 08:51:27.280115

    		1.3 ms

  





  

    		2023-04-01 09:51:28.787844

    		-0.2 ms

  





  

    		2023-04-01 10:51:30.601823

    		0.1 ms

  





  

    		2023-04-01 11:51:32.030087

    		-0.4 ms

  





  

    		2023-04-01 12:51:33.988428

    		1.6 ms

  





  

    		2023-04-01 13:51:35.783644

    		-0.4 ms

  





  

    		2023-04-01 14:51:39.979407

    		-0.7 ms

  





  

    		2023-04-01 15:51:43.064293

    		-0.5 ms

  





  

    		2023-04-01 16:51:46.574174

    		0.4 ms

  





  

    		2023-04-01 17:51:49.568253

    		-0.7 ms

  





  

    		2023-04-01 18:51:53.135618

    		-1.4 ms

  





  

    		2023-04-01 19:51:55.058197

    		1.1 ms

  





  

    		2023-04-01 20:51:56.616327

    		-1.9 ms

  





  

    		2023-04-01 21:51:58.817241

    		2.0 ms

  





  

    		2023-04-01 22:52:00.277737

    		-0.2 ms

  





  

    		2023-04-01 23:52:03.487389

    		-0.3 ms

  





  

    		2023-04-02 00:52:06.866796

    		-0.2 ms

  





  

    		2023-04-02 01:52:09.848932

    		-0.3 ms

  





  

    		2023-04-02 02:52:12.675908

    		-1.9 ms

  





  

    		2023-04-02 03:52:14.072396

    		-0.1 ms

  





  

    		2023-04-02 04:52:16.01047

    		-1.5 ms

  





  

    		2023-04-02 05:52:17.49748

    		-2.1 ms

  





  

    		2023-04-02 06:52:20.514626

    		-0.2 ms

  





  

    		2023-04-02 07:52:22.516716

    		0.8 ms

  





  

    		2023-04-02 08:52:24.029875

    		0.8 ms

  





  

    		2023-04-02 09:52:27.459066

    		0.4 ms

  





  

    		2023-04-02 10:52:28.911351

    		0.9 ms

  





  

    		2023-04-02 11:52:30.555065

    		0.3 ms

  





  

    		2023-04-02 12:52:31.953831

    		0.8 ms

  





  

    		2023-04-02 13:52:33.979168

    		0.2 ms

  





  

    		2023-04-02 14:52:35.851986

    		0.4 ms

  





  

    		2023-04-02 15:52:38.205536

    		1.6 ms

  





  

    		2023-04-02 16:52:40.981429

    		1.0 ms

  





  

    		2023-04-02 17:52:43.019123

    		0.9 ms

  





  

    		2023-04-02 18:52:44.681749

    		0.7 ms

  





  

    		2023-04-02 19:52:46.207983

    		0.1 ms

  





  

    		2023-04-02 20:52:49.98712

    		-0.9 ms

  





  

    		2023-04-02 21:52:53.211696

    		-0.2 ms

  





  

    		2023-04-02 22:52:56.00642

    		-0.2 ms

  





  

    		2023-04-02 23:52:57.978773

    		-1.1 ms

  





  

    		2023-04-03 00:52:59.361032

    		-0.4 ms

  





  

    		2023-04-03 01:53:01.204779

    		-1.5 ms

  





  

    		2023-04-03 02:53:03.362734

    		-1.4 ms

  





  

    		2023-04-03 03:53:04.95085

    		-0.2 ms

  





  

    		2023-04-03 04:53:07.232844

    		-0.7 ms

  





  

    		2023-04-03 05:53:09.0678

    		1.0 ms

  





  

    		2023-04-03 06:53:10.677794

    		1.1 ms

  





  

    		2023-04-03 07:53:13.23667

    		0.5 ms

  





  

    		2023-04-03 08:53:14.763252

    		0.1 ms

  





  

    		2023-04-03 09:53:17.41572

    		-0.4 ms

  





  

    		2023-04-03 10:53:19.362131

    		1.1 ms

  





  

    		2023-04-03 11:53:20.798277

    		0.0 ms

  





  

    		2023-04-03 12:53:23.265932

    		0.5 ms

  





  

    		2023-04-03 13:53:25.060794

    		1.5 ms

  





  

    		2023-04-03 14:53:26.664868

    		0.3 ms

  





  

    		2023-04-03 15:53:28.64723

    		1.6 ms

  





  

    		2023-04-03 16:53:32.050126

    		1.9 ms

  





  

    		2023-04-03 17:53:34.869943

    		2.3 ms

  





  

    		2023-04-03 18:53:37.841462

    		-11.0 ms

  





  

    		2023-04-03 19:53:40.710356

    		-0.3 ms

  





  

    		2023-04-03 20:53:43.96358

    		-0.9 ms

  





  

    		2023-04-03 21:53:47.06432

    		0.2 ms

  





  

    		2023-04-03 22:53:49.798491

    		1.6 ms

  





  

    		2023-04-03 23:53:52.130613

    		13.3 ms

  





  

    		2023-04-04 00:53:55.21899

    		0.5 ms

  





  

    		2023-04-04 01:53:56.852678

    		7.9 ms

  





  

    		2023-04-04 02:53:58.715589

    		-7.4 ms

  





  

    		2023-04-04 03:54:00.200283

    		-5.5 ms

  





  

    		2023-04-04 04:54:01.912092

    		-0.7 ms

  





  

    		2023-04-04 05:54:05.009435

    		-11.6 ms

  





  

    		2023-04-04 06:54:06.698052

    		0.4 ms

  





  

    		2023-04-04 07:54:09.110304

    		-16.9 ms

  





  

    		2023-04-04 08:54:10.67647

    		1.1 ms

  





  

    		2023-04-04 09:54:12.474001

    		0.7 ms

  





  

    		2023-04-04 10:54:14.245805

    		-2.1 ms

  





  

    		2023-04-04 11:54:15.779554

    		0.2 ms

  





  

    		2023-04-04 12:54:18.228769

    		-0.5 ms

  





  

    		2023-04-04 13:54:20.261299

    		1.1 ms

  





  

    		2023-04-04 14:54:22.403258

    		0.0 ms

  





  

    		2023-04-04 15:54:24.047294

    		1.8 ms

  





  

    		2023-04-04 16:54:27.000864

    		11.8 ms

  





  

    		2023-04-04 17:54:29.343921

    		13.1 ms

  





  

    		2023-04-04 18:54:32.432615

    		5.1 ms

  





  

    		2023-04-04 19:54:34.633958

    		1.1 ms

  





  

    		2023-04-04 20:54:36.458594

    		-1.0 ms

  





  

    		2023-04-04 21:54:39.004516

    		-1.3 ms

  





  

    		2023-04-04 22:54:42.064706

    		-2.8 ms

  





  

    		2023-04-04 23:54:45.279536

    		-0.7 ms

  





  

    		2023-04-05 00:54:48.13642

    		-0.4 ms

  





  

    		2023-04-05 01:54:50.895727

    		-0.3 ms

  





  

    		2023-04-05 02:54:53.860062

    		-2.4 ms

  





  

    		2023-04-05 03:54:57.856828

    		1.3 ms

  





  

    		2023-04-05 04:55:00.943915

    		-0.7 ms

  





  

    		2023-04-05 05:55:03.86929

    		-0.5 ms

  





  

    		2023-04-05 06:55:05.839262

    		4.1 ms

  





  

    		2023-04-05 07:55:07.467653

    		-6.9 ms

  





  

    		2023-04-05 08:55:09.841851

    		1.1 ms

  





  

    		2023-04-05 09:55:11.677834

    		1.2 ms

  





  

    		2023-04-05 10:55:13.67596

    		1.5 ms

  





  

    		2023-04-05 11:55:15.285795

    		-6.5 ms

  





  

    		2023-04-05 12:55:17.741854

    		-2.3 ms

  





  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-04-03 09:25:36.861 UTC

    		95.175.104.131

    		Soili Moilanen (SM2) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 09:29:28.513 UTC

    		95.175.104.131

    		Soili Moilanen (SM2) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 10:03:16.211 UTC

    		193.167.176.21

    		Marko Korhonen (MK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 10:03:24.931 UTC

    		193.167.176.21

    		Marko Korhonen (MK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 10:13:04.962 UTC

    		85.76.131.122

    		Eeva-Liisa Auvinen (EA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 10:15:44.847 UTC

    		85.76.131.122

    		Eeva-Liisa Auvinen (EA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 10:13:43.973 UTC

    		93.106.9.112

    		Tapio Hämäläinen (TH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 10:15:38.032 UTC

    		93.106.9.112

    		Tapio Hämäläinen (TH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 10:26:51.123 UTC

    		193.167.176.21

    		Riitta Raatikainen (RR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 10:26:54.631 UTC

    		193.167.176.21

    		Riitta Raatikainen (RR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 11:27:14.609 UTC

    		62.148.113.16

    		Kirsi Leivonen (KL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 11:27:22.606 UTC

    		62.148.113.16

    		Kirsi Leivonen (KL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 11:38:58.318 UTC

    		62.148.122.69

    		Anna Puruskainen-Saarelainen (AP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 11:40:58.968 UTC

    		62.148.122.69

    		Anna Puruskainen-Saarelainen (AP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 12:40:41.256 UTC

    		82.197.12.76

    		Ari Hänninen (AH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 12:44:37.11 UTC

    		82.197.12.76

    		Ari Hänninen (AH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 13:25:36.826 UTC

    		85.76.0.18

    		Outi Mara (OM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 13:26:09.957 UTC

    		85.76.0.18

    		Outi Mara (OM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 13:58:36.14 UTC

    		46.132.35.245

    		Santeri Seppälä (SS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 13:59:01.028 UTC

    		46.132.35.245

    		Santeri Seppälä (SS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 16:45:50.51 UTC

    		217.140.210.62

    		Eero Reijonen (ER) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 16:46:03.232 UTC

    		217.140.210.62

    		Eero Reijonen (ER) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-03 19:35:10.641 UTC

    		176.72.36.109

    		Seija Kuikka (SK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-03 19:35:59.922 UTC

    		176.72.36.109

    		Seija Kuikka (SK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-04 04:31:24.009 UTC

    		193.167.176.21

    		Kari Ojala (KO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-04 04:34:14.586 UTC

    		193.167.176.21

    		Kari Ojala (KO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-04 06:30:29.858 UTC

    		193.167.176.21

    		Hannu Kokki (HK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-04 06:30:34.09 UTC

    		193.167.176.21

    		Hannu Kokki (HK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-04 06:48:12.25 UTC

    		164.5.234.236

    		Matti Taponen (MT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-04 06:48:23.516 UTC

    		164.5.234.236

    		Matti Taponen (MT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-22 16:08:40 UTC.

  

  

    		2023-04-04 15:37:19.26 UTC

    		86.115.111.186

    		Eila Heinonen (EH1) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-04 15:39:19.877 UTC

    		86.115.111.186

    		Eila Heinonen (EH1) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-04 16:14:58.345 UTC

    		176.93.252.141

    		Hilkka Tirkkonen (HT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-04 16:26:53.114 UTC

    		176.93.252.141

    		Hilkka Tirkkonen (HT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-05 13:56:34.757 UTC

    		95.175.104.128

    		Hannu Auvinen (HA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-05 13:57:36.511 UTC

    		95.175.104.128

    		Hannu Auvinen (HA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-05 14:50:37.595 UTC

    		193.167.176.21

    		Veijo Tirkkonen (VT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-05 14:57:23.619 UTC

    		193.167.176.21

    		Veijo Tirkkonen (VT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-05 18:20:57.367 UTC

    		193.167.176.21

    		Kati Åhman (KÅ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-05 18:21:03.215 UTC

    		193.167.176.21

    		Kati Åhman (KÅ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-06 08:35:34.213 UTC

    		85.76.112.190

    		Erkki Huupponen (EH2) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-06 08:35:41.102 UTC

    		85.76.112.190

    		Erkki Huupponen (EH2) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-09 16:37:02.707 UTC

    		217.140.204.250

    		Kirsi Visunen (KV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-09 16:38:28.816 UTC

    		217.140.204.250

    		Kirsi Visunen (KV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-09 20:40:37.223 UTC

    		193.210.161.233

    		Eija Stenberg (ES) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-09 20:43:10.929 UTC

    		193.210.161.233

    		Eija Stenberg (ES) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-10 13:21:54.08 UTC

    		193.167.176.21

    		Aino Kanniainen (AK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-10 13:22:31.205 UTC

    		193.167.176.21

    		Aino Kanniainen (AK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-11 20:40:11.723 UTC

    		85.76.13.243

    		Markku Siponen (MS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-11 20:40:12.405 UTC

    		85.76.13.243

    		Markku Siponen (MS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-12 07:10:52.343 UTC

    		95.175.104.188

    		Panu Peitsaro (PP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-12 07:11:05.563 UTC

    		95.175.104.188

    		Panu Peitsaro (PP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-29 14:06:37 UTC.

  

  

    		2023-04-12 09:28:37.284 UTC

    		193.167.176.21

    		Ilpo Kärkkäinen (IK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-12 09:28:40.642 UTC

    		193.167.176.21

    		Ilpo Kärkkäinen (IK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-12 11:17:50.777 UTC

    		88.114.242.39

    		Karita Kaita (KK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-12 11:18:11.36 UTC

    		88.114.242.39

    		Karita Kaita (KK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-12 14:20:53.628 UTC

    		85.76.44.4

    		Heli Järvinen (HJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-12 14:21:08.337 UTC

    		85.76.44.4

    		Heli Järvinen (HJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-12 16:31:33.795 UTC

    		193.167.176.21

    		Sari Essayah (SE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-12 16:32:05.777 UTC

    		193.167.176.21

    		Sari Essayah (SE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-12 19:20:53.536 UTC

    		193.167.176.21

    		Markku Rossi (MR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-12 19:21:02.793 UTC

    		193.167.176.21

    		Markku Rossi (MR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-18 07:08:05.781 UTC

    		176.93.233.99

    		Juha Mustonen (JM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-18 07:20:57.481 UTC

    		176.93.233.99

    		Juha Mustonen (JM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-18 07:27:58.45 UTC

    		193.167.176.21

    		Laura Meriluoto (LM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-18 07:28:10.692 UTC

    		193.167.176.21

    		Laura Meriluoto (LM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-19 04:56:12.005 UTC

    		88.85.130.209

    		Pirkko Valtola (PV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-19 04:57:28.306 UTC

    		88.85.130.209

    		Pirkko Valtola (PV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-20 17:18:21.51 UTC

    		188.67.143.178

    		Karoliina Partanen (KP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-20 17:18:26.024 UTC

    		188.67.143.178

    		Karoliina Partanen (KP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-13 17:42:25 UTC.

  

  

    		2023-04-20 18:02:21.558 UTC

    		91.152.191.74

    		Timo Elo (TE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-20 18:02:30.193 UTC

    		91.152.191.74

    		Timo Elo (TE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-13 17:42:25 UTC.

  

  

    		2023-04-26 11:01:18.94 UTC

    		85.76.45.13

    		Janne Laine (JL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-26 11:01:22.593 UTC

    		85.76.45.13

    		Janne Laine (JL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-13 17:42:25 UTC.

  









