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1 TOIMINTAKERTOMUS

1.1 Hyvinvointiyhtyman toimitusjohtajan katsaus

ISLAB hyvinvointiyhtyma aloitti varsinaisen toimintansa 1.1.2023, kun edeltava liike-
laitoskuntayhtyma lakkasi sosiaali- ja terveydenhuollon uudistuksen myo6ta. ISLABIN
toiminta-alue ja tehtavat sailyivat muutoksessa ennallaan, mutta muutos liikelaitos-

kuntayhtymasta hyvinvointiyhtyméaksi aiheutti runsaasti hallinnollista tyota.

Sosiaali- ja terveydenhuollon jarjestdmisen, ohjauksen ja rahoituksen uudistuminen
muutti merkittavasti ISLABIn toimintaymparistda. Omistajaohjaus ISLABIn suuntaan
vahvistui ja hyvinvointialueiden haastavan taloustilanteen myota omistajat edellytti-
vat osakkuusyhteisailta merkittavia kustannusten hillitsemiseen tahtaavia toimenpi-
teitd. Omistajat ovat kdynnistéaneet palvelurakenteidensa uudistamisen, joka vaikut-

taa myoOs ISLABIn palvelujen tarpeisiin.

Omistajien tarpeisiin vastaamiseksi ISLABissa vietiin maarétietoisesti eteenpain
tuottavuusohjelmaa, joka tahtda kustannustason hillitsemiseen analytiikka keskitta-
malla. Muutokset pystyttiin toteuttamaan niin, etta potilasasiakkaille tarkea lahipal-
velu eli naytteenottoverkosto pysyi kattavana. Naytteenoton osalta muutoksia tehtiin

aukioloaikoihin palvelutarpeita vastaavasti.

ISLABIn potilasasiakkaat ovat erittéin tyytyvaisid saamaansa palveluun. Analytiikan
laatu ja luotettavuus ovat myds tavoitellulla korkealla tasolla. Tasta kiitos kuuluu en-
nen kaikkea osaavalle ja motivoituneelle henkilostdlle, joka tydskentelee jokaisena

paivana ja jokaisena vuorokauden tuntina ammattiylpeydella alueemme asukkaiden

terveyden eteen.

Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT

Tapahtuma 09222115557511499512
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Henkildston hyvinvointi on yksi ISLABIn strategisista karjista ja tavoitteenamme on
olla houkutteleva ja hyvinvoiva osaajayhteisd. Tahan liittyvia kehittdAmistoimenpiteita
toteutettiin kattavasti henkilostohallinnon kehittamissuunnitelman mukaisesti mm.
palkkausjarjestelman, esihenkilotydn ja henkiloston vaikutusmahdollisuuksien
osalta. Ty6hyvinvoinnin mittarina toimivat eNPS ja sairaspoissaolot kaantyivéatkin
suotuisaan suuntaan. Tuloksissa on kuitenkin vield parantamisen varaa ja tyohyvin-

voinnin systemaattista kehittdmista jatketaan strategian mukaisesti.

Vuoden aikana rakennettiin ja tiivistettiin yhteisty6ta uusien omistajien kanssa ja
asiakastyytyvaisyyskyselyn perusteella omistajat ovat tyytyvaisia yhteistyohon. Ke-
hittdmisen varaa on viela erityisesti terveydenhuollon ammattilaisten asiakaskoke-

muksessa, vaikka taltakin osin suunta on positiivinen edelliseen vuoteen verrattuna.

Perusanalytiikan tutkimusmaaréat olivat pitkalti edellisvuoden tasolla, mutta suorittei-
den maara laski noin 1 % johtuen pitkalti COVID-tutkimusten vahenemisesta. Tuo-
tannon osalta merkittavin muutos oli analytiikan keskittdminen. My6s laboratoriotie-
tojarjestelmien uudistaminen jatkui. Automaatiota lisattiin mm. ottamalla kaytt66n
automaattisen metafaasien etsintéa ja kuvausjarjestelma. Joensuun keskustassa To-
rikadulla avattiin loppuvuodesta uusi naytteenottopiste, joka korvasi aiemman Kirk-

kokadun naytteenottopisteen.

Kustannusten kasvun taittamisessa onnistuttiin syksyn aikana ja tilikauden tulos
k&antyi lopulta pieneen ylijagamaan. Tulokseen voi olla tyytyvainen erityisesti, kun
yleinen kustannustaso nousi samaan aikaan voimakkaasti. Kiitos tehdysta tulok-
sesta kuuluu henkilostéllemme kautta organisaation. Tulos on saavutettu kustan-
nustietoisilla arjen ratkaisuilla, tuottavuutta parantavilla muutoksilla yksikdissa, pal-
velurakennemuutosten toteuttamisella sek& investointien toteutumisella alle talous-
arvion. Taloudellisia hyotyja saavutettiin myds hankintayhteisty6lla HUS Diagnos-
tiikkakeskuksen kanssa. Ylijaamainen tulos, vaikka pienikin, on hyva pohja tuleviin

vuosiin, joiden aikana vuosikate tulee kasvattaa kattamaan poistot.

Tapahtuma 09222115557511499512 Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT
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Toimintaympariston muutosten myotd myds ISLABIn strategia paivitettiin syksyn
2023 aikana ja yhtyméakokous hyvaksyi joulukuussa péaivitetyn strategian vuosille
2024-2025.

Paivitetty strategia l&htee asiakastarpeista, pohjaa vahvuuksiin, kuten laadukkaa-
seen ja luotettavaan analytiikkaan, asiantuntijuuteen ja vastuulliseen toimintaan,

seké ohjaa rohkean rakenteellisen uudistumisen tielle.

Olen saanut toimia ISLABIn toimitusjohtajana nyt puoli vuotta ja jo tdssad ajassa
olen taysin vakuuttunut siitd, ettd meilla ISLABina ja islabilaisilla on kaikki mahdolli-
suudet onnistua. Kuluneena vuonna onnistuimme keskeisissa asioissa ja suunta on
oikea niidenkin tavoitteiden osalta, joihin emme aivan viela yltaneet. Kilpailukyky-
amme vahvistamalla ja vahvuuksistamme kiinni pitamalla rakennamme ISLABIn tu-
levaisuutta, turvaamme palvelutarpeen mukaiset laboratoriopalvelut alueemme

asukkaille ja voimme olla ylpeitad ISLABiIsta ja tekeméastdmme tydsté jatkossakin.

Elina Felin
Toimitusjohtaja

Tapahtuma 09222115557511499512 Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT
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1.2 Hyvinvointiyhtyman hallinto ja siin& tapahtuneet muutokset

1.2.1 Toimintaa ohjaavan lainsaadannon ja yhtymamuodon muutos

1.1.2023 tuli voimaan laki sosiaali- ja terveydenhuollon jarjestamisesta (612/2021),
jonka myota sosiaali- ja terveyspalvelut siirtyivat kunnilta hyvinvointialueiden jarjes-
tamisvastuulle. Taman muutoksen vuoksi hyvinvointialueiden omistamaan yhty-
maan ei enda voitu soveltaa Kuntalaissa méaariteltya liikkelaitoskuntayhtymamuotoa.
Niinpa vuodesta 2008 alkaen toimineen Ita-Suomen laboratoriokeskuksen (ISLAB)
likelaitoskuntayhtyman jasenet ja vuonna 2023 varsinaisen toimintansa aloittavat
hyvinvointialueet paattivat uudelleenorganisoida ISLABInN ja siirtd& toiminnan hyvin-
vointialuelain sallimaan yhteistydmuotoon, eli hyvinvointiyhtymamuodossa tehté-
vaksi. Toiminta paatettiin siirtaa siten, ettd yhtyman kaytannon toiminta jatkuisi enti-

sellaan.

Jasenyhteisot hyvaksyivat loppuvuodesta 2022 sopimuksen Ita-Suomen laborato-
riokeskuksen liikelaitoskuntayhtyman purkamisesta osana uudelleenjarjestelya hy-
vinvointiyhtymaksi. Liikelaitoskuntayhtyma purettiin perussopimuksen 25 §:n mukai-
sella menettelylla jasenten valtuustoiden paatokselld, ja johtokunta laati loppuselvi-
tyksen. Ennen purkamista Yla-Savon SOTE kuntayhtyma erosi liikelaitoskuntayhty-
masta 30.11.2022, joten purkamisvaiheessa liikelaitoskuntayhtyman jasenina ol
enaé sairaanhoitopiireja, joihin sovellettiin samoja voimaanpanolain mukaisia peri-
aatteita. Sairaanhoitopiirit siirtyivat voimaanpanolain 20 8:n nojalla sellaisenaan hy-

vinvointialueille.

Liikelaitoskuntayhtymén jasenina olleet sairaanhoitopiirit ja Yl&-Savon SOTE kunta-
yhtyma paattivat liikelaitoskuntayhtyman purkamisesta ja purkamissopimuksen hy-
vaksymisesté toimielimissdan seuraavasti:

- PSSHP, valtuusto 24.10.2022 § 25

- Essote, valtuusto 17.11.2022 8 5

Tapahtuma 09222115557511499512 Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT
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- Siun sote, valtuusto 17.11.2022 8§ 50
- Sosteri, valtuusto 16.11.2022 § 22
- Yla-Savon SOTE 29.11.2022 (yhtyman ero astui voimaan 30.11.2022).

Varsinainen liiketoimintasiirto ja toiminnan uudelleenjarjestely toteutettiin teknisesti

kolmessa osassa ns. sekuntitransaktiona vuodenvaihteessa 2022—-2023:

1. liikelaitoskuntayhtyma purettiin ja toiminta siirrettiin jako-osuuksina sairaanhoito-
piireille,

2. voimaanpanolain (616/2021) 20 8 mukaan toiminta siirtyi sairaanhoitopiirien
mukana yleisseuraantona hyvinvointialueille, ja

3. hyvinvointialueille siirtynyt toiminta siirrettiin hyvinvointialueilta ISLAB hyvin-

vointiyhtyméaan.

Hyvinvointiyhtyman perussopimus tuli voimaan 1.8.2022. Vaikka varsinainen toi-
minnan siirto tapahtui vasta 1.1.2023, oli tdrkeaa saada yhtymalle toimivaltainen
johto jo vuoden 2022 puolella. ISLAB liikelaitoskuntayhtyman y-tunnus siirtyi hyvin-
vointiyhtymalle 1.1.2023.

Toimintaa ohjaavan lainsdaddannén muutos oli historiallisesti merkittava, ja ensim-
maisté toimintavuotta ovat leimanneet taloudellinen epdvarmuus ja monenlaiset
muutokset omistajayhteisdjen suunnitellessa muokatessa omia ohjeistuksiaan, toi-
mintamallejaan ja palveluverkkoaan. Monia asioita on pitanyt saada alkuun melko
puutteellisillakin ohjeilla, ja lainsdadantokehykseen liittyvia selvityksia tulkintaoh-

jeista teetetaadn valilla edelleen.

1.2.2 Hyvinvointiyhtyman toimielimet ja &anivallan maaraytyminen

Hyvinvointiyhtyman toimielimet ovat hallitus -nimiketta lukuun ottamatta samat kuin

likelaitoskuntayhtymassa: yhtyméakokous (ylin toimivalta, yhtyman jasenten

Tapahtuma 09222115557511499512 Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT



ISLAB

LABORATORIOKESKUS

Tilinpaatos 2023

23.2.2024

9 (70)

edustajat), hallitus (aikaisemmin johtokunta) seka tarkastuslautakunta. Yhtyméako-

kouksen edustajat valitaan edelleen joka kokoukseen erikseen, ja hallituksen ja tar-

kastuslautakunnan jasenet valitaan aluevaltuustokaudeksi. Toimielinten tehtavat ja

toimivalta on kuvattu perussopimuksessa ja hallintosdannéssa.

Yhtymakokouksessa jasenten valitsemien edustajien yhteinen 4dnimaara maaray-

tyy samoin kuin aikaisemminkin, vuosittain vuodenvaihteen (31.12.) vaestotietojar-

jestelman mukaisen hyvinvointiyhtyman edustaman asukasluvun mukaan siten, etta

kullakin jasenella on yhteensa yksi (1) 4ani jokaista alkavaa kymmenté tuhatta

(10.000) asukasta kohti.

Yhtymakokouksen aanimaaran jakautuminen

as. luku Aé&ni-

Hyvinvointiyhtyman jasen 31.12.2022 maara Osuus%
Etela-Sawon hyvinvointialue 130 451 14 250%
Pohjois-Karjalan hyvinvointialue 162 540 17 30,4%
Pohjois-Sawvon hyvinwintialue 247 689 25 446%
Yht. 540 680 56 100 %

Hallituksen kokoonpano tilikaudella

Varsinainen jasen

Varajasen

lIkka Pirskanen
Eeva-Liisa Auvinen
Pirkko Valtola
Sami Sipila

Mia Simpanen
Antti Hedman

Juha Hartikainen

lIkka Naukkarinen
Tiina Mikkonen
Mira lImoniemi
Vesa Vestala
Merja Rautiainen
Jari Saarinen
Veli-Matti Kosma

Tapahtuma 092221155¢
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Tarkastuslautakunnan kokoonpano tilikaudella

Varsinainen jasen

Varajasen

Reima Harkdnen, puheenjohtaja
Kati Ahman, varapuheenjohtaja

Jaakko Kekoni

Ritva Mahlawiori (13.12.2023 asti)
Anneli Kainulainen (13.12.2023 alkaen)
Soile Kuitunen

Markku Kakriainen

Pia Hedman

Simo Juuti (13.12.2023 asti)

Aku Latvaniemi (13.12.2023 alkaen)

Marjo Laakko (ent. Viitalahti)

Rita Ruotsalainen

1.2.3 Konsernihallinto

10 (70)

Yhtyman toimitusjohtaja vaihtui 1.9.2023 edellisen toimitusjohtajan jaatya elak-

keelle. Hallintojohtajan ja talousjohtajan virat yhdistettiin hallinto- ja talousjohtajan

viraksi 1.11.2023 alkaen talousjohtajan siirryttya toisen tyonantajan palvelukseen.

Toimitusjohtajan tehtavat ja vastuut on lueteltu hallintosaannéssa, ja konsernihallin-

non tehtavat on maaritetty toimitusjohtajan paatbksessa TJ2023-97.

Toimitusjohtaja

Johtava yliladkari, Etela-Sawon
aluelab.johtaja

Pohjois-Sawvon aluelab. johtaja
Pohjois-Karjalan aluelab. johtaja
Hallinto- ja talousjohtaja
Henkilostojohtaja
Tietohallintojohtaja
Tuotantojohtaja

Palvelu- ja viestintapaallikko
Ylihoitaja

Talousjohtaja (31.10.2023 saakka)

Merja Miettinen (31.8.2023 saakka)
Elina Felin (1.9.2023 alkaen)

P&ivi Ylikangas

Katariina Vuorenmaa
Jari Lappalainen
Anu Tervala

Laura Natunen
Mikko Mattd

Sari Véaisénen

Satu Myller

Merja Alander

Heidi Aho

1.2.4 Johtamisjarjestelméa

Yhtyman johtamisjarjestelméaa on tilikaudella tarkennettu ja tdsmennetty. Toimenku-

vat, tehtavat, vastuut ja valtuudet on méaaritetty jokaiselle viranhaltijalle.
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Johtoryhmaén, laajennetun johtoryhman, kliinisen johtotiimin, seka aluelaboratorioi-
den johtotiimien rooleja tasmennettiin. Johtoryhman ja laajennetun johtoryhmén ko-
koonpano uudistettiin.

ISLABIn johtoryhma kokoontuu toimitusjohtajan johdolla paasaantdisesti kerran vii-
kossa. Johtoryhm&an kuuluvat toimitusjohtajalle suoraan raportoivat viran- ja toi-

menhaltijat. Johtoryhman tehtavana on tukea toimitusjohtajaa ja johtoryhman jase-
nié strategisten linjausten valmistelussa ja toimeenpanossa, toimintojen suunnitte-
lussa, kehittamisessa ja yhteensovittamisessa seka hallituksessa kasiteltavien asi-

oiden valmistelussa.

Kerran kuukaudessa johtoryhma kokoontuu laajennettuna. Laajennettuun johtoryh-
maan kuuluvat johtoryhman jasenten lisaksi laaketieteelliset vastuualuejohtajat,
koulutuspaallikkd, laatupaallikko, palvelussuhde- ja turvallisuuspaallikko, ja kokouk-

siin osallistuvat myds controller seka assistentit.

ISLAB-konsernin organisaatio ja johtamisjarjestelmé kuvataan perussopimuksessa
ja hallintosaannossa, hallinnon ohjeissa (sis. mm. hyva hallintotapaohje ja eettiset
periaatteet), toimintajarjestelman kasikirjassa, toimintajarjestelméan osaamisalueku-

vauksessa sekéa aluelaboratoriokuvauksissa.

1.2.5 Alueellinen ja laéketieteellinen organisaatio

Hyvinvointiyhtyman toiminta jakautuu tulosalueisiin ja tulosyksikéihin. Tulosalueita
ovat Pohjois-Savon aluelaboratorio, Pohjois-Karjalan aluelaboratorio, Etela-Savon
aluelaboratorio seké hallinto. Aluelaboratorioiden vélilla tapahtui 1.1.2023 paikka-
kuntakohtaisia muutoksia: Pieksdmé&en kaupungissa sijaitsevat toiminnot siirtyivat
Pohjois-Savon aluelaboratoriosta Etela-Savon aluelaboratorioon, ja Heinaveden

kunnassa sijaitsevat Pohjois-Karjalan aluelaboratorioon.
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Aluelaboratorioiden johtajat vastaavat aluelaboratorioidensa toiminnasta, taloudesta
ja asiakassuhteista apunaan aluelaboratorioiden johtotiimit. Aluelaboratorion johta-

jan tehtavat on kuvattu hallintosaannossa (13 8).

Johtava ylilaékari johtaa la&ketieteellista- ja asiantuntijajohtoa (kliininen johtotiimi),
joihin kuuluvat sivutoimiset professorit, laéketieteelliset vastuualuejohtajat seka yli-
kemisti. Kliinisen johtotiimin toiminta ja tehtavat on tilikaudella tarkennettu, ja ne ku-

vataan toimintakasikirjassa.

1.2.6 Palvelutuotannon kehitys

Vuonna 2023 tuotettujen suoritteiden maara laski noin 1,4 prosenttia edellisvuoteen
nahden. Naytteenottojen maara vaheni 0,14 %. Esimerkiksi hyvinvointialueiden
henkilostopula ja erilaiset uudelleenorganisoitumiseen liittyvat seikat nakyivat nayt-
teenottojen ja analytiikan vahenemisena ISLABissa. MyoOs INR- ja covid-tutkimusten

vaheneminen nakyvat edelleen vertailtaessa edellisten vuosien suoritemaariin.

Suoritteet ISLAB 2022 2023 Ero (kpl) Ero (%)

Naytteenotto 1131 006 1132596 1590 0,14
Tutkimukset 7 699 454 7 572 847 -126 607 -1,64
Yhteensa 8 830 460 8 705 443 -125 017 -1,42
Suoritteet KONSERNI 2022 2023 Ero (kpl) Ero (%)

Naytteenotto 1146 012 1143833 -2 179 -0,19
Tutkimukset 7 808 007 7 646 205 -161 802 -2,07
Yhteensa 8954019 8 790 038 -163 981 -1,83

EKG-rekisterginteja tehtiin noin 89.600 kappaletta (+ 4 %). Tutkimuspalveluiden ja
verituotteiden myyntituotoista 97,1 % tulee palvelujen myynnista hyvinvointiyhtyman
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jasenille. Verituotteiden osuus toimintatuotoista on noin 7,1 % ja alihankintatutki-
musten noin 11 %. Naiden osalta toiminta keskittyy erikoissairaanhoitoon.

1.2.7 Asiakkuudet ja yhteistyd

Omistajakokous ja alueelliset neuvotteluryhmaét

Vuoropuhelua omistajien kanssa on tiivistetty merkittavasti. Hyvinvointiyhtyman joh-
dolla ja sen jasenien konsernijohdolla on perussopimuksessa maaratty yhteinen
omistajakokous, joka toimii hyvinvointialuelain (611/2021 8 10) mukaisena jasenten
jarjestamisvastuulle kuuluvan, yhteistoiminnassa muiden hyvinvointialueiden

kanssa tuotettavan palvelun ohjaus- ja valvontaryhméana.

Omistajakokous kokoontuu vahintdan kaksi kertaa vuodessa, ja siind sovitaan mm.
yhtyméan talouden ja toiminnan pitkan aikavalin strategisesta suunnittelusta,
palvelujen jarjestamisesta ja tuottamisesta seka niihin liittyvasta palvelumuotoilusta,
henkilosto- ja tukipalvelupolitiikoista, sekad palvelujen kayttajien osallistumis- ja vai-
kuttamismahdollisuuksista. Omistajakokous ei ole hyvinvointiyhtyman toimielin,
mutta se voi tehda aloitteita tai antaa lausuntoja yhtyméakokoukselle.

My0s alueellisten neuvotteluryhmien toimintaa on organisoitu uudelleen. Kunkin hy-
vinvointiyhtyman jasenen kanssa on muodostettu neuvotteluryhma tai -ryhmia,
joissa on seka hyvinvointialueen ettd aluelaboratorioiden edustajia. Alueelliset neu-
votteluryhmat ovat toiminnan seuranta- ja kehittdmisorganisaatioita, ja niiden tehta-
vana on mm. kartoittaa paikallisia ja alueellisia palveluiden tarpeeseen ja -tasoon
littyvia asioita. Koko hyvinvointiyhtyméan toimintaan ja kustannuksiin vaikuttavat pai-
kalliset tarpeet kasitellaan kuitenkin omistajakokouksessa. Neuvotteluryhmien ko-
kouksissa kasitelladn mm. seuraavia asioita ajankohtaiset toimintaan liittyvat asiat,

palautteet seka tiedotetaan omistajakokouksissa sovituista asioista. Alueellisten
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neuvotteluryhmien tulee noudattaa omistajakokouksen tekemia paatoksia ja linjauk-

sia.

Asiakastyytyvaisyys ja asiakaspalautetoiminta

Vuodesta 2022 alkaen ISLABissa on mitattu ja seurattu asiakaskokemusta THL:n
ASPA-kyselysuosituksen mukaisesti. ISLABIn asiakaspalvelun strategisena mitta-
rina on NPS (Net Promoter Score). Potilas-, terveydenhuollon ammattilais- ja omis-
taja-asiakasryhmille on asetettu omat NPS-tavoitteensa.

Asiakaskokemuskyselyjen tulokset ja asiakaspalautteiden raportointi ja tulosten ka-
sittely on sovittu ja ohjeistettu tydohjeella. Asiakaskokemusmittausten ja yleisten
palautteiden tavoitteena on nostaa asiakaspalveluun kehittamiskohteita ja nain
edistdd myonteista asiakaskokemusta kaikissa asiakasryhmissa.

1.2.8 Opetus, tutkimus ja tuotekehitys

ISLABIn henkilokunta on yhteisty6ssé Ita-Suomen yliopiston kanssa osallistunut
laéketieteen, hammaslaéketieteen ja terveyden biotieteiden ja farmasian perusope-
tukseen, opinnaytetdiden ohjaamiseen seka ammatillisen jatkokoulutuksen toteu-
tukseen. Ita-Suomen yliopiston kliinisen mikrobiologian ja kliinisen kemian professo-
rit toimivat ISLABIssa erikoisalojensa mukaisissa asiantuntijatehtavissa. ISLAB on
my0s tehnyt aktiivista yhteisty6ta ammattikorkeakoulujen ja -oppilaitosten kanssa
myo6s bioanalyytikkokoulutuksessa.

My0s tutkimustyota tehd&aén yhteistydssa Ita-Suomen yliopiston ja ammattikorkea-
koulujen kanssa. Vuonna 2023 aktiivisia tutkimushankkeita oli yhteensa 75, joista
kliinisia laéketutkimuksia 21, hoitoon liittyvia 16 ja tutkijalahtoisia 38 kpl. Naytteita
on analysoitu mm. Kuopion yliopistollisen sairaalan, Itd-Suomen yliopiston, It&d-Suo-
men Biopankin, THL:n seka tutkijalahtdisten VTR-tutkimusten toimeksiannosta.
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ISLAB hyvinvointiyhtyméa tukee omaa tieteellista tutkimusta ja siihen liittyvaa tuote-
kehitysta sisaiselld tutkimusrahoituksella. Tutkimustyon ja tuotekehityksen tavoit-
teena on laboratoriotutkimusten ja palveluiden kehittdminen ja parantaminen huo-
mioiden asiakkaiden ja omistajien tarpeet. Tutkimusrahoitusta voidaan myontaa
hankkeisiin, joiden pddmaarana on kansallinen tai kansainvélinen tieteellinen jul-
kaisu tai akateeminen opinnaytety6. Rahoitusta on myonnetty 4 erilliselle hank-

keelle, joiden aiheet liittyvat virologiaan ja immunologiaan.

1.3 Olennaiset muutokset hyvinvointiyhtyméan toiminnassa ja taloudessa

1.3.1 Toiminnan siirtyminen liikelaitoskuntayhtymasta

Luvussa 1.2.1 kuvatun toiminnan uudelleenjarjestelyn ja sopimusmenettelyiden
osapuolten yhteisena tarkoituksena oli ensi vaiheessa varmistaa ISLABIn tuottaman
palvelutoiminnan saatavuuden ja laadun katkeamattomuus organisaatiomuutosten
tapahtuessa. Liikelaitoskuntayhtyman siirtokelpoiset vastuut ja velvoitteet siirtyivat

hyvinvointialueiden kautta hyvinvointiyhtymalle.

Liikelaitoskuntayhtyman henkilosto siirtyi yhten& kokonaisuutena Pohjois-Savon
sairaanhoitopiirin seka Pohjois-Savon hyvinvointialueen kautta ISLAB hyvinvointiyh-
tyman palvelukseen vanhoina tyontekijoina tydsopimuslain 1 luvun 10 8:nja 7 luvun
5 8:n seka kunnan ja hyvinvointialueen viranhaltijasta annetun lain 25 8:n ja 39 8:n
mukaisesti. Henkildston siirrosta ja sen periaatteista sovittiin tarkemmin kaikki siirto-
jarjestelyt ja -vaiheet kattavassa, erikseen ao. osapuolten kesken solmitussa henki-
|6ston siirtosopimuksessa. Siirtyvaa henkilostod koskeva lomapalkkavelka siirtyi ko-

konaisuudessaan siirtojen kautta ISLAB hyvinvointiyhtymalle.

ISLAB ja sen jasenet ovat perussopimuksen mukaisesti sopineet yhteisella palvelu-
sopimuksella laboratoriotoiminnan jarjestamisesta, rahoituksesta seké toiminnan

laajuudesta. Puitesopimuksella on sovittu osapuolten valilla kliinisen kemian,
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kliinisen mikrobiologian sekd hematologian, genetiikan laboratoriopalveluiden ylei-
sista periaatteista siten, ettd ne tuotetaan kaikille hyvinvointiyhtyman jasenille yhte-
naisesti, jarkevasti koko yhteison etua ajatellen, seka kunkin hyvinvointialueen pal-
velutarpeen mukaisesti. Lisdksi on sovittu laboratorioalan opetukseen ja viran-
omaistoimintaan liittyvista yksityiskohdista. Puitesopimuksen yksityiskohtia tarken-
netaan erikseen allekirjoitettavilla liitteilla tai palvelukuvauksilla vastaamaan hyvin-
vointialueiden palvelutarpeita ja -verkostoa sita mukaa, kuin alueelliset suunnitelmat
tarkentuvat. Kokonaisuudesta neuvotellaan kaikkien omistajien kesken omistajako-
kouksessa, joka on erillisen& neuvoa antavana, mutta perussopimuksessa méaaritel-

tyna kokouksena uusi menettely aikaisempaan toimintaan verrattuna.

Vuoden 2023 aikana puitesopimukseen lisattiin seuraavat liitteet: 1) HenkilGtietojen
kasittely, 2) Akkreditointiin viittaaminen ja 4) Hyvinvointialueiden velvoitteisiin kuulu-

vien, kliinisen laboratoriotoiminnan viranomaistehtavien ja valmiuden yllapito.

1.3.2 Muutokset palvelurakenteessa

Jo aikaisempina vuosina aloitettu analytiikan tuotantopaikkojen uudelleenjarjestely
on toteutunut vuonna 2023 hyvinvointialueiden kanssa sovitun palveluverkkosuun-
nitelman mukaisesti: kiireettomat verenkuvatutkimukset, peruskemian tutkimukset,
INR-analytiikka ja virtsaviljelyt tehdéan keskus- ja sairaalalaboratorioissa. Naytteen-
ottoverkostoa ei supistettu, mutta laboratorioiden aukioloaikoihin tehtiin tarkennuk-

sia.

Muutoksen tarkoituksena on varmistaa perusterveydenhuollon ja erikoissairaanhoi-
don tarvitsemien laboratoriopalvelujen saatavuus ja kustannustehokkuus ISLABIn
toiminta-alueella. Menettelylla hillitddn myds perusanalytiikan kustannusten nousua

vahentamalla laitehankintojen tarvetta ja huoltokustannuksia.
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Rakenteiden uudistaminen jatkuu edelleen vuonna 2024 mm. INR-analytiikan, virt-
saviljelyiden, laskoanalytiikan ja verensiirtoanalytiikan osalta. Yhtyman toiminta so-
vitetaan omistajien palveluverkkosuunnitelmiin sitd mukaa, kun suunnitelmat vie-

daan kaytantoon.

1.3.3 Muutokset maksuvalmiudessa

Luvussa 1.2.1 kuvattuun toiminnan uudelleenjarjestelyyn liittyvissa sopimuksissa
sovittiin, etta liikelaitoskuntayhtyman taseessa olevat tilikausien ylijaagmat palautet-
tiin vuoden 2022 tilinpaatoksen jalkeen jasenille. Liikelaitoskuntayhtyman tilinpaatos
vahvistettiin jAsenten aluevaltuustoissa kesakuussa 2023, ja taseen ylijadmat pa-
lautettiin syyskuussa 2023. Liikelaitoskuntayhtyman v. 2022 tilinpaatoksessa vah-
vistettu ylijaama ja edellisten tilikausien ylijagama oli yhteensa 5.651.550,41 €. Tama

on vaikuttanut yhtyman maksuvalmiuteen merkittavasti.

1.3.4 Lainsaadannon vaatimat tietojarjestelmahankkeet

Viime vuosina toteutettujen tai aloitettujen hankkeiden (esim. laakintalaitteiden CE-
merkinta tai asianhallinta) lisdksi myds lahivuosina joudutaan toteuttamaan useita
lainsaadannon vaatimuksien vuoksi tehtévia tietojarjestelméamuutoksia. HETU-uu-
distus, NIS2 ja varmennekorttien kayttdonotto vaativat muutoksia tietojarjestelmiin
ja laitteisiin. Myds omistajayhteisojen tai yhteiskumppaneiden jarjestelma- tai orga-
nisaatiomuutoksista aiheutuu muutoksia ISLABIn toimintoihin, ja siten myds lisékus-

tannuksia. Tallainen on esim. sydparekisterin tietokantamuutos.
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1.3.5 Tyoelaman kehittdmisraha

KEVA on myontanyt hyvinvointiyhtymalle Ty6elaman kehittamisrahaa 25.000 eu-
roa. Hankkeen teemoja ovat tydssa tukeminen viimeisten tyévuosien aikana, tyo-
urien pidentdminen, joustavan tyonteon mahdollistaminen henkilon jo jaatya elak-
keelle seké esihenkildiden ikdjohtamiseen liittyvan koulutuksen toteuttaminen.
Hanke toteutetaan 10/2023-7/2025 vélisena aikana.

1.4 Hyvinvointiyhtyman henkilosto

1.4.1 Henkil6ston maéara ja rakenne

Vuoden 2023 lopussa ISLABIn palveluksessa oli 582 tyontekijad (2022/574), joista

vakinaisia 85,2 %, maaraaikaisia/sijaisia 14,3 % ja viransijaisia/avoimen viran hoita-
jia 0,7 %. Naisia henkilostosta oli 92,4 % ja miehid 7,6 %. Sukupuolijakauma mukai-
lee sosiaali- ja terveysalan valtakunnallista sukupuolijakaumaa. Toimintakauden ai-

kana paivitettiin henkiléston tasa-arvo- ja yhdenvertaisuussuunnitelma.

Henkilostomaara 31.12 2023 2022 2021
Pohjois-Savon aluelaboratorio 300 313 324
Vakinaiset 257 267 272
Méaéraaikaiset/sijaiset/muut 43 46 52
Pohjois-Karjalan aluelaboratorio 152 148 149
Vakinaiset 127 132 131
Maéraaikaiset/Sijaiset/muut 25 16 18
Eteld-Savon aluelaboratorio 109 92 93
Vakinaiset 91 80 74
Maéraaikaiset/sijaiset/muut 18 12 19
Hallinto 21 21 19
Vakinaiset 21 15 15
Méaéraaikaiset/sijaiset/muut - 6 4
YHTEENSA 582 574 585
joista vakinaisia 85 % 86 % 84 %
joista maaraaikaisia/sijaisia/muut 15 % 14 % 16 %
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Henkildstokulut olivat yhteenséa 29.372.600 e. Henkilostokulut kasvoivat vuoteen
2022 nahden 1,2 milj. euroa. Henkildstokulujen kasvuun vaikuttivat tyo- ja virkaeh-
tosopimuksiin sisaltyvien sopimuskorotusten maksaminen (yleiskorotukset, paikalli-
nen jarjestelyera, kehittdmisohjelmaera, paikallinen yhteensovittamisera) seka lo-
mapalkkavelan maaran kasvu. Lisaksi tybaikakorvauksia maksettiin vuonna 2023 n.
84.000 euroa enemman kuin vuonna 2022.

Toteutunut tydpanos vuonna 2023 oli 543 HTV (sama kuin 2022). Sairauspoissa-
olopaivia oli 17,6 kalenteripaivaa per henkild. Vuonna 2022 sairauspoissaolopaivia
oli 19,6 kalenteripéaivaa per henkild. Tavoite oli saada pienennettyd sairauspoissa-
oloja 2 pv/hl6 tarkoittaen, etta poissaoloja olisi enintaan 17,6 pv/hl6 vuoden 2023
aikana, eli tavoite saavutettiin. Yhteensa sairauspoissaolopaivia oli 10.270 kalente-
ripaivaa (sairauspoissaoloprosentti 4,52 %). Sairauspoissaolojen syina olivat erityi-
sesti lyhyet alle 5 kalenteripaivan poissaolot (hengitystie- ja vatsatauti-infektiosai-
raudet) seka pidemmat yli 30 pv kestavat poissaolot, joissa syina korostuivat erityi-
sesti psykososiaalisiin kuormitustekijoihin liittyvat poissaolot eli jaksamiseen liittyvat
haasteet. Vuoden 2023 aikana ISLABissa otettiin kayttoon korvaavan tydn toiminta-
malli, ja varhaisen tuen toimintamalli paivitettiin. Sairauspoissaolojen vahenta-

miseksi tehdaan yhteistyota tydterveyshuollon palvelutuottajien kanssa.

1.4.2 Houkutteleva ja hyvinvoiva osaajayhteiso

Strategiaohjelman mukaisesti ISLABIn tavoitteena on olla houkutteleva ja hyvin-
voiva osaajayhteiso, eli yhteiso, joka tukee tydhyvinvointia ja tyotyytyvaisyytta, ja
samalla asiantuntijayhteiso, jossa henkiléston osaaminen on korkeaa ja joka on ve-
tovoimainen ja turvallinen tydpaikka johon henkildsté on sitoutunut. Toimintaa ohjaa
henkilostohallinnon kehittdmissuunnitelma, jossa mm. suunnitellaan tyéhyvinvoin-
nin, tydsuojelun seka osaamisen hallinnan kehittdmisen painopistealueet kullekin

toimintakaudelle.
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Vuoden 2023 aikana ISLABIn palkkausjarjestelmaa kehitettiin yhdesséa henkiloston
edustajien kanssa. Laboratoriohoitohenkildstélle otettiin kayttoon tyon vaativuuden
arviointiin perustuvat palkkakorit sekéa ladkarisopimuksen alaiselle henkilostélle val-
misteltiin osaamiseen ja vastuuseen perustuva OSVA-uraporrasjarjestelma. Henki-
I6ston vaikutusmahdollisuuksia kehitettiin, ja henkilostolle toteutettiin laaja henkil6s-
tokysely seka suppeampia kyselyitd muun muassa tydterveyshuoltopalveluista,
LEAN-osaamisesta ja halukkuudesta kehittdd LEAN osaamista, seka laboratorio-
hoitohenkildston tyévuorolistan pituudesta. Liséksi sisdisten koulutusten palautetta
kerattiin systemaattisesti toiminnan ja koulutustarpeiden kartoittamiseksi.

Toimintakauden aikana edistettiin oman tyon ja tyoyhteison kehittdmisen mahdolli-
suuksia muun muassa aloitetoiminnan periaatteilla. Aloitetoiminnalla tarkoitetaan
tyontekijoiden tekemien kehittamisehdotusten keraamista seka ehdotusten kautta
tapahtuvaa tydyhteison kehittamista, kehittdmisideoiden arviointia ja mahdollista

palkitsemista.

Henkilostohallintopalveluissa on edistetty sdhkoisia jarjestelmid, ja vuoden aikana
valmisteltiin Laatuportti -ohjelman kayttoonottoa. HR palveluissa Laatuportti -ohjel-

maa hyddynnetddn sahkoisissa tyodturvallisuusilmoituksissa seka aloitetoiminnassa.

Esihenkiloty6ta ja esihenkildiden tueksi on valmisteltu ISLAB-tasoisia henkiléstohal-
linnon ohjeita. ISLABIlle mydnnettiin KEVAN tydelaman kehittdmisraha, jonka paino-
pisteend on esihenkilotydn tukeminen ikajohtamisen teemaan liittyen. Esihenkildille
suunniteltiin lisdksi "esihenkildiden tydkalupakki” -koulutuskokonaisuutta, joka kayn-
nistyy vuoden 2024 aikana. Kehityskeskustelu- ja osaamisen arviointiin liittyvat lo-
makkeet paivitettiin. Kehityskeskusteluiden merkitysta edistettiin, ja ISLABIn henki-

|6stosta 53 % kavi vuoden aikana kehityskeskustelun oman esihenkilonsa kanssa.

Tilikauden aikana toteutettiin yhteistydssa Sansian kanssa tyoterveyshuoltopalvelui-
den kilpailutus Pohjois-Savon seka Eteld-Savon toimipisteiden henkildstélle.

Tapahtuma 09222115557511499512 Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT



ISLAAS Tilinpaatos 2023 21 (70)

LABORATORIOKESKUS
23.2.2024

Uudeksi tyoterveyshuoltopalveluiden palvelutuottajaksi ko. alueilla valittiin Pihlaja-
linnan Terveys Oy. Pohjois-Karjalassa palveluntuottajana jatkaa edelleen Siun ty6-
terveys Oy. Tyo6terveyshuollon palvelutuottajien kanssa on tehty tiivista yhteistyota,
paivitetty tyoterveyshuollon palvelusopimukset seka tyoterveyshuollon toiminta-
suunnitelmat. Toimintasuunnitelmiin on sisallytetty tavoitteet tyoterveyshuollon yh-
teistyélle seka palveluiden laadulle ja saatavuudelle tavoitteena entista tehok-
kaampi, tiiviimpi yhteistyd sairauspoissaolojen ennalta ehkaisemiseksi ja niiden va-

hentamiseksi.

Yhteisty0 henkilostojarjestdjen kanssa on tiivista. Vuoden 2023 aikana pidettiin 9
yhteisty6toimikunnan kokousta, 6 paikallisneuvottelua seka lukuisia saanndllisia va-
paamuotoisia yhteistyOpalavereita henkildston edustajien kanssa esim. jarjestelyva-

raeréneuvotteluihin ja muihin ajankohtaisiin henkildstéasioihin liittyen.

Hyvinvointiyhtymassa on valmisteltu erillinen henkiléstokertomus vuodelle 2023.
Henkildstokertomuksessa on kerrottu tarkemmin henkilostohallinnollisia tunnuslu-
kuja, selostettu yhteistoiminnan toteutumista, tydéhyvinvoinnin ja tydsuojelun paapai-
nopisteita, seka kerrottu osaamisen hallinnan edistamisesta vuoden 2023 aikana.

1.4.3 Ympaéristdasiat ja muut ei-taloudelliset asiat

Hyvinvointiyhtyman hyva hallintotapa -ohje (vrt. corporate governance), ja eettiset
periaatteet -ohje hyvaksyttiin hallituksessa 5.5.2023. Hyva hallintotapa koostuu mm.
lainsdddanndsta, viranomaisohjeista, yhtymakokouksen, hallituksen seka toimitus-
johtajan hyvaksymista sdannoista, toimivallan siirroista, yhtyman ohjeista (mm. eet-
tiset periaatteet), seka yhtymassa omaksutuista parhaista kaytanteista, joiden nou-
dattamiseen jokaisen viran- ja tehtavanhaltijan seka luottamushenkilon tulee yhty-
massa sitoutua. Jokaisen tyontekijan velvollisuus on esim. my6s huolehtia siita, etta
tyotehtavissdéan, toiminnassaan, paatoksissaan ja kaytokselldéan edistaa eettisten
periaatteiden toteutumista.
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ISLAB on jo muutamia vuosia sitten liittynyt Suomalaisen Tyon liiton jaseneksi, ja
noudattaa siten myads liiton vastuullisuusperiaatteita. Naita periaatteita ovat tyopaik-
kojen luominen, vastuullisena tydnantajana toimiminen, ymparistovastuu seké tuo-
tannon ja toiminnan vastuullisuus. Ymparistovastuun osalta liitto edellyttaa, etta yri-
tys noudattaa voimassa olevaa ymparistolainsdddantoa ja varmistaa osaltaan, etta
toiminnassa on toiminnan edellyttamét luvat kunnossa sekd noudattaa ymparisto-
asioissa huolellisuutta. TAman lisaksi yrityksen tulee pyrkia estamaan vaaroja ja mi-
nimoimaan mahdollisesti toiminnan aikana syntyneita haittoja. Yritys tunnistaa
myo6s sen keskeiset hiilijalanjaljen tekijat ja pyrkii toiminnallaan vahentdméaéan nega-

tilvisia ilmastovaikutuksiaan.

ISLABIlla ei ole omia kiinteistdja vaan se toimii padsaantoisesti hyvinvointialueilta
tai kunnilta vuokratuissa tiloissa. Muutamaa pienté toimipaikkaa lukuun ottamatta
ISLABIlla ei ole omia sahko- tai vesi sopimuksia, ja jatehuolto jarjestetddn paaasi-
assa kunkin alueen hyvinvointialueen kanssa yhteistyona. Jatteet lajitellaan ja pa-
kataan laboratorioissa vuokranantajan ohjeiden mukaisesti. Ymparistolle haitalliset

ongelmajatteet toimitetaan asianmukaisesti havitettavaksi.

Laajasta toimialueesta ja pitkista valimatkoista johtuen naytteita joudutaan kuljetta-
maan paivittain. ISLABIn naytekuljetukset suunnitellaan tarkasti ja kilpailutetaan toi-
minnan kannalta jarkevasti. Kuljetukset pyritddn mahdollisuuksien mukaan hoita-

maan yhteistydssa hyvinvointialueiden ja Servica Oy:n kuljetusten kanssa.

ISLAB siirtyi v. 2023 ensimmaisené perusterveydenhuollon laboratoriona Suo-
messa ponnekaasuttomiin, inhaloitaviin |Adkeaineisiin keuhkojen toimintakokeissa
(spirometria, 4000 kpl/v). Arvioiden mukaan yhden inhalaattorin keskimaarainen hii-
lijalanjalki on talla hetkella noin 0,580 kg CO2e, kun ponnekaasuaerosolien 10-37
kertaa suurempi. Kun tarkastellaan inhalaatiohoidon ilmastovaikutuksia, kuivajau-

heinhalaattoreilla on siis hyvin pieni hiilijalanjalki.
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1.5 Arvio todennakdisestéa tulevasta kehityksesta

Hyvinvointialueiden taloudellinen ahdinko ja henkilostopula nakyvat myos ISLA-
Bissa. Hyvinvointialueet muokkaavat palveluverkkoaan ja tekevat suunnitelmia toi-
mintansa ja taloutensa tasapainottamiseksi koko ajan, mika lisaa painetta nopeut-
taa palvelurakenteiden uudistamista myds ISLABissa. Henkiloston veto- ja pitovoi-
man kasvattamiseen liittyvat toimenpiteet on nostettu yhdeksi yhtyméan strategisista
painopistealueista. Palveluverkon muokkaamisella pyritadn my6s siihen, etta saata-

villa oleva tydvoima riittaa kattamaan palvelutuotannon vaatimukset.

Taloussuunnitelmassa vuodelle 2024 on kuvattu tuottavuustoimet talouden tasapai-
nottamiseksi pitkalla aikavalilla. Tavoitteena on, ettd vuonna 2027 vuosikate riittda
poistoihin (taulukko). Tahan tahtaavat strategiaohjelmaan laaditut strategiset toi-
menpiteet vuosille 2024-2025.

1000 € ulkoiset TA 2024 TS 2025 TS 2026 TS 2027 TS 2028
Toimintakate 896 1266 1 646 1662 1679
Vuosikate 922 1293 1673 1690 1707
Poistot -1349 -1 820 -1 840 -1610 -1390
Tilikauden tulos -426 -527 -167 80 317
Poistoeron ja varausten lisays (-)
tai vahennys (+) 700 1000 1000 1000 700
TILIKAUDEN YLI-/ALIJAAMA 274 473 833 1080 1017
Vaikutus maksuvalmiuteen
Toiminnan jainvestointien rahavirta -864 -441 173 390 407

Tuottavuusohjelman ennakoitu vaikutus tilikauden tulokseen ja maksuvalmiuteen pidemmalla aikavalilla

Tuottavuusohjelma on haasteellinen, ja edellyttaa tulevilta vuosilta erittain tiukkaa
kulukuria ja toiminnallisten muutosten tasmallista |apiviemista, jolloin tilikauden tu-
loksen on mahdollista jaada maltillisesti ylijadmaiseksi. Normaalin investointikyvyn
yllapitdminen edellyttdd maksuvalmiuden parantamista etenkin, mikéli hyvinvoin-

tiyhtyma ei tulevaisuudessakaan ota lainaa investointeihin.
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Yhtyman perussopimuksen mukaan hinnoittelun tulee olla kustannusvastaavaa, jo-
ten hinnoittelua tulee voida korottaa maltillisesti vuosittain, mikali strategia- ja tuot-
tavuusohjelman mukaisilla suunnitelmallisilla tuotannon kehittamistoimenpiteilla ei
muutoin saavuteta asetettua vuosikatetavoitetta. Kustannusvastaavuuden varmista-
miseksi jo kaynnistetty kustannuslaskentaohjelmiston hankinta toteutetaan, ja las-
kennan tiedot otetaan hinnoittelun pohjaksi vuoden 2025 taloussuunnittelussa.

Keskeisena tyokaluna tuottavuustavoitteen toteutumisessa on yhdessa omistajien
kanssa laadittava ISLAB-tasoinen aikataulutettu suunnitelma toimipaikkojen palve-
luvalikoimasta ja sen muutoksista, seka sen toteuttaminen sovitussa aikataulussa.
Suunnitelman tavoitteena on automaation ja volyymiedun hyddyntaminen analytiik-
kaa keskittamalla silloin, kun asiakastarve sen mahdollistaa. TAméa vahentad myos
laiteinvestointitarpeita ja huoltokustannuksia.

Toinen keskeinen kokonaisuus on naytteenotto- ja asiakaspalveluprosessin suju-
voittaminen ja yhtenaistaminen. Toimipaikkojen resurssisuunnittelua varten laadi-
taan ISLAB-tasoinen, yhdenmukainen ja tietoon perustuva henkiléstomitoitus, jolla

turvataan oikea osaaminen oikeaan aikaan ja oikeassa paikassa.

Naytteenoton palveluverkkoa tarkastellaan yhdessa omistajien kanssa niin, etta se
vastaa palvelutarpeita ja hyoédyntda mahdollisimman pitkélle hyvinvointialueiden
kanssa yhteisia toimitiloja. Naytteenottopalvelu tuotetaan lahella asiakasta.

Tavoitteena on myds tarjota omistaja-asiakkaille aktiivisesti uusia, yhteisesti hyvak-
syttyja palveluja ja toimintamalleja asiakasarvon kasvattamiseksi (vrt. esim. seulon-

takeskus, vierianalytiikka), omistaja-asiakkaan kokonaishy6ty huomioiden.
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1.6 Arvio merkittavimmista riskeistd ja epavarmuustekijdistd sekd muista

toiminnan kehittymiseen vaikuttavista seikoista

Yhtyman rahoitus muodostuu l&hes kokonaisuudessaan laboratoriopalvelujen
myyntituotoista. Vaikka laboratoriopalveluiden tarpeen voitaisiin olettaa jopa hieman
kasvavan itasuomalaisen vaeston ikdantymisen ja laaketieteen yleisen kehityksen
vuoksi, kasvua hidastavat hyvinvointialueiden taloudellinen tilanne ja henkil6sto-
pula. Liséksi on varsin todennékdista, ettd laboratoriotutkimusten kysynta laskee
aiempiin vuosiin verrattuna jo pelkéastaan sosiaali- ja terveydenhuollon uudelleenjar-
jestelyn vuoksi (organisaatioiden ja tietojarjestelmien yhdistyminen). Kysynnan las-
kulla on suora vaikutus tulokertymé&an ja siten myods maksuvalmiuteen. Maksuval-
miusriski& voidaan tarvittaessa tasata luottolimiitill& ja viime kadessa lainanotolla.
Yhtymalla ei talla hetkella ole lainkaan pitkaaikaista velkaa, joten lahtbasetelma on

hyva.

Henkildston saatavuus on noussut keskeiseksi riskiksi ja ammattitaitoista henkil0s-
t6& on yhé vaikeampaa saada. Yhtyman pito- ja vetovoimaa on pyritty parantamaan
mm. huolehtimalla henkilostohallinnon prosessien sujuvuudesta, palkkapolitiikan
oikeellisuudesta, l&hijohtamisesta seka ohjeistusten parantamisesta. Johtamisjar-
jestelm&an kohdistuvia riskeja on pyritty minimoimaan tehtavankuvien ja vastuiden
selkiyttamisella, ohjeiden uudistamisella, sijaistus- ja varallaolosuunnitelmilla seka
johtamiskoulutuksella. Kiristynyt geopoliittinen tilanne edellyttda lisdresursointia val-
miuteen, varautumiseen ja riskienhallintaan, joten vuoden 2024 taloussuunnitel-

massa on uusi valmiussuunnittelijan tehtava, joka on taytetty sisaisena siirtona.

Yleinen geopoliittinen tilanne, kyberuhkat, luonnonilmiot tai pandemiat voivat vaikut-
taa tavaroiden saatavuuteen tai tuoda nopeita vaihteluita tuotannon, varmuusvaras-
toinnin tai rahoituksen tarpeeseen. Menot voivat kasvaa yleisen kustannusten nou-

sun lisaksi myds erilaisten lakisdateisten uusien toimintojen tai kilpailutuskokonai-

suuksien uusinnan yhteydesséa eika ennakoimattomiin kuluihin ole voitu varautua.
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Yhtenainen laitekanta, analyysituotannon varalaiteverkosto seka kattava kuljetusjar-
jestelma helpottavat reagointia ongelmatilanteisiin. Julkisen sektorin suurimpien la-
boratoriotoimijoiden kesken solmittu terveydenhuoltolakiin perustuva yhteistydsopi-

mus parantaa osaltaan palvelutuotannon riskien hallintaa.

Palveluverkosto muokataan vastaamaan hyvinvointialueiden palveluverkkoja. Jo

toteutetuilla ja kaynnistetyilla rakenteellisilla ja toiminnallisilla muutoksilla seké yh-
teiskilpailutuksia hyddyntamalla pyritddn hidastamaan kustannusten nousua ja va-
rautumaan seka taloudellisiin etta henkilostoriskeihin. Investoinneista toteutetaan

l[&hivuosina vain lakisaateiset tai strategian toteuttamisen tai toimintavarmuuden

kannalta valttamattomat hankkeet.

Paaministeri Petteri Orpon hallituksen ohjelmaan on kirjattu lukuisia tavoitteita ja

toimenpiteita liittyen inhouse-yhtididen toimintaan. Ehdotettujen muutosten ei arvi-
oida vaikuttavan suoraan hyvinvointiyhtyméan konsernirakenteeseen tai toimintaan,
eikd& sen asemaan omistajiinsa nahden. Ehdotetut muutokset muodostavat kuiten-
kin merkittavan toiminnallisen ja taloudellisen riskin koskien ISLABIn palvelujen os-

toja osakkuusyhteisoilta.

1.7 Selonteko hyvinvointiyhtyman sisaisen valvonnan, sisaisen tarkastuk-

sen ja riskienhallinnan jarjestamisesta

Sisaista valvontaa ja riskienhallintaa ohjataan hyvinvointiyhtymassa ohjekokonai-
suudella, johon on koottu ajantasaisen hyvinvointialuelain, hallintosaannén seka
muiden yleisohjeiden maarayksia. Yhtymakokouksen antamissa perusteissal on
kuvattu toiminnan tarkoitus ja tavoitteet, siihen liittyvaa lainsdadantda ja yhtyman

1 Ohije siirtynyt liikelaitoskuntayhtymalta, paivitetty ja hyvéksytty uudelleen 13.12.2023.
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siséisia sdantoja, kasitteita toiminnan tarkoitus ja tavoitteet seka eri toimielimien ja
viran- ja toimenhaltijoiden sisaisen valvonnan ja riskienhallinnan tehtavat ja vastuut.
Hallituksen antamassa ohjeessa? tarkennetaan sisaisen valvonnan ja riskienhallin-

nan roolia osana yhtyman hyvaa hallintotapaas.

Konsernin viran- ja tehtavanhaltijat, aluelaboratorioiden johtajat, laaketieteelliset
vastuualuejohtajat ja esihenkil6t vastaavat kukin omalta osaltaan sisaisen valvon-
nan ja riskienhallinnan toimeenpanosta ja tuloksellisuudesta vastuualueillaan. Kon-
sernihallinnossa laaditaan vuosittain suunnitelma, jossa maaritelldén sisdisen tar-
kastuksen painopistealueet yleis-, talous- ja henkil6sto- ja tietohallinnon osalta.
Vuosisuunnitelmassa esitettyjen painopistealueiden tarkastuksista sek& muista
poikkeamista normaalista toiminnasta tehdaan tarkastusraportti toimitusjohtajalle, ja
ne toimivat pohjana myds vuosittaiselle raportille. Vastuuhenkiléiden on myds paa-
saantoisesti kerran kuukaudessa raportoitava laajennetussa johtoryhmassa toimi-
tusjohtajalle asetettujen toiminnallisten ja taloudellisten tavoitteiden toteutumisesta
seka mahdollisista oleellisista sisdisessa valvonnassa esille tulleista havainnoista.

Palvelutuotannon riskienhallinta ja toimipistekohtainen arviointi- ja auditointimenet-
tely painopistealueineen on kuvattu toimintakéasikirjassa. Akkreditoitua (FINAS,
TO72) toimintajarjestelmaa arvioidaan seka sisaisesti etta ulkoisesti (FINAS) kai-
kissa aluelaboratorioissa. Kaikki aluelaboratoriot ovat akkreditoinnin piirissa.

ISLABIN riskinarvioinnin yhteenveto tarkistetaan vuosittain osana johdon katsel-
musta, ja riskien arvioinnista laaditaan vuosittain yhteenveto osana sisdisen valvon-
nan raportointia. Nailla menettelyilla sisdinen valvonta ja riskienhallinta on kytketty
merkittaviksi osiksi yhtyman johtamis- ja hallintojarjestelméaa, strategista ja operatii-

vista toiminnan suunnittelua, paatoksentekoa, seurantaa, poikkeamiin reagoimista

2 Ohije siirtynyt liikelaitoskuntayhtymalta, paivitetty ja hyvaksytty uudelleen 22.9.2023.
3 Kokonaisuuteen liittyvat kiintedsti myds hyva hallintotapa- ja eettiset periaatteet -ohjeet, jotka l6ytyvéat ohjehallinnasta.
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seka suoriutumisen arviointia. Sisaista valvontaa ja riskienhallintaa ei eriyteta
muusta tavoitteiden saavuttamiseen tahtaavasta toiminnasta, vaan se on jatkuva
osa paéivittaista johtamista, ohjaamista ja tyon toteuttamista. Sisainen valvonta to-
teutuu mm. selkeina tehtavien, toimivallan ja vastuiden jakoina, valvonta ja rapor-
tointivelvoitteina, tietojen ja tietojarjestelmien suojaamisena, omaisuuden turvaami-

sena ja sopimusten hallintana.

Konsernihallinnon viran- ja tehtavanhaltijat ovat v. 2023 toteuttaneet sisaista val-

vontaa ja riskienhallintaa suunnitelmien mukaisesti, ja raportoineet siita toimitusjoh-
tajalle. Tehtyjen havaintojen mukaan on suunniteltu ja toteutettu korjaavia toimenpi-
teitd. Merkittavia poikkeamia tai vaarinkaytoksia ei ole havaittu. Riskitekijoiden arvi-

ointi on vuonna 2023 dokumentoitu Granite-ohjelmiston avulla.
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1.8 Tilikauden tuloksen muodostuminen ja toiminnan rahoitus

1.8.1 Tilikauden tuloksen muodostuminen

2022

74 599
-71728

2871

20
-174

2718
-950
1768
-1126
643

2023
Toimintatuotot 69 400
Toimintakulut -68 904
Toimintakate 496
Rahoitustuotot ja -kulut
Korkotuotot 83
Muut rahoitustuotot 9
Muut rahoituskulut -3
Vuosikate 584
Poistot ja arvonalentumiset -1417
Tilikauden tulos -832
Tilinpaatossiirrot 862
Tilikauden ylijaama (alijaam &) 30
TULOSLASKELMAN TUNNUSLUVUT
Toimintatuotot/Toimintakulut, % 100,72
Vuosikate/Poistot, % 41,24

104,00
286,17 4

Yhtyman tulorahoitus on alijddmaéainen. Toimintatuotot riittivat viela tilikaudella toi-

mintakulujen kattamiseen, mutta vuosikate ei riittanyt kattamaan poistoja. Yhty-

massa on viimeksi kuluneina neljana tilikautena tehty mittavia investointeja, joten

poistojen maara on suuri. Yhtyman tilikausi on kuitenkin ylijadmainen, koska inves-

tointeja on katettu aiemmin tehdyilla investointivarauksilla. Vuodelle 2024 laaditun

talousarvion yhteydessé on esitetty toimenpiteet tuottavuusohjelmaksi vuodelle

2024 niin, etta ylijgama on >0, seka suunnitelma talouden tasapainottamisesta pit-

kalla aikavalilla siten, etta tilikauden tulos >0 sen jalkeen, kun investointivaraukset

on kaytetty. Tuottavuusohjelmaa on kuvattu tarkemmin luvussa 1.5.

4

Toimintatuotot prosenttia toimintakuluista = 100 * Toimintatuotot/ (Toimintakulut — Valmistus omaan kayttoon)
Vuosikate prosenttia poistoista = 100*Vuosikate/Poistot ja arvonalennukset

Vuosikate euroa/asukas -tunnuslukua ei esiteté, koska hyvinvointiyhtymalla ei ole asukkaita.
Hyvinvointiyhtymé&n omistajien kattamalla alueella on 31.12.2022 tietojen mukaan 540.680 asukasta.
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1.8.2 Toiminnan rahoitus
(1000 €) 2023 2022
Toiminnan rahavirta
Vuosikate 584 2718
Tulorahoituksen korjauserat 0 10
Investointien rahavirta
Investointimenot -1 384 -2 958
Pysyvien vastaavien luovutustulot 0 4
TOIMINNAN JA INVESTOINTIEN RAHAVIRTA -800 -227
Rahoituksen rahavirta
Antolainauksen muutokset
Antolainasaamisten lisays 0 -32
Lainakannan muutokset
Oman padoman muutokset -5 652 -2 550
Muut maksuvalmiuden muutokset
Toimeksiantojen varojen ja padomien muutokset 0 -10
Saamisten muutos 730 -809
Korottomien velkojen muutos -462 187
RAHOITUKSEN RAHAVIRTA -5383 -3213
RAHAVAROJEN MUUTOS -6 183 -3 440
RAHAVAROJEN MUUTOS
Rahavarat 31.12. 8937 15120
Rahavarat 1.1. 15120 18 560
RAHOITUSLASKELMAN TUNNUSLUVUT
Toiminnan ja investointien rahavirran
kertymé& 5 vuodelta 12 182 13945
Investointien tulorahoitus, % 422 91,9
Laskennallinen lainanhoitokate - -
Lainanhoitokate - -
Kassan riittavyys (pv) 46 74 5

5

Toiminnan ja investointien rahavirran kertyma 5 vuodelta. Laskukaavaa on muutettu vastaamaan yleisohjeita, joten vertailuvuoden tieto eroaa
2022 tilinpaatdksen tiedosta.

Investointien tulorahoitus, % = 100 * Vuosikate/Investointien omahankintameno

Laskennallinen lainanhoitokate = (Vuosikate + Korkokulut) / (Korkokulut + Laskennalliset lainanlyhennykset) = yhtymaélla ei ole lainoja
Lainanhoitokate = (Vuosikate + Korkokulut) / (Korkokulut + Lainanlyhennykset) = yhtymalla ei ole lainoja

Kassan riittdvyys = 365 pv x Rahavarat 31.12. / Kassasta maksut tilikaudella
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Rahoituslaskelman tunnusluvuista voidaan ndhda aiemmin toimintakertomuksessa
luvussa 1.3.3 kuvattu edellisten tilikausien ylijadman palauttaminen sairaanhoitopii-
reille, seka investointien kattaminen aiemmin tehdyilla investointivarauksilla. Tulora-
hoitus on toistaiseksi riittdnyt investointien kattamiseen. Maksuvalmius on tyydyt-
tava: quick ratio on 1,6 (2022: 2,2) ja current ratio 1,6 (2022: 2,2). Maksuvalmiutta
on varmistettu tililimiitill&, jota ei ole toistaiseksi tarvittu. Pitk&aikaista lainaa ei ole.

1.9 Rahoitusasema ja sen muutokset

1000€
VASTAAVAA 31.12.2023 31.12.2022
PYSYVAT VASTAAVAT 5076 5109
Aineettomat hyddykkeet 1062 611
Aineettomat oikeudet 1062 611
Ennakkomaksut 0 0
Aineelliset hyédykkeet 3839 4322
Kiinte&t rakenteet ja laitteet 97 108
Koneet ja kalusto 2960 3450
Ennakkomaksut ja keskener. hankinnat 782 764
Sijoitukset 175 175
Osakkeet ja osuudet 144 144
Muut lainasaamiset 32 32
VAIHTUVAT VASTAAVAT 15998 22912
Vaihto-omaisuus 0 0
Aineet ja tarvikkeet 0 0
Saamiset 7061 7791
Pitkdaikaiset saamiset 0 0
Lyhytaikaiset saamiset 7 061 7791
Myyntisaamiset 6141 6881
Muut saamiset 839 744
Siirtosaamiset 81 167
Rahoitusarvopaperit 0 0
Rahat ja pankkisaamiset 8937 15120
VASTAAVAA YHTEENSA 21074 28 020

1000 €
VASTATTAVAA 31.12.2023 31.12.2022
OMA PAAOMA 3167 8789
Peruspédédoma 3137 3137
Omat rahastot 0 0
Edellisten kausien ylijaam & (alijaédm &) 0 5009
Tilikauden ylijadam & (alijaéam &) 30 643
POISTOERO JA VAPAAEHTOISET 0 0
VARAUKSET 7993 8 855
Poistoero 2965 2323
Vapaaeht. varaukset 5028 6533
PAKOLLISET VARAUKSET 0 0
TOIMEKSIANTOJEN PAAOMAT 0 0
Lahjoitusrahastojen padoma 0 0
VIERAS PAAOMA 9914 10 376
Pitk&aikainen 0 0
Lyhytaikainen 9914 10 376
Saadut ennakot 0 0
Ostovelat 4285 5031
Muut velat 564 631
Siirtovelat 5 065 4715
VASTATTAVAA YHTEENSA 21074 28 020
TASEEN TUNNUSLUVUT
Omavaraisuusaste, % 53,0 63,0
Suhteellinen velkaantuneisuus, % 14,3 13,9
Kertynyt ylijaam & (alijaam &) 29,6 5652
Lainakanta 31.12. - -
Lainat ja vuokravastuut 31.12 4367 1716
Lainasaamiset 31.12. 32,0 32,0

6 Omavaraisuusaste, % = 100 * (Oma paaoma + Poistoero ja vapaaehtoiset varaukset) / (Koko padoma - Saadut ennakot)
Suhteellinen velkaantuneisuus, % = 100 * (Vieras padoma - Saadut ennakot) / Kayttétulot

Kertynyt ylijadma (alijagdma) = Edellisten tilikausien ylijadma (alijadéma) + Tilikauden ylijaama (alijagdma), Lainakanta 31.12. = ei lainoja

Lainat ja vuokravastuut 31.12.=J.velkak.lainat+Lainat rahoitus- ja vak.laitoksilta+Lainat julk.yht.+Lainat muilta luotonantajilta+Vuokravastuut
Kertynyt ylijadma (alijagdma), €/ asukas ja Laina euroa/asukas -tunnuslukuja ei esiteta
Lainasaamiset 31.12. = Sijoituksiin merkityt joukkovelkakirjalainasaamiset ja muut lainasaamiset
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Vaikka yhtyman rahoitusasema on heikentynyt, omavaraisuusaste on edelleen
hyva. Pitkdaikaisia lainoja ei ole, ja investointeja pystytdan edelleen kattamaan
aiemmin tehdyilla varauksilla. Vuokravastuita kuvaava tunnusluku kertoo hyvinvoin-
tialueuudistuksen mukanaan tuomista vuokrien korotuksista. Lisaksi sopimusten irti-
sanomisajat muuttuivat padasiassa 12 kuukauden mittaisiksi (aiemmin keskimaarin

6 kk). Lainasaamiset -eré koostuu potilasvakuutukseen liittyvasta vakuudesta.

1.10 Kokonaistulot ja menot

TULOT 1000 €|MENOT 1000 €
Toiminta Toiminta
Toimintatuotot 69 400 Toimintakulut 68 904
Korkotuotot 83 Muut rahoituskulut 3
Muut rahoitustuotot 9
Investoinnit
Investointimenot 1384
Oman padoman vahennykset 5652
Kokonaistulot yhteensa 69 491|Kokonaismenot yhteensa 75943
Tasmaytys:
Kokonaistulot - Kokonaismenot -6 451
Itseisarvo (Muut maksuvalmiuden muutokset + Rahavarojen muutos ) -6 451

Hyvinvointiyhtyman kokonaistulot ja —menot —laskelmassa on esitetty varsinaisen
toiminnan ja investointien ulkoiset tulot ja menot seka rahoitustapahtumat.
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2 ISLAB-KONSERNIN TOIMINTA JA TALOUS

ISLAB-konserni muodostuu ISLAB hyvinvointiyhtymasta ja sen 100 % omistamasta
tytaryhtiosta IslabVerkko Oy:sta. IslabVerkko Oy:n keskeisimpana toimialana ovat
laboratorio- ja lAdkaripalvelut sek& opetus- ja tutkimustoiminta, mutta toistaiseksi
yhti6 tuottaa pienimuotoisesti ainoastaan Kliinisia laboratoriopalveluita. Palvelutuo-
tantoon kuuluvat ensisijaisesti kliinisen kemian ja laboratoriohematologian seka klii-
nisen mikrobiologian erikoisalojen diagnostiset tutkimukset. Liséaksi IslabVerkko
Oy:n kautta saa tarvittaessa perustasoisia Kliinisen fysiologian erikoisalan tutkimuk-
sia ja naytteenottopalveluita. Esimerkiksi verikeskustoiminta ja verikeskustutkimuk-
set eivat kuulu palveluvalikoimaan. IslabVerkko Oy:n asiakkaita ovat markkinoilla
toimivat terveydenhuoltopalveluiden tuottajat [&hinna alueen pienimmilla paikkakun-

nilla.

IslabVerkko Oy:n liikevaihto oli tilikaudella 553.411,84 euroa ja tilikauden tulokseksi
muodostui 29.308,57 euroa. ISLAB—konsernin tulos on 803.124,06 euroa tappiolli-

nen, koska konsernilaskelmassa ei huomioida tilinpaatossiirtoja.

IslabVerkko Oy:n ja ISLABIn tuotannontekijat ovat yhteiset. Henkilokunnan tyonan-
tajana toimii, ja tuotannosta, laadunvalvonnasta ja kaikesta tuotannon suunnitte-
lusta vastaa ISLAB. IslabVerkko Oy maksaa suoraan palkkiota lisdvastuusta muu-
tamalle ISLABIn henkilokuntaan kuuluvalle, IslabVerkko Oy:n palvelutuotannosta ja
hallinnosta vastaavalle la&kari-, tutkimus- ja hallintohenkiléstoon kuuluvalle henki-
I6lle, mutta muutoin tydnantajana toimii ISLAB. Kustannukset jaetaan kustannus-
tenjakosopimukseen perustuen toteutumatietojen perusteella. Kustannustenjakolas-
kelmat hyvaksytaan kummankin osapuolen toimielimissd ennen maksatusta. Jako-
periaatteita on jouduttu historian aikana muuttamaan, mutta jatkuvuuden periaat-

teen mukaisesti jakoperiaatteita ei ole viimeisimpinad vuosina muutettu.
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Vuoden 2023 tilinpaatoksessa kustannustenjako on yhteensa n. 465.000 € (v.

2022: n. 619.000 €), josta arvonlisaveron osuus on n. 48.000 €. Erd on pienentynyt
IslabVerkko Oy:n liikevaihdon vdhenemisen vuoksi. Kustannustenjako on toteutettu
jakamalla hyvinvointiyhtyméan tuloslaskelman eristé osuus IslabVerkko Oy:lle liike-
vaihdon suhteessa. Sellaisia IslabVerkko Oy:n toimintaan liittymattomiéa kuluja, jotka
on pystytty teknisesti ja yksiselitteisesti erottamaan kokonaiskuluista, ei ole huomi-
oitu jakolaskelmassa. ISLABissa arvonlisaverovahennysta sisaltaviin eriin on lisatty
yhtién puolelle vero ko. eran yleisen verokannan mukaan, ja vastaava korjaus on

tehty myos ISLABIn vahennyslaskelmiin.

2.1.1 Yhdistelma konsernitilinpdatdkseen siséltyvista yhteisdista

Konsernitilinpdatokseen on yhdistelty vain IslabVerkko Oy. Yhdisteleméattomia
muita omistusyhteistja on 6 kpl, ja ne on listattu taseen liitetiedoissa luvussa 6.3.

Y hdistelty konsernitilinpdatdkseen
Y hdistelty (kpl) B yhdistelty (kpl)
Tytéryhteis 6t
Liiketoimintaa harjoittavat yhtiot 1
Muut omistusyhteis 6t 6
Y hteensa 1 6

2.1.2 Konsernin toiminnan ohjaus

Hallintosadanndn mukaan hyvinvointiyhtyman konsernijohtoon kuuluvat hallitus ja
toimitusjohtaja. Hyvinvointiyhtyman hallitus edustaa yhtiossa osakkeenomistajaa, ja
maaraa joukostaan henkilon(/-t) edustamaan hallitusta esimerkiksi yhtiokokouk-
sessa tai tekemaan ns. yksimielisen osakkeenomistajien paatoksen.
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Konserniohjaus on jarjestetty hallitusedustuksella. IslabVerkko Oy:n kolmesta halli-
tuksen jasenesta puheenjohtaja ja yksi jasenista on myos emoyhtion hallituksen ja-
senid. Hyvinvointiyhtyman toimitusjohtajalla on lasnéolo- ja puheoikeus yhtion halli-
tuksen kokouksissa, ja yhtion toimitusjohtajana ja johtavana ylilaakarina toimii 1S-

LAB hyvinvointiyhtymé&n johtava ylilaakari.

Hyvinvointiyhtymalla on my6s aiemmin tassa toimintakertomuksessa mainittu cor-
porate governance -tyyppinen hyva hallintotapa -ohje, jonka noudattamiseen tytar-

yhtion hallituksenkin tulee sitoutua.

2.1.3 Olennaiset konsernia koskevat tapahtumat

Yhtion omistukseen oikeuttavat osakkeet eivat luvussa 1.2.1. kuvatussa muutok-
sessa liikelaitoskuntayhtymasté hyvinvointiyhtymaksi siirtyneet suoraan lain nojalla,
joten siirrossa oli laht6kohtaisesti noudatettava osakkeita koskevan yhtiojarjestyk-
sen ja osakassopimuksen maarayksia. IslabVerkko Oy:n yhtigjarjestyksen 8 8:n
mukaan yhtidlla ensisijaisesti ja osakkeenomistajilla toissijaisesti on oikeus lunastaa
muulta osakkeenomistajalta kuin yhtiolta toiselle siirtyva osake. Liséksi yhtiojarjes-
tyksen 9 8:n perusteella muut kuin yhtion osakkeenomistajat tarvitsevat yhtion halli-

tuksen suostumuksen yhtién osakkeen hankkimiseen luovutustoimin.

ISLABin KPMG:lla teettdmé&n selvityksen perusteella yhtion hallitus voi antaa suos-
tumuksen osakkeen hankkimiseen luovutustoimin, mutta tama ei viela poista osak-
keenomistajien mahdollisuutta kayttaa lunastusoikeuttaan. Lunastusoikeudesta ai-
heutuvan riskin poistamiseksi yhtion hallitus paatti pyytaa osakkeenomistajalta kir-
jallisen yksimielisen paatoksen, jossa sitouduttiin olemaan vetoamatta lunastuslau-

sekkeeseen.
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Osakkeiden siirto kasiteltiin liikelaitoskuntayhtyman johtokunnan kokouksessa
12.12.2022, § 113, mom. 113.1. Johtokunta nimesi yhden jasenensa allekirjoitta-
maan IslabVerkko Oy:n osakkeenomistajien yksimielisen paatoksen asiasta.
13.12.2022 allekirjoitetussa paatoksessa hyvaksytaan ISLAB liikelaitoskuntayhty-
man taysin (100 %) omistaman osakekannan siirto ISLAB hyvinvointiyhtymalle.
Edelleen paatetaan sitoutua olemaan vetoamatta lunastuslausekkeeseen. Islab-
Verkko Oy:n hallitus merkitsi em. osakkeenomistajien yksimielisen paatoksen tie-
doksi kokouksessaan 17.2.2023, ja muutos merkittiin osakasrekisteriin.

2.1.4 Arvio konsernin todennakdisesta tulevasta kehityksesta

Arvio konsernin todennékdisesta tulevasta kehityksesta noudattelee pitkalti arviota
hyvinvointiyhtyman tulevasta kehityksesta. ISLAB Verkko Oy:n roolia ja tulevai-
suutta pohditaan vuoden 2024 aikana.

2.1.5 Selonteko konsernivalvonnan jarjestamisesta

ISLAB hyvinvointiyhtymé&n toimitusjohtajalla on lasn&olo- ja puheoikeus IslabVerkko
Oy:n hallituksen kokouksissa. Liséksi yhtion toimitusjohtaja raportoi yhtion asioista
hallituksen kokouksessa ajankohtaiskatsausten yhteydessa vahintdan kolmannes-
vuosittain, tarvittaessa joka kokouksessa. Yhtyman ja yhtion toimitusjohtajien yh-
teistyd on saumatonta, ja hallituksen puheenjohtaja ja yksi jasenistd on myds yhty-

maéan hallituksessa.

’ Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT
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2.1.6 Konsernitilinpaatos ja sen tunnusluvut

Konsernituloslaskelma ja sen tunnusluvut

(1000 €)
Toimintatuotot
Toimintakulut
Toimintakate
Rahoitustuotot ja -kulut
Korkotuotot
Muut rahoitustuotot
Korkokulut

Muut rahoituskulut
Vuosikate

Poistot ja avonlentumiset

Suunnitelman mukaiset poistot
Arvonalentumiset

Tilikauden tulos
Tilikauden verot

TILIKAUDEN YLI-/ALIJAAMA

TULOSLASKE.MAN TUNNUSLUVUT

Toimintatuotot/Toimintakulut, %

Vuosikate/Poistot, %

7

2023 2022

69 953 75271

-69 430 -72 432

523 2839

86 21

9 0

0 -5

-3 -169

614 2 686

-1 253 -950

-163 0

-803 1736

0 -2

-803 1735

100,8 103,9
43,3 282,8 7

Toimintatuotot prosenttia toimintakuluista = 100 * Toimintatuotot / Toimintakulu
Vuosikate prosenttia poistoista = 100* Vuosikate/(Suunnitelman mukaiset poistot + Arvonalentumiset)
Vuosikate euroa/asukas -tunnuslukua ei esitetéa
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Konsernin rahoituslaskelma ja sen tunnusluvut

(1000 €) 2023 2022
Toiminnan rahavirta

Vuosikate 614 2 686
Tilikauden verot 0 -2
Tulorahoituksen korjauserat 0 10

Investointien rahavirta

Investointimenot -1384 -2 958
Pysyvien vastaavien luovutustulot 0 4
Toiminnan jainvestointien rahavirta =771 -260

Rahoituksen rahavirta

Antolainauksen muutokset

Antolainasaamisten liséykset 0 -32
Oman paaoman muutokset -5 652 -2 550
Muut maksuvalmiuden muutokset 74 -615
Rahoituksen rahavirta -5 577 -3197
RAHAVAROJEN MUUTOS -6 348 -3457
RAHAVAROJEN MUUTOS
Rahavarat 31.12. 9 495 15 843
Rahavarat 1.1. 15 843 19 300

-6 348 -3457

RAHOITUSLASKELMAN TUNNUSLUVUT
Toiminnan ja investointien rahavirta ja

sen kertyma 5 vuodelta, € 12 354 14 087
Investointien tulorahoitus, % 44,34 90,74
Lainanhoitokate - -
Kassan riittdvyys (pv) 48,94 76,50 8

8 Toiminnan ja investointien rahavirran kertyma 5 vuodelta. Laskukaavaa on muutettu vastaamaan yleisohjeita, joten vertailuvuoden tieto eroaa
2022 tilinpaatoksen tiedosta.

Investointien tulorahoitus, % = 100 * Vuosikate / Investointien omahankintameno

Laskennallinen lainanhoitokate = (Vuosikate + Korkokulut) / (Korkokulut + Laskennalliset lainanlyhennykset) = konsernilla ei ole lainoja
Lainanhoitokate = (Vuosikate + Korkokulut) / (Korkokulut + Lainanlyhennykset) = konsernilla ei ole lainoja

Kassan riittdvyys (pv) = 365 pv x Rahavarat 31.12. / Kassasta maksut tilikaudella
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VASTAAVAA 31.12., 1000 €

PYSYVAT VASTAAVAT
Aineettomat hytdykkeet
Aineettomat oikeudet
Aineelliset hyodykkeet
Kiinte&t rakenteet ja laitteet
Koneet ja kalusto
Ennakkomaksut ja keskener. hankinnat
Sijoitukset
Osakkeet ja osuudet
Muut lainasaamiset
VAIHTUVAT VASTAAVAT
Saamiset
Lyhytaikaiset saamiset
Myyntisaamiset
Muut saamiset
Sirtosaamiset
Rahat ja pankkisaamiset
VASTAAVAA YHTEENSA

2023 2022
4976 5009
1062 611
1062 611
3839 4322

97 108
2960 3450
782 764

75 75

44 44

32 32

16 176 23 064
6 681 7221
6 681 7221
5757 6 296
841 744
83 181

9 495 15 843
21152 28 073

Tilinpaatos 2023

23.2.2024

VASTATTAVAA 31.12., 1000€

OMA PAAOMA
Peruspadoma
Edellisten kausien yli-/alijadm &

Tilikauden yli-/alijagdma

VIERAS PAAOMA
Lyhytaikainen

Ostovelat

Muut velat

Siirtovelat
VASTATTAVAA YHTEENSA

TASEEN TUNNUSLUVUT
Omavaraisuusaste, %

Suhteellinen velkaantuneisuus, %
Kertynyt ylijagama (alijaama), 1000 €
Lainakanta 31.12., 1000 €

Lainat ja vuokravastuut 31.12., 1000 €
Lainasaamiset 31.12., 1000 €

Konsernin henkilostomaara

39 (70)
2023 2022
11 232 17 687
3137 3137
8 898 12 815
-803 1735
9920 10 386
9920 10 386
4 287 5032
567 637
5 065 4716
21152 28 073
53,1 63,0
14,2 13,8
8 095 15 315
4 367 1716
32 32
598 591

9 Omavaraisuusaste,%=100x(Oma padoma+Vahemmistdosuus+Konsernireservi)/(Koko pddoma—Saadut ennakot)
Suhteellinen velkaantuneisuus, % = 100 * (Vieras padoma - Saadut ennakot) / Kayttétulot
Kertynyt ylijadma (alijagdma) = Edellisten tilikausien ylijadma (alijadéma) + Tilikauden ylijaama (alijagdma), Lainakanta 31.12. = ei lainoja
Lainat ja vuokravastuut 31.12.=J.velkak.lainat+Lainat rahoitus- ja vak.laitoksilta+Lainat julk.yht.+Lainat muilta luotonantajil-ta+Vuokravastuut
Kertynyt ylijadma (alijagdma), €/ asukas ja Laina euroa/asukas -tunnuslukuja ei esiteta
Lainasaamiset 31.12. = Sijoituksiin merkityt joukkovelkakirjalainasaamiset ja muut lainasaamiset
Konsernin henkilostoméaara= keskimaarainen lukuméara tilikauden aikana.
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2.1 Tilikauden tuloksen kasittely ja talouden tasapainottamistoimenpiteet

2.1.1 Asiaa koskeva saantely

Toimintakertomuksessa on tehtava selkoa talouden tasapainotuksen toteutumi-
sesta tilikaudella sek& voimassa olevan taloussuunnitelman riittdvyydesta talouden
tasapainottamiseksi (Hyvinvointialuelaki 119 §).

2.1.2 Tilikauden tuloksen kasittely

Hyvinvointiyhtyman hallitus esittaa tilikauden -832.432,22 euron tuloksen kasitte-
lysta seuraavaa:

1. Puretaan investointivarauksia yhteensa 1.504.778 euroa.

2. Tehdaan em. investointeihin kohdistuva poistoeron lisays 1.317.161 euroa.
3. Tehd&&én poistoeron vahennysta suunnitelman mukaan 674.424 euroa.

4. Tilikauden ylijadma 29.608,60 euroa siirretaan taseen yli-/alijaamatilille.

2.1.3 Talouden tasapainottamistoimenpiteet

Hyvinvointiyhtyman talous on tilikaudella tasapainossa, koska investointien rahoitta-
minen aiemmin tehdyilla investointivarauksilla parantaa tulosta. Hyvinvointiyhtyman
hallitus on kuitenkin edellyttanyt (22.9.2023 § 85), etta talousarvion 2024 yhtey-

dessa esitetaan myds suunnitelma talouden tasapainottamisesta pitkalla aikavalilla

siten, etta tilikauden tulos >0 sen jalkeen, kun investointivaraukset kaytetty.

Nama suunnitelmat on kuvattu taloussuunnitelmassa vuosille 2024—-2026 seka
myo6s tdméan toimintakertomuksen luvussa 1.5. Tavoitteena on, etta taloussuunnitte-

lukauden jalkeen vuonna 2027 vuosikate riittda poistoihin. Tuottavuusohjelman
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vaikutuksesta tilikauden tuloksen olisi mahdollista jaada maltillisesti ylijaamaiseksi,
mika parantaisi myds maksuvalmiutta.

Jo tilikaudella 2023 toteutetut analytiikan tuotantopaikkojen uudelleenjarjestelyt va-
hentavat huoltokustannuksien kasvua ja akuutteja investointitarpeita. Tavoitteen to-
teutuminen edellyttda kuitenkin, etta meneilldan oleva toiminnan muutos analytiikan
viedaan kokonaisuudessaan loppuun suunnitellussa aikataulussa. Lisdksi on onnis-
tuttava henkiléston hyvinvoinnin parantamisessa, mikéa konkretisoituu sairaspoissa-
olojen vahenemisend. TAma puolestaan edellyttdd yhdessa henkiloston kanssa
suunniteltuja kehittamistoimia kaikilla organisaatiotasoilla seka johtamisen kehitta-
mista.
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3 TALOUSARVION TOTEUTUMINEN

3.1 Tavoitteet ja niiden toteutuminen

Toiminnalliset ja taloudelliset tavoitteet vuodelle 2023 esitettiin toimintasuunnitel-

massa oheisen taulukon mukaisina:

Talousarvion tavoitteet Mittari TA 2023 Sitovuus Toteutu-
minen
Tuloksellisuus - Talous

Taloussuunnitelman on oltava tasapainossa tai ylijgdméinen tilikauden yli/alijgamé > 0| yhtymékokous kyll&

Tulorahoitus riittdd investointeihin pidemmall& aikavalilla toiminnan ja inv. rahavirran > 0| yhtymékokous kylla
kertyma 5 vuodelta

Toimintakate toteutuu talousarvion hallitus ei
mukaisesti

Lahelld asiakasta - Asiakas

Asiakaskokemus on myénteinen NPS hallitus

* henkildasiakas >80 ei

* terveydenhuollon asiakas > 60 ei

* omistaja-asiakas > 60 kyll&

Kilpailukykyiset palvelut - Prosessit

Tuotamme palvelut tehokkaasti Palveluverkko- ja Toimenpiteiden hallitus kyll&
tuotantosuunnitelman toteuttaminen
mukainen toiminta
Houkutteleva osaajayhteis6 - Henkil6sto
Henkiléstd voi hyvin Sairauspoissaoloprosentti <55% hallitus kylla
Henkildstokokemus on mydnteinen NPS Ka. >30 hallitus ei
ISLAB on houkutteleva tydnantajaorganisaatio Rekrytointi-ilmoitus/ Ka.>5/ hallitus kylla
hakijamaara hakuilmoitus
Osaamisen kehittdminen omien sek& organisaation asettamien Koulutuksiin osallistumisten| Tayd.koulutuksiin hallitus ei
tavoitteiden mukaisesti maara osallistuminen 3
pva (18 h) hié/v.
Tutkimus ja opetus - Innovatiivinen asiantuntijakum ppani
Kehitémme tieteellisté tutkimusta Aloitetaan vahintaan 2 2 hallitus kyll&
uutta tutkimusta/vuosi
Aloitetaan yksi yhteinen 1 hallitus kyll&
tutkimus Huslabin kanssa
Opiskelijaohjaus on laadukasta Cles+T 8,5 hallitus kylla

Tuloksellisuus

Talouden tasapaino ja tulorahoituksen riittdminen investointeihin pidemmalla aika-
valilla toteutuivat suunnitellusti. Toimintatuotot eivat toteutuneet talousarvion mukai-
sina. Merkittadvaa kuitenkin oli, ettd samaan aikaan toimintamenot jaivat hintojen
noususta huolimatta jopa hieman alle talousarvion, joten toimintakate oli positiivi-

nen, vaikkakaan ei tavoitteessa. Vuosikate ei riittdnyt kattamaan poistoja, mutta
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tilinpaatdsvientien jalkeen tulos on positiivinen. Investointisuunnitelma vuodelle
2023 oli 2,3 milj. euroa. Hankeryhmien kokonaissummien toteutumissa oli eroja,
mika johtui kuitenkin lIahinn& ryhmien valisista siirtymisista. Tuotanto- ja sovellus-
hankkeista osa valmistui vuoden 2023 aikana ja osa hankkeista jatkuu suunnitel-
lusti viela vuonna 2024—-2025. Investointien toteutunut kokonaisméaéara oli 1.384.218

euroa.

Lahelld asiakasta

Vuonna 2023 potilasasiakaskokemuskyselyyn osallistui 8.990 asiakasta. Asiakas-
tyytyvaisyydessa ei aivan paasty asetettuihin tavoitteisiin, ja tuloksissa myds alueel-
liset erot olivat suuret (NPS vaihtelu potilasasiakas-NPS:ssé yksikoissa 47-81).
Monikanavainen ja saavutettava asiakaskokemuskysely ja asiakaspalautteen anto-
mahdollisuus on kuitenkin toteutunut. Potilasasiakkaat voivat vastata asiakaskoke-
muskyselyyn ja antaa palautetta verkkosivujen, kyselytolppien QR-koodin kautta
alypuhelimella tai paperipalautteena.

Asiakasryhmat

NPS-tavoite 2023

Toteutunut NPS
2023

Toteutunut NPS
2022

Potilasasiakkaat

>80

76

76

Th-ammattilaiset

>60

48

42

Omistajat

>60

64

63

Kilpailukykyiset palvelut

Analytiikan tuotantopaikkojen uudelleenjarjestely lahilaboratorioista sairaalalabora-

torioihin on toteutunut vuonna 2023 hyvinvointialueiden kanssa sovitun palvelu-

verkko- ja tuotantosuunnitelmien mukaisesti (verenkuvatutkimukset, peruskemian

tutkimukset, INR-analytiikka, virtsaviljelyt). Uudelleenjarjestelyéa jatketaan edelleen

tulevina vuosina.

Houkutteleva osaajayhteis6

Henkildston hyvinvointia mitataan sairauspoissaoloprosentilla. Tavoitteena oli va-

hentaa sairauspoissaoloja 2 pv/hlg, jolloin poissaoloja olisi enintdén 17,6 pv/hlo

vuoden 2023 aikana, ja tama tavoite saavutettiin. Sairauspoissaolopaivia oli
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yhteensa 10.270 kalenteripaivaa, jolloin sairauspoissaoloprosentti oli 4,52 % (ta-
voite < 5,5 %).

Henkildstokokemuksen NPS:n tavoitteena oli >30 (v. 2022 NPS -26). Tulos nousi
edellisvuotisesta -13:een, mutta tavoitteeseen ei paasty. Tyo henkiloston tyytyvai-
syyden ja -kokemuksen parantamiseksi jatkuu edelleen. Tilikauden aikana edistet-
tiin merkittavasti myos ISLABIn tydbnantajanakyvyytta ja oppilaitosyhteisty6ta. ISLAB
oli mukana useissa eri alan rekrytointitapahtumissa kuten Bioanalyytikkoliiton koulu-
tustapahtumassa "Boom2023”, Laboratorioladketiedepaivilla, Sairaanhoitajapaivilla
sekéa Rekry, tydelama ja koulutus -messuilla Kuopiossa ja Joensuussa. Vuoden
2023 tavoitteena oli, ettad hakijamaara per rekrytointi-ilmoitus olisi ka. >5/hakuilmoi-
tus. Tavoite saavutettiin, silla hakijamaara oli keskimaaran 6 hakijaa/hakuilmoitus.

Eroja oli kuitenkin huomattavasti eri tehtavien ja toimipaikkojen hakijamaarissa.

Vuoden 2023 tavoitteena oli, etta tdydennyskoulutuksiin osallistuminen olisi 3 pv
(18 h) hlo/v. Tama toteutui vain 12,3 % tyontekijoista. Erilaisiin vahintd&n tunnin
kestaneisiin tdydennyskoulutuksiin osallistui kuitenkin 69 % tyontekijoista.

Innovatiivinen asiantuntijakumppani
Tieteellisen tutkimustoiminnan ja opiskelijaohjauksen osalta asetetut tavoitteet saa-

vutettiin (uusien tutkimusten aloittaminen, Cles+T = 8,5).
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3.1 Tuloslaskelmaosan toteutuminen

Vuoden 2023 talousarviosuunnittelu pohjautui liikelaitoskuntayhtymén vuoden 2022
toimintavolyymiin pois lukien Covid-19-tutkimukset. Taloussuunnittelussa pyrittiin
kustannustenhallintaan ja sita kautta hintavakauteen. Hyvinvointiyhtyman hallitus
linjasi talousarvion laadintaohjeessa, ettd talousarviokehyksen periaatteena oli ta-
sapainoinen talous ja tilikauden ylijadméan tulee olla > 0. TAma tavoite saavutettiin,

kun tilikauden ylijgaméa on 29.609 €.

Hyvinvointiyhtym&n vuoden 2023 talousarvion toimintatuotot olivat noin 69,7 milj.

euroa ja toimintakate 0,7 milj. Toimintatuotot ja toimintakulut arvioitiin vuoden 2023
talousarviossa vuotta 2022 matalammiksi Covid-19 tutkimusmaéaarien edelleen jatku-
neen vahenemisen vuoksi. Covid-19 tutkimusmaarien lasku vaikutti suoraan myyn-

tituottoihin, mutta samalla merkittavasti myds tarvikekuluihin.

Hyvinvointiyhtyman hinnoittelu jaettiin kolmeen péaéakohtaan: tutkimukset, naytteen-
ottomaksut sek& viranomaistehtavat ja varautuminen. Naytteenottomaksut maaritel-
tiin hyvinvointialueittain yhtenaisilla periaatteilla, mutta kustannusvastaavuusvaati-
mus ja siirtyminen paikkakuntakohtaisista naytteenoton hinnoista hyvinvoin-
tialuekohtaisiin aiheutti paikoin merkittdvankin nousun. Muilta osin hintoihin tehtiin
yksittaisia kustannusvastaavuuteen perustuvia tarkistuksia, ja talousarvio laadittiin

paaosin vuoden 2022 tulokertyman pohjalta.

Taloussuunnitelman toteutumisen kannalta on merkittava& huomata, etté vaikka
tuottotavoitteeseen ei paasty, tavoite kustannustenhallinnasta toteutui merkittavista,
koko maailmaan kohdistuneista kustannuspaineista huolimatta.
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Ulkoiset erat TP 2022 TA 2023 Toteuma Poikkeama | Poikkeama
(TOTvs TA) %

Toimintatuotot 74598 893| 69 682 477| 69399945] -282 532 0%
Myyntituotot 74 207 584| 69 231952 68995037| -236 915 0%
Tuet ja avustukset 151517 133000 187185 54 185 4%
Muut toimintatuotot 239792 317525 217723 -99 802 31%
Toimintakulut 71 727 790| -68 941 332 -68 903 508 37 824 0%
Henkilostokulut 28 201 321 -30 281 475|-29 371 472| 910003 3%
Palkat ja palkkiot 23329 010(-24 871 945[-24 371 248| 500 697 2%
Henkilosivukulut -4872311| -5409530| -5000224| 409 306 8%
Hlakekulut -4009865| -4402490| -4116298| 286 192 7%
Muut henkildsivukulut -862446| -1007040| -883926| 123114 12 %
Palvelujen ostot -16 185 971 -15 975 292| -16 525 401|  -550 109 3%
Aineet, tarvikkeet ja tavarat -19 826 025| -14 672 117/ -14 664 344 7773 0%
Muut toimintakulut 7514 473| -8012448| -8342291| -329843 4%
Toimintakate 2871103| 741145| 496437| -244708 -33%
Rahoitustuotot ja -kulut 152942  -31874 g7911| 119785 -376 %

Korkotuotot 1008 0 82 800 82 800

Muut rahoitustuotot 19 669 0 8526 8526
Muut rahoituskulut 173709  -31874 3415 28 459 -89 %
Vuosikate 2718161 709271 584348| -124 923 18 %
Poistot ja arvonalentumiset 949 841| -1441610| -1416781 24 829 2%
Suunnitelman mukaiset poistot 949841| -1441610| -1253448| 188162 -13%

Arvonalentumiset 0 0 -163 333 -163 333
Tilikauden tulos 1768321 -732339| -832433| -100 094 14 %
Tilikauden ylijaam & (alijaam &) 642 669 661 29 609 28 948 4379 %

Tuloslaskelman toteutuminen 2023

Toimintatuotot laskivat 7 % vuoteen 2022 nahden, mika johtui suurelta osin covid-

testauksen vahenemisesta. Tuotot toteutuivat lopulta 0,28 milj. euroa ennakoitua

matalampina. Tuotot muodostuvat padosin analytiikan, naytteenoton ja verituottei-

den myyntituotoista. Muita tuottoja (0,6 % toimintatuotoista) ovat mm. opetuksesta

ja viranomaistoiminnan hoitamisesta saatavat korvaukset.

Toimintakulut jakautuivat henkildstdkuluihin 42,6 % (2022: 39,3 %), palvelujen os-
toihin 24,0 % (2022: 22,6 %), aineisiin, tarvikkeisiin ja tavaroihin 21,3 % (2022: 27,6
%) ja muihin toimintakuluihin 12,1 % (2022: 10,5 %).

Henkildstokulut kasvoivat 4,2 %, eli 1,2 milj. euroa vuoteen 2022 ndhden, mutta jai-

vat kuitenkin talousarviosta 0,9 milj. euroa. Henkilostokulujen kasvuun vaikuttivat
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ty6- ja virkaehtosopimuksiin sisaltyvien sopimuskorotusten maksaminen (yleiskoro-
tukset, paikallinen jarjestelyera, kehittdmisohjelmaera, paikallinen yhteensovittamis-
erd) sekéa lomapalkkavelan maaran kasvu. Lomapalkkavelka kasvoi palkkojen nou-
sun myo6ta, vaikka sadastossa olevien lomapaivien maéaraa saatiin ISLAB tasolla

alennettua merkittavasti.

Ostopalveluiden kustannukset kasvoivat 2,3 %, eli 0,4 milj. euroa vuoteen 2022
nahden. Talousarvioon ndhden ylitysta oli 3,4 %. Palvelujen ostojen kasvuun vai-
kuttivat merkittavasti hinnankorotukset seka lainsaadanndén muutoksiin ja tietotur-

vallisuuteen liittyvat vaatimukset ja parannukset.

Merkittavaa on, etta tarvikekustannukset laskivat talousarviossa arvioidun mukai-
sesti 26,0 % eli 5,2 milj. euroa vuoteen 2022 n&hden. Vaikka lasku selittyy suurelta
osin Covid-19 testauksen vahenemisellg, tilanne on huomion arvioinen senkin
vuoksi, ettd samaan aikaan kustannukset nousivat pahimmillaan yli 10 %. Talousar-
vio laadittiin erittain tiukaksi, eika se sisaltanyt yllattdvien menojen mahdollisuutta,
joten tulos on vaatinut hyvin tiukkaa kulukuria ja suunnitelmallisuutta, minka hallin-

nasta kiitos kuuluu aluelaboratorioiden henkilostolle.

Muut toimintakulut kasvoivat 11,0 % eli 0,8 milj. euroa vuoteen 2022 nahden. Ta-
lousarvioon ndhden ylitysta oli 0,3 milj. euroa. Muiden toimintakulujen kasvua selit-
taa toimitilojen vuokrien (0,6 milj. euroa/19,1 %) seka kayttokorvauskulujen (0,3
milj. euroa/6,7 %) nousu.

Poistojen maara kasvoi vuonna 2023 ennakoidusti. Viimeisen viiden vuoden aikana
on toteutettu merkittavia kehittdmis- ja uusimisinvestointeja, joten poistojen maara
on vield suuri. Muutamia laitteita jouduttiin my6s kirjaamaan alas ennakoitua aikai-

semmin laitteiden tultua kayttdikansa paahan poistoaikaa nopeammin.
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3.1 Investointiosan toteutuminen

INVESTOINTIOSA
LAITEINVESTOINNIT

MaldiTof
Virtaussytometri

Automaattinen metafaasien etsinta ja
kuvausijarjestelma
Pienet verisolulaskijat

Ultrasentrifugi
Kaasukromatografi (+ohjelmisto)
Gramvarjaysautomaatti sytosentrifuugilla
EKG-laitteet

Filmarray-laite

Hien kloridin kerayslaite
Co2-kaappi

Syvéjaapakastin

Co2-kaappi

Verenkuvalaite
Tuotantohankkeet

Pienet kemian POC laitteet
Hatusainelaitteisto
Tilahankkeet

Joensuu Torikatu
Kohdentamaton méararaha
Digitalisaatiohankkeet
Verkkouudistus

Intran uudistus (MS365 vaihe 2.)
Kustannuslaskentaohjelmisto
LIS

Verikeskusohjelmisto

Laskujen kasittelyjarjestelmat
Taloussuunnitteluohjelmisto
Asianhallinta

OSAKKEET JA OSUUDET
INVESTOINTIMENOT

INVESTOINTITULOT

TP 2022 TA 2023 TP 2023
1893084 975000 666 146

Toteutunut

Toteutunut

Toteutunut
Toteutunut

Siirtyy

Siirtyy
Toteutunut

Siirtyy
Toteutunut
Toteutunut
Toteutunut
Toteutunut
Toteutunut

Toteutunut
200 000 42 590

Kaynnissa
Toteutunut
100 000 53 030

Toteutunut

B toteutunut

1064827 998000 622 452
Toteutunut, jatkuu

Toteutunut

Siirtyy

Kaynnissa

Kaynnissa

Toteutunut

Toteutunut

Kaynnissa
500

2958411 2273000 1384218
3600
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3.2 Rahoitusosan toteutuminen
1000 € TA 2023 [ Toteuma| Poikkeama | Poikkeama
%
TOIMINNAN RAHAVIRTA
Vuosikate + 709 584 -125 -18%
709 584 -125 -18 %
INVESTOINTIEN RAHAV IRTA
Investointimenot - -2 273 -1384 889 -39 %
-2 273 -1384 889 -39 %
TOIMINNAN JA INVESTOINTIEN
RAHAVIRTA -1564 -800 764 -49 %
RAHOITUKSEN RAHAVIRTA
Oman pa&oman muutokset + -5 652 -5 652
Muut maksuvalmiuden muutokset 268 268
Saamisten muutos + 730 730
Korottomien velkojen muutos + -462 -462
RAHOITUKSEN RAHAVIRTA + 0 -5 383 -5 383
RAHAVAROJEN MUUTOS + -1564 -6 183 -4619 295 %
Rahavarat 31.12. 13 556 8 937 -34 %
Rahavarat 1.1. 15120 15120 0%
RAHAVAROJEN MUUTOS + -1564 -6 183 295 %
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4 TILINPAATOSLASKELMAT

4.1 Tuloslaskelma

Toimintatuotot

Myyntituotot

Tuet ja avustukset

Muut toimintatuotot
Toimintakulut

Henkilostokulut

Palkat ja palkkiot
Henkildsivukulut
Hakekulut
Muut henkilésivukulut

Palvelujen ostot

Aineet, tarvikkeet ja tavarat

Muut toimintakulut
Toimintakate
Rahoitustuotot ja -kulut

Korkotuotot

Muut rahoitustuotot

Muut rahoituskulut
Vuosikate
Poistot ja arvonalentumiset

Suunnitelman mukaiset poistot

Arvonalentumiset
Tilikauden tulos

Tilinpaatos 2023

23.2.2024

2023

2022

68 995 037,41
187 184,71

217 722,99

-29371 472,31

69 399 945,11

74 207 584,33
151 516,63

239 791,87

-28 201 321,02

74 598 892,83

Poistoeron lisays (-) tai vahennys (+)
Varausten lisdys (-) tai vahennys (+)
Rahastojen lisays (-) tai vahennys (+)

Tilikauden ylijagdma

Tapahtuma 09222115557511499512

-24 371 248,26 -23 329 009,72
-5 000 224,05 -4 872 311,30
-4 116 297,56 -4 009 864,98
-883 926,49 -862 446,32
-16 525 401,06 -16 185 970,54
-14 664 343,84 -19 826 025,17
-8 342 290,67 -68 903 507,88 -7514 472,88 -71727 789,61
496 437,23 2871 103,22
82 800,43 1 097,84
8 525,69 19 669,02
-3 415,13 87 910,99 -173 708,62 -152 941,76
584 348,22 2718 161,46
-1 253 447,51 -949 840,86
-163 333,34 -1 416 780,85 0,00 -949 840,86
-832 432,63 1768 320,60
-642 736,90 -1410 050,12
1504 778,13 284 398,90

29 608,60

642 669,38
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4.2 Rahoituslaskelma
2023 2022
Toiminnan rahavirta
Vuosikate 584 348,22 2718 161,46
Tulorahoituksen korjauserat 0,00 584 348,22 9985,00 2728 146,46
Investointien rahavirta
Investointimenot -1 384 217,95 -2 958 410,93
Pysyvien vastaavien luovutustulot 0,00 -1384 217,95 3600,00 -2 954 810,93
TOIMINNAN JA INVESTOINTIEN RAHAVIRTA -799 869,73 -226 664,47
Rahoituksen rahavirta
Antolainauksen muutokset
Antolainasaamisten lisays 0,00 -31 961,53 -31 961,53
Oman pddoman muutokset -5651 550,41 -2 550 000,00
Muut maksuvalmiuden muutokset
Toimeksiantojen varojen ja padomien muutokset -9 500,00
Saamisten muutos 730 180,83 -809 053,87
Korottomien velkojen muutos -461 839,85 268 340,98 187 150,88 -631 402,99
RAHOITUKSEN RAHAVIRTA -5383 209,43 -3 213 364,52
RAHAVAROJEN MUUTOS

RAHAVAROJEN MUUTOS
Rahavarat 31.12. 8 937 202,33
Rahavarat 1.1. 15120 281,49

-6 183 079,16

-6 183 079,16

-3 440 028,99

15120 281,49
18 560 310,48 -3 440 028,99
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4.3 Tase

VASTAAVAA 31.12.2023 31.12.2022
PYSYVAT VASTAAVAT 5 076 028,87 5108 591,77
Aineettomat hyddykkeet 1061 939,24 611 123,35
Aineettomat oikeudet 1061 939,24 611 123,35
Aineelliset hyddykkeet 3838 625,10 4 322 003,89
Kiinte&t rakenteet ja laitteet 96 635,20 108 116,56
Koneet ja kalusto 2959 639,49 3449 608,84
Ennakkomaksut ja keskener. hankinnat 782 350,41 764 278,49
Sijoitukset 175 464,53 175 464,53
Osakkeet ja osuudet 143 503,00 143 503,00
Muut lainasaamiset 31 961,53 31 961,53
VAIHTUVAT VASTAAVAT 15998 437,71 22911 697,70
Saamiset 7 061 235,38 7791416,21
Lyhytaikaiset saamiset 7 061 235,38 7791416,21
Myyntisaamiset 6 141 228,57 6 880 614,97
Muut saamiset 839 466,76 743 984,17
Siirtosaamiset 80 540,05 166 817,07
Rahat ja pankkisaamiset 8 937 202,33 15120 281,49
VASTAAVAA YHTEENSA 21 074 466,58 28 020 289,47
VASTATTAVAA 31.12.2023 31.12.2022
OMA PAAOMA 3166 996,90 8788 938,71
Peruspadoma 3137 388,30 3137 388,30
Edellisten kausien ylijaam a (alijadm &) 0,00 5008 881,03
Tilikauden ylijaam a (alijaam a) 29 608,60 642 669,38

POISTOERO JA VAPAAEHTOISET
VARAUKSET 7 993 449,85 8855 491,08
Poistoero 2 965 396,95 2 322 660,05
Vapaaeht. varaukset 5028 052,90 6 532 831,03
VIERAS PAAOMA 9914 019,83 10 375 859,68
Lyhytaikainen 9914 019,83 10 375 859,68
Ostovelat 4 285 260,00 5030 627,17
Muut velat 564 123,33 630 712,66
Siirtovelat 5 064 636,50 4714 519,85
VASTATTAVAA YHTEENSA 21 074 466,58 28 020 289,47

Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT
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4.4 Konsernilaskelmat

4.4.1 Konsernituloslaskelma

1.1.2023 - 31.12.2023

Tilinpaatos 2023

23.2.2024

1.1.2022 - 31.12.2022

Toimintatuotot 69 953 356,95 75 271 245,10
Toimintakulut -69 430 395,59 -72 431 837,11
Toimintakate 522 961,36 2 839 407,99
Rahoitustuotot ja -kulut

Korkotuotot 85 627,70 20 766,86

Muut rahoitustuotot 8 525,69 0,00

Korkokulut -4,51 -4742,79

Muut rahoituskulut -3 415,13 90 733,75 -169 411,69 -153 387,62
Vuosikate 613 695,11 2 686 020,37
Poistot ja avonlentumiset

Suunnitelman mukaiset poistot -1 253 447,51 -949 840,86

Omistuksen eliminointierot

Arvonalentumiset -163 333,34 -1416 780,85 -949 840,86
Satunnaiset erat
Tilikauden tulos -803 085,74 1736 179,51

Tilikauden verot -38,32 -1520,02
TILIKAUDEN YLI-/ALIJAAMA -803 124,06 1734 659,49

Tapahtuma 09222115557511499512
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4.4.2 Konsernin rahoituslaskelma
2023 2022
Toiminnan rahavirta
Vuosikate 613 695 2686 020
Tilikauden verot -38 -1520
Tulorahoituksen korjauserat 0 9985
613 657 613 657 2694 485 2694 485

Investointien rahavirta
Investointimenot -1384 218 -2958 411
Pysyvien vastaavien luovutustulc 0 -1384218 3600 -2954811
TOIMINNAN JA INVESTOINTIEN RAHAVIRTA -770561 -260 326
Rahoituksen rahavirta
Antolainauksen muutokset

Antolainasaamisten lisaykset 0 0 -31 962 -31 962
Oman paaoman muutokset -5 651 550 -2 550 000
Muut maksuvalmiuden muutokset

Toimeksiant.varojen muutokst 0 -9 500

Saamisten muutos 540 479 -795 691

Korottomien velkojen muutos -466 327 74153 190 222 " -614 969
RAHOITUKSEN RAHAVIRTA -5 577 397 -3196 931
RAHAVAROJEN MUUTOS -6 347 958 -3 457 257
RAHAVAROJEN MUUTOS
Rahavarat 31.12. 9 494 903 15 842 861
Rahavarat 1.1. 15842 861 -6 347958 19300 118 -3 457 257
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4.4.3 Konsernitase
VASTAAVAA 31.12.2023 31.12.2022
PYSYVAT VASTAAVAT 4976 028,87 5008 591,77
Aineettomat hydédykkeet 1061 939,24 611 123,35
Aineettomat oikeudet 1061 939,24 611 123,35
Ennakkomaksut
Aineelliset hyodykkeet 3838 625,10 4 322 003,89
Kiinteat rakenteet ja laittee 96 635,20 108 116,56
Koneet ja kalusto 2 959 639,49 3449 608,84
Ennakkom. ja keskener. h 782 350,41 764 278,49
Sijoitukset 75 464,53 75 464,53
Osakkeet ja osuudet 43 503,00 43 503,00
Muut lainasaamiset 31 961,53 31 961,53
VAIHTUVAT VASTAAVAT 16 175 682,35 23 064 120,66
Saamiset 6 680 779,44 7 221 258,86
Lyhytaik. saamiset 6 680 779,44 7 221 258,86
Myyntisaamiset 5 757 004,62 6 295 938,02
Muut saamiset 840 757,68 743 989,81
Siirtosaamiset 83017,14 181 332,03
Rahat ja pankkisaamiset 9494 902,91 15 842 861,80
VASTAAVAA VASTAAVAA
YHTEENSA 21 151 711,22 YHTEENSA 28 072 712,43
VASTATTAVAA
OMA PAAOMA 11 232 122,17 17 686 796,64
Peruspédidoma 3137 388,30 3137 388,30
Edellisten kausien yli-/alijadm & 8897 857,93 12 814 748,85
Tilikauden yli-/alijagdm a -803 124,06 1734 659,49
VIERAS PAAOMA 9919 589,05 10 385 915,79
Lyhytaikainen 9919 589,05 10 385 915,79
Ostovelat 4 287 024,15 5032 220,69
Muut velat 567 166,19 637 279,14
Siirtovelat 5065 398,71 4716 415,96
VASTATTAVAA VASTATTAVAA
YHTEENSA w YHTEENSA M
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S LITETIEDOT

5.1 Tilinpaatoksen laatimista koskevat liitetiedot

Tilinpaatosta laadittaessa noudatetut arvostusperiaatteet ja -menetelmat seka

jaksotusperiaatteet ja menetelmat

Jaksotusperiaatteet

Tulot ja menot on merkitty tuloslaskelmaan suoriteperusteen mukaisesti.

Pysyvien vastaavien arvostus

Poistoperusteet ja hallituksen paattamat hyddykekohtaiset poistoajat on esitetty tu-
loslaskelman liitetiedoissa kohdassa "Selvitys suunnitelman mukaisten poistojen
perusteista”. Poistosuunnitelmassa olevia hyddykekohtaisia poistoaikoja ei muu-

tettu hyvinvointiyhtymaan siirryttaessa.

Pysyvien vastaavien aineettomat ja aineelliset hyddykkeet on merkitty taseeseen
hankintamenoon vahennettyna suunnitelman mukaisilla poistoilla ja investointime-
noihin saaduilla rahoitusosuuksilla, mikali niitd on. Suunnitelman mukaiset poistot

on laskettu ennalta laaditun poistosuunnitelman mukaisesti.

Pysyvien vastaavien sijoitukset on merkitty taseessa hankintamenoon.

Rahoitusomaisuus
Saamiset on kirjattu nimellisarvoon tai sitd alempaan todennakdiseen arvoon. Ra-
hoitusomaisuuspaperit on merkitty taseeseen hankintamenoon tai sitd alempaan

todennéakoiseen luovutushintaan.
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Tuloslaskelman ja taseen esittamistapa
Vuodet 2023 (hyvinvointiyhtymad) ja 2022 (liikelaitoskuntayhtymd) ovat vertailukel-
poisia keskendan. Mahdolliset muutokset lilkelaitoskuntayhtyman tilinpaatéksen

esittAmistapaan on mainittu liitetiedoissa.

Konsernitilinpdatoksen laatimista koskevat liitetiedot

Konsernitilinpdatbkseen on yhdistelty tytaryhteisona IslabVerkko Oy, jonka omistus
on 100 %. IslabVerkko Oy:n toiminta on alkanut 1.1.2019 ja sen osakkeet siirtyivat
hyvinvointiyhtymalle luvussa 2.1.3. kuvatulla tavalla. Konsernitilinpaatoksen laatimi-
sessa on noudatettu samoja arvostus- ja jaksotusperiaatteita kuin hyvinvointiyhty-
man tilinpaatoksessa. Konserniyhteisjen keskindiset tuotot ja kulut, saamiset ja ve-

lat seka keskindainen omistus on eliminoitu.

Hyvinvointiyhtyman taseessa oleva poistoero ja vapaaehtoiset varaukset on mer-
kitty konsernitilinpdatoksessd omaan paaomaan jaettuna edellisten tilikausien yli-
/alijgamiin ja tilikauden yli-/alijddmiin ja niiden muutos konsernituloslaskelmassa tili-

kauden yli-/alijgamaan.

Muut lisatiedot

Ita&-Suomen laboratoriokeskuksen liikelaitoskuntayhtyma purettiin vuoden 2022 lo-
pussa (31.12.2022 klo 23.59) ja ISLABIn varat ja velat siirtyvat jako-osuuksina ja-
senyhteisotille, eli sairaanhoitopiireille. Voimaanpanolain (616/2021) 20 8:n mukaan
toiminta siirtyi sairaanhoitopiirien mukana yleisseuraantona hyvinvointialueille
(1.1.2023 klo 0.00), ja hyvinvointialueille siirtynyt toiminta siirrettiin hyvinvointialu-
eilta ISLAB hyvinvointiyhtymé&&n (1.1.2023 klo 0.01).
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5.2 Tuloslaskelmaa koskevat liitetiedot°

Tilinpaatos 2023

23.2.2024

Toimintatuotot HVY LLKY Konserni 2023 |Konserni 2022
2023 2022
Myyntituotot jasenena olevilta hyvinvointialy 67 000 950 72 346 525 67 000 950 72 346 525
Myyntituotot muilta hyvinvointialueilta ja -yht] 290 907 209 338 290 907 209 338
Myyntituotot muille asiakkaille 1302919 1384 455 1 856 330 2 056 807
Myyntituotot itse maksaville asiakkaille 400 262 267 267 400 262 267 267
Tuet ja avustukset 187 185 151517 187 185 151 517
Opetus (yleiskatteellinen EVO) 3 84 613 97 093 84 613 97 093
Viranomaistoiminta 4 128 001 125 312 128 001 125 312
Muut toimintatuotot 5 5109 17 387 5109 17 387
Toimintatuotot yhteensa 69 399 945 74 598 893 69 953 357 75271 245

1) Vuoden 2022 vertailutieto mukautettu vastaamaan hyvinvointialueita

2) Terveydenhuoltolain 458 mukainen myynti

3) Opetuksesta saatava korvaus katetaan Pohjois-Savon hyvinvointialueen STM:ltd saamasta ladketieteen
koulutuskorvauksesta. Terveydenhuoltolain 59, 59a ja 608:ssa saadetaan koulutuskorvauksen maara.

4) Jasenet ja hyvinvointiyhtymé ovat puitesopimuksella sopineet jasenten lakisaateisiin velvollisuuksiin littyvan
laboratoriotoiminnan tuottamisesta (viranomaistoiminta).

5) Yleiskatteellinen EVO ja viranomaistoiminta kuuluvat tuloslaskelmalla tiliryhméaan Muut toimintatuotot

Liitetieto 10) Selvitys suunnitelman mukaisten poistojen perusteista

janiiden muutoksista

(Liitetietotosite 2)

Poistojen maarittamiseen on kaytetty ennalta laadittua poistosuunnitelmaa, joka on siirtynyt
likelaitoskuntayhtymalta. Kayttbomaisuuden aktivointiraja on 10.000 euroa (alv 0 %). Suunnitelman
mukaiset poistot on laskettu aineettomien ja aineellisten hyddykkeiden koko hankintamenoista
hy6dykekohtaisesti maaritetyn poistoajan mukaan.

Yhtym dkokouksen hyvdaksymét poistomenetelm at:

Kayttbomaisuuteen kuuluvat rakennukset
Kiinte&t rakenteet ja laitteet
Koneet ja kalusto
Kehittémisemenot
Aineettomat oikeudet
Liikearvo
Muut pitkdvaikutteiset menot
- atk-ohjelmistot
- muut

Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto
Tasapoisto

58 (70)

10 Liitetietojen numeroinnissa viitataan Kirjanpitolautakunnan hyvinvointialue- ja kuntajaoston yleisohjeeseen hyvinvointialueen tilinpaatoksen

litetiedoista 2022.
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‘Liitetietotosite 2 jatkuu)

Arvioidut poistoajat:

23.2.2024

Hy6dykekohtaiset poistoajat on muutettu kirjanpitolautakunnan (KILA) kuntajaoston 15.11.2011
suositusten alarajojen mukaisiksi vuodesta 2012 (llky).

1. Aineettomat hyodykkeet
Kehittdmismenot
Aineettomat oikeudet
Liikearvo
Muut pitkdvaikutteiset menot
Ennakkomaksut ja keskeneréiset hankinnat
2. Aineelliset hyodykkeet
Kiinte&t rakenteet ja laitteet
- muut kiinteat koneet, laitteet ja rakenteet
Koneet ja kalusto
- sairaala, terveydenhoito- yms. laitteet
- atk-laitteet
- muut laitteet ja kalusteet
Arvo- ja taide-esineet
Ennakkomaksut ja keskeneréiset hankinnat
3. Pysyvien vastaavien sijoitukset
Osakkeet ja osuudet

2 vuotta
5 vuotta
2 vuotta
2 vuotta
ei poistoaikaa

10 vuotta

5 vuotta
3 vuotta
3 vuotta
ei poistoaikaa
ei poistoaikaa

ei poistoaikaa

Liitetieto 14) Poistoeron ja vapaaehtoisten varausten muutokset (Liitetietotosite 3)

Poistoeron muutos HVY LLKY
2023 2022
Poistoeron lisays -1317 161 -1 754 385
Poistoeron vahennys 674 424 344 335
Poistoeron muutos yhteensa -642 737 -1410 050
Vapaaehtoiset varaukset HVY LLKY
2023 2022
Investointivarauksen liséys 0 -1 500 000
Investointivarausten vahennys 1504 778 1784 399
Investointivarausten muutos yhteensa 1504 778 284 399

Investointivarauksia on purettu "Kertynyt poistoero”-tilille, ja kertynytta poistoeroa on
vastaavasti védhennetty ao. hankkeista tehtyja sumu-poistoja vastaavilla summilla. Poistoeroon

ei sisélly verotussyista tehtya poistoeroa.
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5.3 Tasetta koskevat liitetiedot

Tilinpaatos 2023

23.2.2024

A. Taseen vastaavia koskevat liitetiedot

Liitetieto 16) Tiedot pysyvistd vastaavista tase-erakohtaisesti

60 (70)

(Liitetietotosite 4)

Aineettomat ja aineelliset Tietokone- Muut kiinteat Muut koneet| Keskeneraiset
hysdykkeet ohjelmistot| rak. ja laitteet ja laitteet hankinnat
1005 1050 1170 1195| Yhteensa €

Poistamaton hankintameno 1.1. 611 123 108 117 3449 609 764 278 4933 127
Lisaykset tilikauden aikana 611 230 754 916 785 284 2151 430
Rahoitusosuudet tilikaudella
Véhennykset tilikauden aikana 767 212 767 212
Siirrot erien vélilla
Tilikauden poistot 160 414 11481 1081 552 1253 448
Arvonalennukset ja niiden palautukset 163 333 163 333
Poistamaton hankintameno 31.12. 1061 939 96 635 2 959 639 782 350 4 900 564
Sijoitukset Osakkeet| Muut osakkeet Saamiset

konserniyhtiot jaosuudet| Yhteensa € konserniyht.| Yhteensa €
Hankintameno 1.1. 100 000 43 503 143503 31962 31962
Lisaykset
Vahennykset
Siirrot erien vélilla
Hankintameno 31.12. 100 000 43 503 143503 31962 31962
Arvonalennukset
Arvonkorotukset
Kirjanpitoarvo 31.12. 100 000 43 503 143503 31962 31962
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Tilinpaatos 2023

23.2.2024
Liitetieto 17) Omistukset muissayhteisdisséa (Liitetietotosite 5)
Tytéryhtiot Kotipaikka Omistus-
osuus
IslabVerkko Oy Kuopio 100,00 %
Osuus osakkeiden tuottamasta aanivallasta on 100 %

Hyvinvointiyhtyméa omistaa 100 kpl/100% perustamansa tytaryhtion IslabVerkko
Oy:n (y-tunnus 2923506-5, kotipaikka Kuopio) osakkeita nimellisarvoltaan 1.000

euroa. Yhtié on merkitty kaupparekisteriin 8.8.2018.

Muut yhteiso6t Kotipaikka
Istekki Oy Kuopio
Sansia Oy Kuopio
Kuntien Tiera Oy Helsinki
Servica Oy Kuopio
Monetra Pohjois-Savo Oy Kuopio
Sakupe Oy Siilinjarvi
Osuus osakkeiden tuottamasta aanivallasta on

kaikissa yhtidissa alle 1/5

Hyvinvointiyhtyméa omistaa 20 kpl Istekki Oy:n (y-tunnus 2292633-0, kotipaikka
Kuopio) A-sarjan osakkeita nimellisarvoltaan 1.000 euroa, yhden (1) kappaleen IS-
Hankinta Oy:n (y-tunnus 2364760-8, kotipaikka Kuopio) A-sarjan osakkeita
nimellisarvoltaan 2.000 euroa, 8 kpl Servica Oy:n (y-tunnus 2947618-4, kotipaikka
Kuopio) osakkeita nimellisarvoltaan 2.500 euroa, 10 kpl Monetra Pohjois-Savo Oy:n
(y-tunnus 2054342-4, kotipaikka Kuopio) osakkeita nimellisarvoltaan 100 euroa,
yhden (1) Kuntien Tiera Oy:n (y-tunnus 2362180-3, kotipaikka Helsinki) osakkeen
nimellisarvoltaan 3 euroa seka yhden (1) Sakupe Oy:n (y-tunnus 0171338-7)
osakkeen nimellisarvoltaan 500 euroa. Osuus osakkeiden tuottamasta dénivallasta

onkaikissa osakkuusyhtidissa alle 1/5.
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Liitetieto 21) Saamisten erittely (Liitetietotosite 6)
Saamiset tytaryhteisgilta HVY LLKY
2023 2022
Pitkdaikaiset | Lyhytaikaiset | Pitkdaikaiset | Lyhytaikaiset
Myyntisaamiset 0 464 702 0 618 827

Myyntisaamisissa nakyy lyhytaikaisena saamisena tilinpaatdksen yhteydessa tehtavéa kustannustenjako
on korsernin sisélla. ISLAB hyvinvointiyhtyman ja IslabVerkko Oy:n valinen jako tilinpaatésvuoden
kuluista. Kustannukset jaetaan kustannustenjakosopimukseen perustuen toteutumatietojen perusteella ja
hyvaksytdan kummankin osapuolen toimielimissa ennen maksatusta. Sellaisia IslabVerkko Oy:n
toimintaan littymattémia kuluja, jotka on pystytty teknisesti ja yksiselitteisesti erottamaan kokonaiskuluista
ei ole huomioitu jakolaskelmassa. ISLABissa arvonlisaverovahennysta sisaltéviin eriin on lisatty yhtion
puolelle vero ko. erén yleisen verokannan mukaan, ja vastaava korjaus on tehty myds ISLABIn

vahennyslaskelmiin.

Liitetieto 22) Siirtosaamisiin sisaltyvat olennaiset erat

(Liitetietotosite 7)

Lyhytaikaiset siirtosaamiset HVY LLKY konserni konserni
2023 2022 2023 2022
Siirtosaamiset jasenkuntayhtymilta 0 101 030 0 101 030
Siirtosaamiset osakkailta ja muilta omisf 17 569 0 17 569 0
Siirtosaamiset muilta 62971 65 787 65 448 80 302
Lyhytaikaiset siirtosaamiset yhteensa 80 540 166 817 83 017 181 332
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B. Taseen vastattavia koskevat liitetiedot

Liitetieto 23) Tase-erékohtainen erittely oman pdaoman erien lisayksistaja

vahennyksista sekasiirroistanaiden erien valilla tilikauden aikana o )
(Liitetietotosite 8)

Oman paaoman erittely HVY LLKY konserni konserni
2023 2022 2023 2022
Peruspaédoma 1.1. 3137 388 3187 388 3137 388 3187 388
Lisaykset 0 0 0 0
Vahennykset 0 -50 000 0 -50 000
Peruspadoma 31.12. 3137 388 3137 388 3137 388 3137 388

Arvonkorotusrahasto 1.1.
Lisaykset
Vahennykset

Arvonkorotusrahasto 31.12.

Muut omat rahastot 1.1.
Lisaykset
Vahennykset

Muut omat rahastot 31.12.

Edellisten tilikausien yli-/alijaama 1.1. 0 7 508 881 8 897 858 15314 749

Voitonjako kuntayhtymén jasenille 0 -2 500 000 0 -2 500 000
Edellisten tilikausien ylijagméa 31.12. 0 5008 881 8 897 858 12814 749
Tilikauden yli/alijagdma 29 609 642 669 -803 124 1734 659
Oma paaoma yhteensa 3166 997 8 788 938 11232 122 17 686 797

Konsernin edellisten tilikausien yli-/alijgdméan on lisatty investointivaraukset ja poistoero.

Purkusopimuksen mukaan likelaitoskuntay htymén purkuhetken mukaiset varat ja velat
jaettin jasenosuuksien mukaisesti jasenyhteisdille. Purkuhetki oli 31.12.2022 klo 23.59.
Tasta johtuen HVY avaustaseessa ei ole edellisten tilikausien yli-/aljadmaa.
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Edellisten tilikausien yli-/alijagdm a ja tuloksenkasittelyerat

Tilinpaatos 2023

23.2.2024

(Liitetietotosite 9)

HVY LLKY

2023 2022
Edellisten tilikausien ylijaama 31.12. * 0 5008 881
Tilkauden ylijaama/alijaama 29 609 642 669
Kertynyt poistoero 31.12. 2 965 397 2 322 660
Vapaaehtoiset varaukset 31.12. 5028 053 6 532 831
Kertynyt yli-/alijadma ja tuloksenkasittelyerat yhteensg 8 023 058 14 507 041

! Edellisten tilikausien ylijaama on jaettu jasenille LLKY :n purkamisen yhteydessa

Erittely peruspddoman jakautumisesta

(Liitetietotosite 10)

Jasen
€ %

Etela-Savon hyvinvointialue 494 048,87 15,75
Pohjois-Savon hyvinvointialue 2 094 693,33 66,77
Pohjois-Karjalan hyvinvointialue 548 646,10 17,49
Peruspadoma yhteensa 3137 388,30 100,00
Liitetieto 24) Erittely poistoerosta (Liitetietotosite 11)
Erittely poistoerosta HVY LLKY

2023 2022
Investointivaraukseen littyvéa poistoero 2 965 397 2 322 660
* ei verotussyista tehtyd poistoeroa
Poistoero yhteensa 2 965 397 2 322 660

Investointivarauksia on purettu "Kertynyt poistoero”-tilille, ja kertynytta poistoeroa on
vastaavasti védhennetty ao. hankkeista tehdyilla poistosummilla. Poistoeroon ei sisélly

verotussyista tehtya poistoeroa.
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Liitetieto 28) Vieras pddoma (Liitetietotosite 12)
Vieras padoma HVY LLKY konserni konserni
2023 2022 2023 2022
Muut omistusyhteysyhteis 6t
Ostovelat 197 927 105 027 199176 106 087
Yhteensa 197 927 105 027 199 176 106 087
Liitetieto 29) Maksuvalmiuden kannalta merkittava
sekkitililimiitti (Liitetietotosite 13)
HVY LLKY
2023 2022
Luotollisen sekkitilin limiitti 4 000 000 4000 000
- siitd kayttamatta oleva maara 4 000 000 4000 000
Liitetieto 30) Siirtovelkoihin sisaltyvat olennaiset erat (Liitetietotosite 14)
Lyhytaikaiset siirtovelat HVY LLKY konserni konserni
2023 2022 2023 2022
Lomapalkkavelan ja henkildsivukulujen jaksotukset 4521 948 4 412 547 4521 948 4 412 547
Muut palkkojen ja henkildsivukulujen jaksotukset 139 840 301 973 139 840 301 973
Muut siirtovelat 402 849 0 403 611 1896
Lyhytaikaiset velat yhteensa 5064 637 4714520 5 065 399 4716 416
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5.4 Vakuuksia ja vastuusitoumuksia koskevat liitetiedot

Liitetiedot 35) Vuokravastuut

(Liitetietotosite 15)

Vuokravastuut HVY LLKY konserni | konserni
2023 2022 2023 2022
Tilavuokravastuut, keskim. 10 kk irtisanomisaika 3574 840| 1649 644| 3574840 1533631
Seuraavalla tilikaudella maksettavat (12 kk) 4202 636( 3299 288| 4 202 636] 3067 261
TP2022 keskimaarainen irtisanomisaika ollut 6kk
Liitetiedot 38) Muut vastuut (Liitetietotosite 16)
Vuokra- jaleasingvastuut HVY LLKY konserni | konserni
2023 2022 2023 2022
Vuokra- ja leasingvastuut yhteensa 792 246 66 600| 792 246 66 600
Seuraavalla tilikaudella maksettavat (12 kk) 240123 34 251 240123 34 251
Esitystapa vuokra- ja leasingvastuissa muuttunut
Kayttokorvaussopimukset HVY LLKY konserni | konserni
2023 2022 2023 2022
Sopimusvastuut yhteensa 9 316 956 6 956 950( 9 316 956] 6 956 950
Seuraavalla tilikaudella maksettavat (12 kk) 4713 240| 4 552 450| 4 713 240 4 552 450

Kayttokorvaussopimuksissa laitteista maksettava hinta maaraytyy
tuotantovolyymin mukaan. Vuosimaksut on arvioitu sopimusta tehtdessa
arvioitujen tuotantomaarien tai vimeisimpien sopimuspaivitysten tietojen

mukaan.
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5.5 HenkilOsto4, tilintarkastajan palkkioita ja intressitahotapahtumia koske-
vat liitetiedot

Liitetieto 39) Henkiloston lukumaéara
aluelaboratorioittain

(Liitetietotosite 17)

Henkildstdn lukumaara 31.12.2023

kaikki vakinainen
Hallinto 21 19
Pohjois-Savon aluelaboratorio 299 255
Pohjois-Karjalan aluelaboratorio 152 125
Etela-Savon aluelaboratorio 109 90
Yhteensa 581 489
Henkildstdn lukumaara 31.12.2022

kaikki vakinainen
Hallintokeskus 21 15
Pohjois-Savon aluelaboratorio 313 267
Pohjois-Karjalan aluelaboratorio 148 132
Etela-Savon aluelaboratorio 92 80
Yhteensa 574 494

Henkiloston méara on poikkileikkaustilanne kunkin vuoden joulukuun
31. paivalta. Henkil6std yhteensa sisdltad madraaikaiset jne.

Liitetieto 45) Tilintarkastajan palkkiot

(Liitetietotosite18)

Tilintarkastajien palkkiot HVY LLKY
2023 2022
Tilintarkastuspalkkiot 11 548 10 919
Palkkiot yhteensa 11 548 10919

Liitetieto 46) Intressitahotapahtum at

Intressitahojen kanssa ei ole ollut tavanomaisesta poikkeavia liiketoimia.
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6 MUUT ERIYTETYT LASKELMAT

Tuloslaskelma taloudellisesta toiminnasta kilpailutilanteessa markkinoilla

2023
Toimintatuotot 1713
Myyntituotot 1703
Tuet ja avustukset 5
Muut toimintatuotot 5
Toimintakulut
Henkildstokulut -725
Palkat ja palkkiot -602
Henkildsivukulut -123
Héakekulut -102
Muut henkildsivukulut -22
Palvelujen ostot -408
Aineet, tarvikkeet ja tavarat -362
Muut toimintakulut -206
Toimintakate 12
Rahoitustuotot ja -kulut 2
Korkotuotot 2
Vuosikate 14
Poistot ja arvonalentumiset -35
Suunnitelman mukaiset poistot -31
Arvonalentumiset -4
Tilikauden tulos -21

Toimintatuotot on eritelty liitetiedossa 6. Myyntituotoista 97,11 % muodostuu myyn-
nista hyvinvointiyhtyman jasenille. Myyntituotot muilta hyvinvointialueilta ja -yhty-
milta (0,42 %) sisaltavat terveydenhuoltolain 45 8:n mukaista keskitetyn harvinaisen
analytiikan myynti&a seké esim. toisella hyvinvointialueella tapahtuvaan leikkauk-
seen liittyvaa preoperatiivista analytiikkaa. Hyvinvointiyhtymassa myyntituottojen
muilta asiakkailta ja itse maksavilta asiakkailta (yht. 2,47 %) voidaan tietyin edelly-
tyksin katsoa olevan myyntid markkinoille. Tasta osuudesta on muodostettu eriy-

tetty tuloslaskelma liikevaihdon suhteessa.
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7 ALLEKIRJOITUKSET JA TILINPAATOSMERKINNAT
Tama asiakirja on allekirjoitettu sahkoisesti.
Tilikausi 1.1.-31.12.2023
ISLAB hyvinvointiyhtyma 23.2.2024
Hallitus
llkka Pirskanen, hallituksen puheenjohtaja
Mia Simpanen, hallituksen varapuheenjohtaja
Eeva-Liisa Auvinen, jasen
Juha Hartikainen, jasen
Antti Hedman, jasen
Sami Sipila, jasen

Pirkko Valtola, jasen
Elina Felin, toimitusjohtaja

Suoritetusta tarkastuksesta on annettu tilintarkastuskertomus.

BDO Audiator Oy, Ulla-Maija Tuomela, KHT, JHT

= ’ Allekirjoitettu IP, MS, AH, EA, SS, PV, JH, EF, UT
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8 LUETTELO KIRJANPITOKIRJOISTA JA TOSITELAJEISTA

Varsinaiset kirjanpitokirjat

Tiinpaatos
Paivakina
Paakirja
Osakirjanpidot
Tase-erittelyt

Tositelajit

10 Kas satositteet/Muistiot
28-30 Pankkitositteet

32 Ostolaskut Rondo

34 Hyvitysten kohdistus osre
35 Ostolaskujen maksut

40 Myre vittesuoritukset

41 Myre kasintallenetut suorituks.

42 Intime yleislaskutus

47 Myre hyvitysten kohdistut
48 Sopimuslas kut

50 Asla-laskutus

54 Kappa-laskutus

80 Web-muistiotosite

81 Kas inkirjatut muistiotositteet (ex cel)

84 Palkkatositteet

85 Lomapalkkav elkatos itteet
87 Sumu-poistot

96 Kirjanpidon tulos

98 Sisaisen laskennan tulos
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Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
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Sailytystapa

Sahkoinen arkistointi
Séahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
Séahkoinen arkistointi
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Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
Sahkoinen arkistointi
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The initiator Anu Tervala (AT) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_FI, c) set the signing due date to 2024-04-30 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ilkka.pirskanen@siunsote.fi) and SMS (+358505669301) to Ilkka Pirskanen (IP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mia.simpanen@pshyvinvointialue.fi) and SMS (+358407778850) to Mia Simpanen (MS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (antti.hedman@pshyvinvointialue.fi) and SMS (+358447172110) to Antti Hedman (AH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eeva-liisa.auvinen@luottamus.siunsote.fi) and SMS (+358406452776) to Eeva-Liisa Auvinen (EA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sami.sipila@etelasavonha.fi) and SMS (+358447700577) to Sami Sipilä (SS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (pirkko.valtola@etela-savo.fi) and SMS (+358400552855) to Pirkko Valtola (PV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (juha.hartikainen@pshyvinvointialue.fi) and SMS (+358447113945) to Juha Hartikainen (JH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (elina.felin@islab.fi) to Elina Felin (EF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:32:50.149633 UTC ±49 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ulla-maija.tuomela@bdo.fi) to Ulla-Maija Tuomela (UT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-02-26 08:33:00.188639 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eeva-Liisa Auvinen (EA) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:00.217496 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Juha Hartikainen (JH) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:06.174253 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Sami Sipilä (SS) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:14.50214 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ilkka Pirskanen (IP) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:14.527946 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mia Simpanen (MS) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:14.546502 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sami Sipilä (SS) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:20.720025 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Antti Hedman (AH) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:20.772695 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pirkko Valtola (PV) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:20.816029 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Elina Felin (EF) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:20.844053 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ulla-Maija Tuomela (UT) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:27.582739 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eeva-Liisa Auvinen (EA) was delivered.

      


    

  



  

  

    		2024-02-26 08:33:27.603667 UTC ±50 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Juha Hartikainen (JH) was delivered.

      


    

  



  

  

    		2024-02-26 08:36:06.272427 UTC ±53 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Ilkka Pirskanen (IP) was delivered.

      


    

  



  

  

    		2024-02-26 08:36:24.314322 UTC ±54 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Pirkko Valtola (PV) was delivered.

      


    

  



  

  

    		2024-02-26 08:37:00.387016 UTC ±54 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Mia Simpanen (MS) was delivered.

      


    

  



  

  

    		2024-02-26 08:37:00.413462 UTC ±54 ms

    		2024-02-26 07:53:32.808938 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Antti Hedman (AH) was delivered.

      


    

  



  

  

    		2024-02-26 08:58:29.83126 UTC ±8 ms

    		2024-02-26 08:53:36.416605 UTC

    		

      85.76.107.169

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The party Eeva-Liisa Auvinen (EA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-26 08:59:19.765225 UTC ±9 ms

    		2024-02-26 08:53:36.416605 UTC

    		

      85.76.107.169

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Eeva-Liisa Auvinen (EA) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: EEVA-LIISA MARJATTA AUVINEN

  
Date of birth: 1956-02-03

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-02-26 08:59:32.331512 UTC ±9 ms

    		2024-02-26 08:53:36.416605 UTC

    		

      193.142.182.35

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Antti Hedman (AH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-26 09:00:40.928338 UTC ±10 ms

    		2024-02-26 08:53:36.416605 UTC

    		

      193.142.182.35

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Antti Hedman (AH) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Antti Einari Hedman

  
Date of birth: 1963-01-27

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-02-26 10:03:53.960064 UTC ±12 ms

    		2024-02-26 09:53:38.875016 UTC

    		

      62.148.113.16

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Ilkka Pirskanen (IP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-26 10:04:53.24689 UTC ±13 ms

    		2024-02-26 09:53:38.875016 UTC

    		

      62.148.113.16

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The document was signed by Ilkka Pirskanen (IP) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: ILKKA PIRSKANEN

  
Date of birth: 1962-12-22

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-02-26 12:24:35.28648 UTC ±49 ms

    		2024-02-26 11:53:42.872812 UTC

    		

      193.142.182.38

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Juha Hartikainen (JH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-26 12:24:55.095171 UTC ±50 ms

    		2024-02-26 11:53:42.872812 UTC

    		

      193.142.182.38

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Juha Hartikainen (JH) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: JUHA ERKKI KALLE HARTIKAINEN

  
Date of birth: 1957-11-01

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-02-26 17:42:25.404585 UTC ±81 ms

    		2024-02-26 16:53:53.698866 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pirkko.valtola@etela-savo.fi was opened.

      


    

  



  

  

    		2024-02-26 17:42:29.079783 UTC ±81 ms

    		2024-02-26 16:53:53.698866 UTC

    		

      93.106.1.84

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The party Pirkko Valtola (PV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-26 17:47:36.781091 UTC ±89 ms

    		2024-02-26 16:53:53.698866 UTC

    		

      93.106.1.84

      

        Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/15.0 Chrome/90.0.4430.210 Safari/537.36

      

    

    		

      

        The document was signed by Pirkko Valtola (PV) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: PIRKKO VALTOLA

  
Date of birth: 1953-08-19

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-02-27 04:42:46.825626 UTC ±69 ms

    		2024-02-27 03:54:15.296385 UTC

    		

      193.142.182.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Mia Simpanen (MS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 04:44:00.626896 UTC ±71 ms

    		2024-02-27 03:54:15.296385 UTC

    		

      193.142.182.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Mia Simpanen (MS) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: MIA KRISTA EMILIA SIMPANEN

  
Date of birth: 1978-09-20

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-02-27 07:29:26.511543 UTC ±59 ms

    		2024-02-27 06:54:24.273149 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Elina Felin (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 07:34:05.028197 UTC ±66 ms

    		2024-02-27 06:54:24.273149 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Elina Felin (EF) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: ELINA EVELIINA FELIN

  
Date of birth: 1982-02-10

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-02-28 14:42:40.139852 UTC ±58 ms

    		2024-02-28 13:55:34.010435 UTC

    		

      31.172.158.17

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email and SMS to Sami Sipilä (SS) at the request of the user Anu Tervala (AT).

      


    

  



  

  

    		2024-02-28 14:42:48.786567 UTC ±58 ms

    		2024-02-28 13:55:34.010435 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sami Sipilä (SS) was delivered.

      


    

  



  

  

    		2024-02-28 14:42:58.426972 UTC ±58 ms

    		2024-02-28 13:55:34.010435 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Sami Sipilä (SS) was delivered.

      


    

  



  

  

    		2024-02-28 14:48:22.131793 UTC ±64 ms

    		2024-02-28 13:55:34.010435 UTC

    		

      86.115.97.131

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Sami Sipilä (SS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-28 14:49:05.389171 UTC ±65 ms

    		2024-02-28 13:55:34.010435 UTC

    		

      86.115.97.131

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Sami Sipilä (SS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-28 14:50:59.327669 UTC ±68 ms

    		2024-02-28 13:55:34.010435 UTC

    		

      86.115.97.131

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Sami Sipilä (SS) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: SAMI PEKKA JUHANI SIPILÄ

  
Date of birth: 1977-11-24

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-04-05 07:13:00.790386 UTC ±56 ms

    		2024-04-05 06:28:49.552282 UTC

    		

      89.250.49.39

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The party Ulla-Maija Tuomela (UT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-05 07:13:54.265907 UTC ±57 ms

    		2024-04-05 06:28:49.552282 UTC

    		

      89.250.49.39

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Ulla-Maija Tuomela (UT) using 

  Finnish FTN

 through 

  Nets

 as the authentication method. 





















Authentication at the point of signing with 

  Nets

.



Data returned from 

  Nets

:

  
Name: Tuomela Ulla-Maija

  
Date of birth: 1966-02-02

  
Personal identification number: 

  *Redacted by author*

























      


    

  



  

  

    		2024-04-05 07:13:54.265907 UTC ±57 ms

    		2024-04-05 06:28:49.552282 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.06 ms

		standard deviation: 1.44 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈91.798%

		|e| < 5 ms: ≈99.950%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-02-23 14:50:59.482003 UTC and 2024-04-05 06:28:49.552282 UTC:







  		Time collected

  		Clock offset







  

    		2024-02-23 14:50:59.482003

    		-1.2 ms

  





  

    		2024-02-23 15:51:01.458672

    		0.5 ms

  





  

    		2024-02-23 16:51:03.980695

    		-1.1 ms

  





  

    		2024-02-23 17:51:06.27459

    		-0.7 ms

  





  

    		2024-02-23 18:51:08.645869

    		-0.7 ms

  





  

    		2024-02-23 19:51:10.973101

    		-0.6 ms

  





  

    		2024-02-23 20:51:12.935321

    		-2.4 ms

  





  

    		2024-02-23 21:51:15.498726

    		-1.7 ms

  





  

    		2024-02-23 22:51:17.27885

    		-1.3 ms

  





  

    		2024-02-23 23:51:19.034591

    		-0.9 ms

  





  

    		2024-02-24 00:51:21.759465

    		1.0 ms

  





  

    		2024-02-24 01:51:23.749205

    		0.0 ms

  





  

    		2024-02-24 02:51:26.717506

    		-0.4 ms

  





  

    		2024-02-24 03:51:29.354264

    		-1.2 ms

  





  

    		2024-02-24 04:51:33.233427

    		-0.4 ms

  





  

    		2024-02-24 05:51:36.502002

    		-0.3 ms

  





  

    		2024-02-24 06:51:39.416873

    		-1.0 ms

  





  

    		2024-02-24 07:51:40.931458

    		-0.4 ms

  





  

    		2024-02-24 08:51:42.613593

    		-1.0 ms

  





  

    		2024-02-24 09:51:44.57714

    		1.2 ms

  





  

    		2024-02-24 10:51:47.444909

    		0.3 ms

  





  

    		2024-02-24 11:51:48.963558

    		1.1 ms

  





  

    		2024-02-24 12:51:50.912308

    		0.7 ms

  





  

    		2024-02-24 13:51:54.191161

    		-1.8 ms

  





  

    		2024-02-24 14:51:55.835324

    		-1.2 ms

  





  

    		2024-02-24 15:51:58.792152

    		1.0 ms

  





  

    		2024-02-24 16:52:00.794596

    		0.6 ms

  





  

    		2024-02-24 17:52:03.215915

    		-0.9 ms

  





  

    		2024-02-24 18:52:04.776227

    		0.8 ms

  





  

    		2024-02-24 19:52:06.892206

    		-0.1 ms

  





  

    		2024-02-24 20:52:10.272005

    		-0.4 ms

  





  

    		2024-02-24 21:52:12.964704

    		-0.8 ms

  





  

    		2024-02-24 22:52:15.583468

    		-1.3 ms

  





  

    		2024-02-24 23:52:17.748546

    		0.9 ms

  





  

    		2024-02-25 00:52:19.432049

    		-1.2 ms

  





  

    		2024-02-25 01:52:21.776615

    		1.3 ms

  





  

    		2024-02-25 02:52:24.660049

    		0.0 ms

  





  

    		2024-02-25 03:52:27.313621

    		-1.4 ms

  





  

    		2024-02-25 04:52:28.791373

    		1.0 ms

  





  

    		2024-02-25 05:52:32.336065

    		-0.2 ms

  





  

    		2024-02-25 06:52:34.135999

    		1.4 ms

  





  

    		2024-02-25 07:52:36.702398

    		-0.2 ms

  





  

    		2024-02-25 08:52:38.506527

    		2.1 ms

  





  

    		2024-02-25 09:52:40.006051

    		0.6 ms

  





  

    		2024-02-25 10:52:41.974917

    		-0.4 ms

  





  

    		2024-02-25 11:52:45.571391

    		-0.4 ms

  





  

    		2024-02-25 12:52:47.835313

    		-1.0 ms

  





  

    		2024-02-25 13:52:50.31425

    		1.0 ms

  





  

    		2024-02-25 14:52:52.012536

    		-0.9 ms

  





  

    		2024-02-25 15:52:53.528164

    		1.3 ms

  





  

    		2024-02-25 16:52:55.325264

    		-0.5 ms

  





  

    		2024-02-25 17:52:58.804242

    		1.6 ms

  





  

    		2024-02-25 18:53:02.308828

    		-1.0 ms

  





  

    		2024-02-25 19:53:03.815775

    		0.7 ms

  





  

    		2024-02-25 20:53:05.582695

    		-0.3 ms

  





  

    		2024-02-25 21:53:07.599756

    		-2.0 ms

  





  

    		2024-02-25 22:53:11.718546

    		-0.9 ms

  





  

    		2024-02-25 23:53:13.547374

    		1.0 ms

  





  

    		2024-02-26 00:53:16.176988

    		-1.4 ms

  





  

    		2024-02-26 01:53:18.33471

    		-0.8 ms

  





  

    		2024-02-26 02:53:20.408848

    		-1.4 ms

  





  

    		2024-02-26 03:53:22.899032

    		1.6 ms

  





  

    		2024-02-26 04:53:25.425848

    		-1.6 ms

  





  

    		2024-02-26 05:53:28.851506

    		-0.4 ms

  





  

    		2024-02-26 06:53:31.307269

    		1.9 ms

  





  

    		2024-02-26 07:53:32.808938

    		2.6 ms

  





  

    		2024-02-26 08:53:36.416605

    		3.2 ms

  





  

    		2024-02-26 09:53:38.875016

    		2.1 ms

  





  

    		2024-02-26 10:53:40.881565

    		-0.6 ms

  





  

    		2024-02-26 11:53:42.872812

    		-2.2 ms

  





  

    		2024-02-26 12:53:45.232802

    		-1.4 ms

  





  

    		2024-02-26 13:53:46.835212

    		1.7 ms

  





  

    		2024-02-26 14:53:49.533246

    		-0.7 ms

  





  

    		2024-02-26 15:53:51.572088

    		-1.4 ms

  





  

    		2024-02-26 16:53:53.698866

    		-1.0 ms

  





  

    		2024-02-26 17:53:55.823078

    		0.1 ms

  





  

    		2024-02-26 18:53:57.426522

    		2.5 ms

  





  

    		2024-02-26 19:53:59.222184

    		1.6 ms

  





  

    		2024-02-26 20:54:01.166034

    		-0.4 ms

  





  

    		2024-02-26 21:54:03.735178

    		-2.0 ms

  





  

    		2024-02-26 22:54:05.37729

    		-0.1 ms

  





  

    		2024-02-26 23:54:07.082544

    		-0.4 ms

  





  

    		2024-02-27 00:54:08.816893

    		-1.0 ms

  





  

    		2024-02-27 01:54:11.128672

    		-0.2 ms

  





  

    		2024-02-27 02:54:12.90389

    		-0.9 ms

  





  

    		2024-02-27 03:54:15.296385

    		-0.7 ms

  





  

    		2024-02-27 04:54:19.122095

    		-0.2 ms

  





  

    		2024-02-27 05:54:22.488257

    		0.5 ms

  





  

    		2024-02-27 06:54:24.273149

    		1.0 ms

  





  

    		2024-02-27 07:54:25.995086

    		2.8 ms

  





  

    		2024-02-27 08:54:29.609056

    		3.9 ms

  





  

    		2024-02-27 09:54:31.156679

    		1.8 ms

  





  

    		2024-02-27 10:54:33.074441

    		0.6 ms

  





  

    		2024-02-27 11:54:34.953957

    		1.9 ms

  





  

    		2024-02-27 12:54:36.609074

    		0.4 ms

  





  

    		2024-02-27 13:54:39.082183

    		1.2 ms

  





  

    		2024-02-27 14:54:40.522999

    		0.7 ms

  





  

    		2024-02-27 15:54:42.160125

    		0.5 ms

  





  

    		2024-02-27 16:54:44.233535

    		0.4 ms

  





  

    		2024-02-27 17:54:46.260703

    		-1.5 ms

  





  

    		2024-02-27 18:54:47.826434

    		-0.9 ms

  





  

    		2024-02-27 19:54:49.826624

    		-1.8 ms

  





  

    		2024-02-27 20:54:53.991498

    		1.2 ms

  





  

    		2024-02-27 21:54:55.924251

    		-0.4 ms

  





  

    		2024-02-27 22:54:58.041774

    		-1.3 ms

  





  

    		2024-02-27 23:55:00.826058

    		-1.2 ms

  





  

    		2024-02-28 00:55:04.662485

    		0.5 ms

  





  

    		2024-02-28 01:55:06.293898

    		-0.1 ms

  





  

    		2024-02-28 02:55:10.465776

    		-0.7 ms

  





  

    		2024-02-28 03:55:12.749685

    		0.3 ms

  





  

    		2024-02-28 04:55:14.913409

    		0.5 ms

  





  

    		2024-02-28 05:55:18.491196

    		2.5 ms

  





  

    		2024-02-28 06:55:20.673093

    		0.0 ms

  





  

    		2024-02-28 07:55:22.722811

    		-0.5 ms

  





  

    		2024-02-28 08:55:24.412131

    		-0.1 ms

  





  

    		2024-02-28 09:55:26.269005

    		0.0 ms

  





  

    		2024-02-28 10:55:27.945198

    		2.8 ms

  





  

    		2024-02-28 11:55:30.860614

    		1.9 ms

  





  

    		2024-02-28 12:55:32.541386

    		1.8 ms

  





  

    		2024-02-28 13:55:34.010435

    		0.4 ms

  





  

    		2024-02-28 14:55:35.6971

    		1.2 ms

  





  

    		2024-02-28 15:55:37.443217

    		1.0 ms

  





  

    		2024-02-28 16:55:39.432428

    		2.1 ms

  





  

    		2024-02-28 17:55:40.921429

    		-0.8 ms

  





  

    		2024-02-28 18:55:42.665526

    		-0.6 ms

  





  

    		2024-02-28 19:55:44.436356

    		1.1 ms

  





  

    		2024-02-28 20:55:46.924577

    		0.2 ms

  





  

    		2024-02-28 21:55:49.777208

    		-5.3 ms

  





  

    		2024-02-28 22:55:53.61274

    		-3.3 ms

  





  

    		2024-02-28 23:55:55.663757

    		-3.0 ms

  





  

    		2024-02-29 00:55:58.022848

    		-3.2 ms

  





  

    		2024-02-29 01:56:01.735606

    		1.7 ms

  





  

    		2024-02-29 02:56:05.557709

    		-0.3 ms

  





  

    		2024-02-29 03:56:07.331091

    		1.2 ms

  





  

    		2024-02-29 04:56:09.531443

    		1.2 ms

  





  

    		2024-02-29 05:56:12.1473

    		-1.5 ms

  





  

    		2024-02-29 06:56:14.433669

    		-1.0 ms

  





  

    		2024-02-29 07:56:17.721481

    		-0.6 ms

  





  

    		2024-02-29 08:56:19.405046

    		0.1 ms

  





  

    		2024-02-29 09:56:22.332915

    		0.1 ms

  





  

    		2024-02-29 10:56:23.966836

    		0.9 ms

  





  

    		2024-02-29 11:56:25.693098

    		0.5 ms

  





  

    		2024-02-29 12:56:27.224173

    		-0.2 ms

  





  

    		2024-02-29 13:56:29.430299

    		1.9 ms

  





  

    		2024-02-29 14:56:31.386969

    		1.0 ms

  





  

    		2024-02-29 15:56:33.599404

    		0.2 ms

  





  

    		2024-02-29 16:56:35.155327

    		1.5 ms

  





  

    		2024-02-29 17:56:37.065934

    		-0.5 ms

  





  

    		2024-02-29 18:56:41.179599

    		1.1 ms

  





  

    		2024-02-29 19:56:43.962815

    		-1.2 ms

  





  

    		2024-02-29 20:56:47.537699

    		0.7 ms

  





  

    		2024-02-29 21:56:51.582234

    		-0.9 ms

  





  

    		2024-02-29 22:56:53.717033

    		-1.7 ms

  





  

    		2024-02-29 23:56:56.07739

    		-1.3 ms

  





  

    		2024-03-01 00:56:58.5206

    		1.9 ms

  





  

    		2024-03-01 01:57:01.062782

    		2.4 ms

  





  

    		2024-03-01 02:57:03.997169

    		1.0 ms

  





  

    		2024-03-01 03:57:05.764825

    		-0.8 ms

  





  

    		2024-03-01 04:57:07.225415

    		0.9 ms

  





  

    		2024-03-01 05:57:09.131667

    		1.4 ms

  





  

    		2024-03-01 06:57:11.559872

    		0.5 ms

  





  

    		2024-03-01 07:57:14.723433

    		0.8 ms

  





  

    		2024-03-01 08:57:16.258035

    		1.9 ms

  





  

    		2024-03-01 09:57:19.003524

    		2.4 ms

  





  

    		2024-03-01 10:57:21.005397

    		0.3 ms

  





  

    		2024-03-01 11:57:23.092449

    		-1.1 ms

  





  

    		2024-03-01 12:57:25.069161

    		-0.5 ms

  





  

    		2024-03-01 13:57:26.621784

    		-1.0 ms

  





  

    		2024-03-01 14:57:28.117313

    		-0.3 ms

  





  

    		2024-03-01 15:57:30.183345

    		-1.0 ms

  





  

    		2024-03-01 16:57:32.509217

    		0.7 ms

  





  

    		2024-03-01 17:57:34.059064

    		-0.7 ms

  





  

    		2024-03-01 18:57:36.259624

    		0.0 ms

  





  

    		2024-03-01 19:57:39.867441

    		-0.3 ms

  





  

    		2024-03-01 20:57:41.782673

    		-1.5 ms

  





  

    		2024-03-01 21:57:43.664794

    		-0.8 ms

  





  

    		2024-03-01 22:57:45.18646

    		0.3 ms

  





  

    		2024-03-01 23:57:48.933949

    		-1.2 ms

  





  

    		2024-03-02 00:57:50.661112

    		-0.7 ms

  





  

    		2024-03-02 01:57:52.782788

    		-1.5 ms

  





  

    		2024-03-02 02:57:55.227745

    		-0.5 ms

  





  

    		2024-03-02 03:57:56.894248

    		2.1 ms

  





  

    		2024-03-02 04:57:59.819556

    		-0.4 ms

  





  

    		2024-03-02 05:58:02.275657

    		-0.5 ms

  





  

    		2024-03-02 06:58:04.990877

    		1.8 ms

  





  

    		2024-03-02 07:58:07.522872

    		1.0 ms

  





  

    		2024-03-02 08:58:10.207468

    		-0.5 ms

  





  

    		2024-03-02 09:58:12.525501

    		3.2 ms

  





  

    		2024-03-02 10:58:14.44074

    		2.1 ms

  





  

    		2024-03-02 11:58:17.656615

    		-0.8 ms

  





  

    		2024-03-02 12:58:19.492069

    		0.6 ms

  





  

    		2024-03-02 13:58:21.219502

    		0.5 ms

  





  

    		2024-03-02 14:58:24.003592

    		-1.0 ms

  





  

    		2024-03-02 15:58:25.823177

    		0.4 ms

  





  

    		2024-03-02 16:58:27.390499

    		0.4 ms

  





  

    		2024-03-02 17:58:29.567845

    		-0.4 ms

  





  

    		2024-03-02 18:58:33.005493

    		-1.3 ms

  





  

    		2024-03-02 19:58:35.070677

    		2.2 ms

  





  

    		2024-03-02 20:58:36.712903

    		-1.7 ms

  





  

    		2024-03-02 21:58:40.879244

    		-2.4 ms

  





  

    		2024-03-02 22:58:44.441367

    		-0.1 ms

  





  

    		2024-03-02 23:58:46.525044

    		-0.9 ms

  





  

    		2024-03-03 00:58:48.506862

    		-0.9 ms

  





  

    		2024-03-03 01:58:50.315438

    		0.6 ms

  





  

    		2024-03-03 02:58:52.097725

    		1.0 ms

  





  

    		2024-03-03 03:58:55.979551

    		-1.6 ms

  





  

    		2024-03-03 04:58:57.832846

    		-1.0 ms

  





  

    		2024-03-03 05:59:01.200027

    		-0.9 ms

  





  

    		2024-03-03 06:59:02.898658

    		0.2 ms

  





  

    		2024-03-03 07:59:04.952099

    		-0.6 ms

  





  

    		2024-03-03 08:59:06.826454

    		1.7 ms

  





  

    		2024-03-03 09:59:08.354116

    		0.7 ms

  





  

    		2024-03-03 10:59:10.382978

    		2.4 ms

  





  

    		2024-03-03 11:59:13.25235

    		-1.0 ms

  





  

    		2024-03-03 12:59:15.791228

    		1.9 ms

  





  

    		2024-03-03 13:59:18.21383

    		0.5 ms

  





  

    		2024-03-03 14:59:19.922812

    		-0.8 ms

  





  

    		2024-03-03 15:59:21.581591

    		2.3 ms

  





  

    		2024-03-03 16:59:24.496882

    		-0.4 ms

  





  

    		2024-03-03 17:59:26.985758

    		0.9 ms

  





  

    		2024-03-03 18:59:30.288618

    		0.2 ms

  





  

    		2024-03-03 19:59:33.64814

    		-0.1 ms

  





  

    		2024-03-03 20:59:35.92136

    		-1.8 ms

  





  

    		2024-03-03 21:59:38.840535

    		-0.9 ms

  





  

    		2024-03-03 22:59:40.435257

    		-2.3 ms

  





  

    		2024-03-03 23:59:42.022038

    		0.4 ms

  





  

    		2024-03-04 00:59:43.612894

    		-1.3 ms

  





  

    		2024-03-04 01:59:45.483678

    		0.0 ms

  





  

    		2024-03-04 02:59:49.480367

    		-1.5 ms

  





  

    		2024-03-04 03:59:52.372434

    		1.2 ms

  





  

    		2024-03-04 04:59:55.223283

    		3.0 ms

  





  

    		2024-03-04 05:59:56.959553

    		-0.1 ms

  





  

    		2024-03-04 06:59:59.819824

    		3.5 ms

  





  

    		2024-03-04 08:00:02.702439

    		0.3 ms

  





  

    		2024-03-04 09:00:04.864648

    		0.0 ms

  





  

    		2024-03-04 10:00:07.8167

    		0.1 ms

  





  

    		2024-03-04 11:00:09.839941

    		-0.1 ms

  





  

    		2024-03-04 12:00:11.968628

    		-0.2 ms

  





  

    		2024-03-04 13:00:13.713714

    		-0.9 ms

  





  

    		2024-03-04 14:00:15.465609

    		1.0 ms

  





  

    		2024-03-04 15:00:16.978897

    		-0.6 ms

  





  

    		2024-03-04 16:00:18.967194

    		0.2 ms

  





  

    		2024-03-04 17:00:20.530493

    		-0.3 ms

  





  

    		2024-03-04 18:00:22.814397

    		1.6 ms

  





  

    		2024-03-04 19:00:24.682465

    		-0.8 ms

  





  

    		2024-03-04 20:00:26.551291

    		0.1 ms

  





  

    		2024-03-04 21:00:28.198231

    		1.4 ms

  





  

    		2024-03-04 22:00:29.914128

    		-1.5 ms

  





  

    		2024-03-04 23:00:32.092983

    		-0.7 ms

  





  

    		2024-03-05 00:00:33.961564

    		-2.7 ms

  





  

    		2024-03-05 01:00:36.42969

    		-0.7 ms

  





  

    		2024-03-05 02:00:39.685464

    		-3.0 ms

  





  

    		2024-03-05 03:00:42.071308

    		-0.4 ms

  





  

    		2024-03-05 04:00:44.615586

    		1.1 ms

  





  

    		2024-03-05 05:00:46.003336

    		-0.5 ms

  





  

    		2024-03-05 06:00:49.631952

    		-0.2 ms

  





  

    		2024-03-05 07:00:51.649342

    		-1.0 ms

  





  

    		2024-03-05 08:00:53.744107

    		1.7 ms

  





  

    		2024-03-05 09:00:55.497556

    		-0.3 ms

  





  

    		2024-03-05 10:00:57.081536

    		2.1 ms

  





  

    		2024-03-05 11:00:58.916222

    		1.5 ms

  





  

    		2024-03-05 12:01:00.850901

    		0.6 ms

  





  

    		2024-03-05 13:01:02.755374

    		1.2 ms

  





  

    		2024-03-05 14:01:04.898236

    		0.9 ms

  





  

    		2024-03-05 15:01:06.570989

    		1.5 ms

  





  

    		2024-03-05 16:01:08.269196

    		2.1 ms

  





  

    		2024-03-05 17:01:09.93171

    		2.2 ms

  





  

    		2024-03-05 18:01:12.556185

    		0.7 ms

  





  

    		2024-03-05 19:01:14.652607

    		-1.1 ms

  





  

    		2024-03-05 20:01:16.04714

    		-1.6 ms

  





  

    		2024-03-05 21:01:17.922348

    		0.3 ms

  





  

    		2024-03-05 22:01:19.963829

    		-1.6 ms

  





  

    		2024-03-05 23:01:21.691059

    		0.3 ms

  





  

    		2024-03-06 00:01:23.297867

    		-1.1 ms

  





  

    		2024-03-06 01:01:26.155947

    		-0.3 ms

  





  

    		2024-03-06 02:01:29.553467

    		0.4 ms

  





  

    		2024-03-06 03:01:31.786494

    		-1.2 ms

  





  

    		2024-03-06 04:01:33.472284

    		2.6 ms

  





  

    		2024-03-06 05:01:35.238179

    		-1.0 ms

  





  

    		2024-03-06 06:01:37.051842

    		-0.6 ms

  





  

    		2024-03-06 07:01:38.681086

    		1.2 ms

  





  

    		2024-03-06 08:01:40.404214

    		2.4 ms

  





  

    		2024-03-06 09:01:41.901644

    		-0.7 ms

  





  

    		2024-03-06 10:01:44.058549

    		-0.2 ms

  





  

    		2024-03-06 11:01:45.997297

    		0.4 ms

  





  

    		2024-03-06 12:01:47.675688

    		1.7 ms

  





  

    		2024-03-06 13:01:49.445652

    		-0.8 ms

  





  

    		2024-03-06 14:01:50.963748

    		-1.9 ms

  





  

    		2024-03-06 15:01:52.632837

    		0.4 ms

  





  

    		2024-03-06 16:01:55.446212

    		1.9 ms

  





  

    		2024-03-06 17:01:57.026729

    		2.4 ms

  





  

    		2024-03-06 18:01:58.554253

    		1.9 ms

  





  

    		2024-03-06 19:02:02.791181

    		-1.3 ms

  





  

    		2024-03-06 20:02:05.427305

    		-0.1 ms

  





  

    		2024-03-06 21:02:08.408619

    		-1.6 ms

  





  

    		2024-03-06 22:02:10.228605

    		-2.6 ms

  





  

    		2024-03-06 23:02:13.862769

    		1.7 ms

  





  

    		2024-03-07 00:02:16.453328

    		-0.8 ms

  





  

    		2024-03-07 01:02:18.476017

    		1.5 ms

  





  

    		2024-03-07 02:02:20.930539

    		-0.7 ms

  





  

    		2024-03-07 03:02:22.969148

    		-0.1 ms

  





  

    		2024-03-07 04:02:24.747299

    		-0.3 ms

  





  

    		2024-03-07 05:02:26.746976

    		-1.2 ms

  





  

    		2024-03-07 06:02:30.661989

    		1.6 ms

  





  

    		2024-03-07 07:02:33.11217

    		-0.7 ms

  





  

    		2024-03-07 08:02:35.435364

    		-1.4 ms

  





  

    		2024-03-07 09:02:37.127412

    		-0.3 ms

  





  

    		2024-03-07 10:02:39.135623

    		1.2 ms

  





  

    		2024-03-07 11:02:42.287223

    		0.2 ms

  





  

    		2024-03-07 12:02:44.048476

    		0.1 ms

  





  

    		2024-03-07 13:02:46.241895

    		1.4 ms

  





  

    		2024-03-07 14:02:48.044197

    		-1.0 ms

  





  

    		2024-03-07 15:02:49.595867

    		1.6 ms

  





  

    		2024-03-07 16:02:51.890897

    		0.4 ms

  





  

    		2024-03-07 17:02:54.024177

    		0.3 ms

  





  

    		2024-03-07 18:02:55.724854

    		-2.4 ms

  





  

    		2024-03-07 19:02:58.102839

    		1.4 ms

  





  

    		2024-03-07 20:03:00.998207

    		1.3 ms

  





  

    		2024-03-07 21:03:02.725144

    		-0.7 ms

  





  

    		2024-03-07 22:03:04.494022

    		0.1 ms

  





  

    		2024-03-07 23:03:06.323407

    		-1.4 ms

  





  

    		2024-03-08 00:03:08.073726

    		-1.3 ms

  





  

    		2024-03-08 01:03:10.276417

    		-2.0 ms

  





  

    		2024-03-08 02:03:12.282739

    		-3.5 ms

  





  

    		2024-03-08 03:03:15.155648

    		-2.6 ms

  





  

    		2024-03-08 04:03:18.011875

    		-1.1 ms

  





  

    		2024-03-08 05:03:20.025291

    		-0.9 ms

  





  

    		2024-03-08 06:03:22.073184

    		1.7 ms

  





  

    		2024-03-08 07:03:23.760499

    		-0.4 ms

  





  

    		2024-03-08 08:03:25.964675

    		0.4 ms

  





  

    		2024-03-08 09:03:28.091457

    		0.8 ms

  





  

    		2024-03-08 10:03:31.37905

    		0.3 ms

  





  

    		2024-03-08 11:03:33.355952

    		1.3 ms

  





  

    		2024-03-08 12:03:34.950415

    		3.0 ms

  





  

    		2024-03-08 13:03:36.582305

    		-0.7 ms

  





  

    		2024-03-08 14:03:38.167252

    		1.8 ms

  





  

    		2024-03-08 15:03:39.895505

    		1.7 ms

  





  

    		2024-03-08 16:03:41.614719

    		0.5 ms

  





  

    		2024-03-08 17:03:43.445285

    		-1.3 ms

  





  

    		2024-03-08 18:03:45.63965

    		0.3 ms

  





  

    		2024-03-08 19:03:47.683526

    		-0.2 ms

  





  

    		2024-03-08 20:03:50.540701

    		1.4 ms

  





  

    		2024-03-08 21:03:52.611927

    		-0.7 ms

  





  

    		2024-03-08 22:03:55.16003

    		0.6 ms

  





  

    		2024-03-08 23:03:57.323027

    		-0.8 ms

  





  

    		2024-03-09 00:04:00.803685

    		-1.9 ms

  





  

    		2024-03-09 01:04:02.934098

    		-1.1 ms

  





  

    		2024-03-09 02:04:06.03498

    		1.4 ms

  





  

    		2024-03-09 03:04:09.170524

    		-1.3 ms

  





  

    		2024-03-09 04:04:10.657972

    		-0.5 ms

  





  

    		2024-03-09 05:04:13.07149

    		2.2 ms

  





  

    		2024-03-09 06:04:15.080174

    		1.2 ms

  





  

    		2024-03-09 07:04:17.779543

    		1.4 ms

  





  

    		2024-03-09 08:04:19.44298

    		-0.6 ms

  





  

    		2024-03-09 09:04:21.546099

    		2.3 ms

  





  

    		2024-03-09 10:04:23.688498

    		-0.2 ms

  





  

    		2024-03-09 11:04:25.562946

    		2.0 ms

  





  

    		2024-03-09 12:04:26.982829

    		1.0 ms

  





  

    		2024-03-09 13:04:28.545236

    		-0.7 ms

  





  

    		2024-03-09 14:04:30.2779

    		-0.7 ms

  





  

    		2024-03-09 15:04:33.039306

    		-0.7 ms

  





  

    		2024-03-09 16:04:35.557421

    		0.1 ms

  





  

    		2024-03-09 17:04:37.844708

    		-0.2 ms

  





  

    		2024-03-09 18:04:39.397786

    		1.2 ms

  





  

    		2024-03-09 19:04:41.521277

    		2.0 ms

  





  

    		2024-03-09 20:04:43.359449

    		0.9 ms

  





  

    		2024-03-09 21:04:45.424232

    		-1.4 ms

  





  

    		2024-03-09 22:04:47.204506

    		1.6 ms

  





  

    		2024-03-09 23:04:49.597306

    		-1.5 ms

  





  

    		2024-03-10 00:04:51.196387

    		-1.5 ms

  





  

    		2024-03-10 01:04:53.26056

    		-1.6 ms

  





  

    		2024-03-10 02:04:56.185931

    		-2.0 ms

  





  

    		2024-03-10 03:04:58.44407

    		-0.6 ms

  





  

    		2024-03-10 04:05:00.930211

    		-1.6 ms

  





  

    		2024-03-10 05:05:03.781708

    		0.5 ms

  





  

    		2024-03-10 06:05:06.199768

    		1.3 ms

  





  

    		2024-03-10 07:05:07.856448

    		-0.6 ms

  





  

    		2024-03-10 08:05:09.398479

    		0.9 ms

  





  

    		2024-03-10 09:05:12.006397

    		0.7 ms

  





  

    		2024-03-10 10:05:14.014421

    		-0.6 ms

  





  

    		2024-03-10 11:05:16.195615

    		-0.4 ms

  





  

    		2024-03-10 12:05:19.355303

    		1.3 ms

  





  

    		2024-03-10 13:05:22.697212

    		1.4 ms

  





  

    		2024-03-10 14:05:25.206038

    		-0.4 ms

  





  

    		2024-03-10 15:05:26.890399

    		-0.3 ms

  





  

    		2024-03-10 16:05:30.084589

    		-0.7 ms

  





  

    		2024-03-10 17:05:32.058376

    		-0.7 ms

  





  

    		2024-03-10 18:05:34.2324

    		-1.7 ms

  





  

    		2024-03-10 19:05:35.779437

    		-1.5 ms

  





  

    		2024-03-10 20:05:37.351655

    		-0.3 ms

  





  

    		2024-03-10 21:05:39.599642

    		-0.2 ms

  





  

    		2024-03-10 22:05:41.49651

    		0.9 ms

  





  

    		2024-03-10 23:05:43.265913

    		0.7 ms

  





  

    		2024-03-11 00:05:44.784142

    		-1.1 ms

  





  

    		2024-03-11 01:05:47.367529

    		-1.5 ms

  





  

    		2024-03-11 02:05:49.133107

    		-1.2 ms

  





  

    		2024-03-11 03:05:51.049694

    		-2.0 ms

  





  

    		2024-03-11 04:05:53.903788

    		-1.1 ms

  





  

    		2024-03-11 05:05:56.571751

    		-0.6 ms

  





  

    		2024-03-11 06:05:58.494473

    		0.3 ms

  





  

    		2024-03-11 07:06:00.484903

    		-1.4 ms

  





  

    		2024-03-11 08:06:02.23844

    		0.5 ms

  





  

    		2024-03-11 09:06:03.749436

    		0.7 ms

  





  

    		2024-03-11 10:06:05.62381

    		1.9 ms

  





  

    		2024-03-11 11:06:07.71403

    		2.1 ms

  





  

    		2024-03-11 12:06:09.513353

    		-1.1 ms

  





  

    		2024-03-11 13:06:11.389501

    		-0.1 ms

  





  

    		2024-03-11 14:06:12.904475

    		-0.7 ms

  





  

    		2024-03-11 15:06:14.938552

    		1.1 ms

  





  

    		2024-03-11 16:06:16.525991

    		0.2 ms

  





  

    		2024-03-11 17:06:18.243199

    		1.0 ms

  





  

    		2024-03-11 18:06:19.931953

    		-0.6 ms

  





  

    		2024-03-11 19:06:21.58707

    		-0.5 ms

  





  

    		2024-03-11 20:06:23.295509

    		1.2 ms

  





  

    		2024-03-11 21:06:25.217666

    		-2.0 ms

  





  

    		2024-03-11 22:06:26.894857

    		-0.8 ms

  





  

    		2024-03-11 23:06:29.118766

    		0.0 ms

  





  

    		2024-03-12 00:06:31.411717

    		0.0 ms

  





  

    		2024-03-12 01:06:34.356311

    		-0.4 ms

  





  

    		2024-03-12 02:06:36.623392

    		1.1 ms

  





  

    		2024-03-12 03:06:38.399746

    		1.1 ms

  





  

    		2024-03-12 04:06:41.528752

    		-2.5 ms

  





  

    		2024-03-12 05:06:44.181676

    		1.2 ms

  





  

    		2024-03-12 06:06:48.088496

    		-1.9 ms

  





  

    		2024-03-12 07:06:50.239449

    		3.8 ms

  





  

    		2024-03-12 08:06:52.908354

    		-0.8 ms

  





  

    		2024-03-12 09:06:54.424127

    		-1.6 ms

  





  

    		2024-03-12 10:06:56.598171

    		0.8 ms

  





  

    		2024-03-12 11:06:58.95274

    		4.8 ms

  





  

    		2024-03-12 12:07:00.610889

    		1.8 ms

  





  

    		2024-03-12 13:07:02.260446

    		1.6 ms

  





  

    		2024-03-12 14:07:04.527026

    		0.3 ms

  





  

    		2024-03-12 15:07:08.187806

    		-0.2 ms

  





  

    		2024-03-12 16:07:09.713051

    		5.7 ms

  





  

    		2024-03-12 17:07:11.945628

    		0.4 ms

  





  

    		2024-03-12 18:07:13.64612

    		0.7 ms

  





  

    		2024-03-12 19:07:16.757249

    		-2.8 ms

  





  

    		2024-03-12 20:07:19.837411

    		-0.5 ms

  





  

    		2024-03-12 21:07:21.868358

    		1.4 ms

  





  

    		2024-03-12 22:07:23.847464

    		1.0 ms

  





  

    		2024-03-12 23:07:26.434433

    		-0.1 ms

  





  

    		2024-03-13 00:07:28.447017

    		-0.7 ms

  





  

    		2024-03-13 01:07:31.053095

    		-0.1 ms

  





  

    		2024-03-13 02:07:32.645021

    		-2.0 ms

  





  

    		2024-03-13 03:07:36.228227

    		-1.2 ms

  





  

    		2024-03-13 04:07:38.537794

    		-0.2 ms

  





  

    		2024-03-13 05:07:40.672503

    		-0.8 ms

  





  

    		2024-03-13 06:07:42.637732

    		2.4 ms

  





  

    		2024-03-13 07:07:44.803459

    		0.6 ms

  





  

    		2024-03-13 08:07:46.990467

    		1.7 ms

  





  

    		2024-03-13 09:07:48.987818

    		0.2 ms

  





  

    		2024-03-13 10:07:51.578739

    		0.5 ms

  





  

    		2024-03-13 11:07:54.658146

    		-0.8 ms

  





  

    		2024-03-13 12:07:56.116831

    		-0.7 ms

  





  

    		2024-03-13 13:07:58.644065

    		1.8 ms

  





  

    		2024-03-13 14:08:00.246383

    		-0.3 ms

  





  

    		2024-03-13 15:08:02.746618

    		-0.4 ms

  





  

    		2024-03-13 16:08:05.163761

    		1.1 ms

  





  

    		2024-03-13 17:08:07.338236

    		-1.4 ms

  





  

    		2024-03-13 18:08:08.888468

    		-3.0 ms

  





  

    		2024-03-13 19:08:10.738294

    		-2.1 ms

  





  

    		2024-03-13 20:08:12.696987

    		-1.2 ms

  





  

    		2024-03-13 21:08:14.84986

    		1.1 ms

  





  

    		2024-03-13 22:08:16.772058

    		-1.3 ms

  





  

    		2024-03-13 23:08:18.359839

    		0.2 ms

  





  

    		2024-03-14 00:08:20.709536

    		-0.4 ms

  





  

    		2024-03-14 01:08:23.106355

    		-0.3 ms

  





  

    		2024-03-14 02:08:24.781186

    		-1.0 ms

  





  

    		2024-03-14 03:08:27.881103

    		0.7 ms

  





  

    		2024-03-14 04:08:31.203223

    		2.3 ms

  





  

    		2024-03-14 05:08:33.87378

    		2.0 ms

  





  

    		2024-03-14 06:08:36.294153

    		2.6 ms

  





  

    		2024-03-14 07:08:40.228473

    		1.5 ms

  





  

    		2024-03-14 08:08:41.775288

    		0.0 ms

  





  

    		2024-03-14 09:08:44.564887

    		1.0 ms

  





  

    		2024-03-14 10:08:46.471471

    		-0.1 ms

  





  

    		2024-03-14 11:08:48.295865

    		0.3 ms

  





  

    		2024-03-14 12:08:49.970296

    		1.2 ms

  





  

    		2024-03-14 13:08:51.507556

    		0.9 ms

  





  

    		2024-03-14 14:08:53.290654

    		0.9 ms

  





  

    		2024-03-14 15:08:54.958215

    		-0.7 ms

  





  

    		2024-03-14 16:08:57.107331

    		0.0 ms

  





  

    		2024-03-14 17:08:59.457181

    		0.7 ms

  





  

    		2024-03-14 18:09:02.009905

    		-2.0 ms

  





  

    		2024-03-14 19:09:04.053963

    		-1.3 ms

  





  

    		2024-03-14 20:09:07.30374

    		-2.3 ms

  





  

    		2024-03-14 21:09:10.778606

    		-2.1 ms

  





  

    		2024-03-14 22:09:13.330856

    		-2.3 ms

  





  

    		2024-03-14 23:09:15.487917

    		1.1 ms

  





  

    		2024-03-15 00:09:18.804091

    		0.5 ms

  





  

    		2024-03-15 01:09:20.351419

    		-0.2 ms

  





  

    		2024-03-15 02:09:22.920099

    		-0.7 ms

  





  

    		2024-03-15 03:09:25.41019

    		-1.5 ms

  





  

    		2024-03-15 04:09:27.299702

    		-1.1 ms

  





  

    		2024-03-15 05:09:30.465285

    		1.1 ms

  





  

    		2024-03-15 06:09:32.424142

    		-0.4 ms

  





  

    		2024-03-15 07:09:34.902386

    		-2.0 ms

  





  

    		2024-03-15 08:09:37.050956

    		1.3 ms

  





  

    		2024-03-15 09:09:40.073777

    		-1.9 ms

  





  

    		2024-03-15 10:09:41.81935

    		0.7 ms

  





  

    		2024-03-15 11:09:43.34685

    		2.5 ms

  





  

    		2024-03-15 12:09:45.345388

    		-1.5 ms

  





  

    		2024-03-15 13:09:47.64297

    		0.2 ms

  





  

    		2024-03-15 14:09:49.859809

    		0.2 ms

  





  

    		2024-03-15 15:09:51.398275

    		1.7 ms

  





  

    		2024-03-15 16:09:53.120117

    		0.0 ms

  





  

    		2024-03-15 17:09:55.65174

    		-1.4 ms

  





  

    		2024-03-15 18:09:58.259635

    		0.8 ms

  





  

    		2024-03-15 19:10:02.237017

    		-1.6 ms

  





  

    		2024-03-15 20:10:04.793849

    		1.6 ms

  





  

    		2024-03-15 21:10:07.082748

    		0.2 ms

  





  

    		2024-03-15 22:10:09.303549

    		-0.7 ms

  





  

    		2024-03-15 23:10:11.067245

    		-2.5 ms

  





  

    		2024-03-16 00:10:13.307471

    		1.0 ms

  





  

    		2024-03-16 01:10:15.759781

    		-1.3 ms

  





  

    		2024-03-16 02:10:19.375016

    		-2.3 ms

  





  

    		2024-03-16 03:10:22.640259

    		-2.8 ms

  





  

    		2024-03-16 04:10:25.819965

    		0.2 ms

  





  

    		2024-03-16 05:10:28.48956

    		-0.4 ms

  





  

    		2024-03-16 06:10:30.99271

    		0.0 ms

  





  

    		2024-03-16 07:10:33.154332

    		1.0 ms

  





  

    		2024-03-16 08:10:36.127315

    		1.0 ms

  





  

    		2024-03-16 09:10:38.633855

    		0.3 ms

  





  

    		2024-03-16 10:10:41.775056

    		1.3 ms

  





  

    		2024-03-16 11:10:43.898523

    		1.0 ms

  





  

    		2024-03-16 12:10:46.316671

    		1.6 ms

  





  

    		2024-03-16 13:10:48.735715

    		1.4 ms

  





  

    		2024-03-16 14:10:51.383692

    		0.3 ms

  





  

    		2024-03-16 15:10:53.162022

    		0.6 ms

  





  

    		2024-03-16 16:10:55.994452

    		1.8 ms

  





  

    		2024-03-16 17:10:58.103236

    		1.9 ms

  





  

    		2024-03-16 18:10:59.970739

    		-0.8 ms

  





  

    		2024-03-16 19:11:01.894426

    		-1.9 ms

  





  

    		2024-03-16 20:11:05.513176

    		0.8 ms

  





  

    		2024-03-16 21:11:07.583535

    		0.4 ms

  





  

    		2024-03-16 22:11:09.667806

    		0.4 ms

  





  

    		2024-03-16 23:11:11.702061

    		0.7 ms

  





  

    		2024-03-17 00:11:13.192378

    		-0.5 ms

  





  

    		2024-03-17 01:11:15.043654

    		1.0 ms

  





  

    		2024-03-17 02:11:18.433161

    		-0.3 ms

  





  

    		2024-03-17 03:11:20.536414

    		-1.3 ms

  





  

    		2024-03-17 04:11:22.119882

    		-0.2 ms

  





  

    		2024-03-17 05:11:24.976207

    		1.6 ms

  





  

    		2024-03-17 06:11:28.675792

    		1.5 ms

  





  

    		2024-03-17 07:11:31.176701

    		-1.3 ms

  





  

    		2024-03-17 08:11:32.849132

    		2.5 ms

  





  

    		2024-03-17 09:11:34.956026

    		2.6 ms

  





  

    		2024-03-17 10:11:37.008826

    		1.8 ms

  





  

    		2024-03-17 11:11:39.050291

    		1.7 ms

  





  

    		2024-03-17 12:11:41.012412

    		-0.6 ms

  





  

    		2024-03-17 13:11:45.085785

    		0.3 ms

  





  

    		2024-03-17 14:11:47.498274

    		-1.2 ms

  





  

    		2024-03-17 15:11:49.866121

    		0.6 ms

  





  

    		2024-03-17 16:11:53.381081

    		-0.7 ms

  





  

    		2024-03-17 17:11:55.611979

    		0.7 ms

  





  

    		2024-03-17 18:11:57.311194

    		1.2 ms

  





  

    		2024-03-17 19:12:01.039607

    		1.1 ms

  





  

    		2024-03-17 20:12:03.023041

    		1.3 ms

  





  

    		2024-03-17 21:12:05.159296

    		-0.7 ms

  





  

    		2024-03-17 22:12:07.185457

    		-0.6 ms

  





  

    		2024-03-17 23:12:08.896402

    		-1.3 ms

  





  

    		2024-03-18 00:12:10.941195

    		-0.7 ms

  





  

    		2024-03-18 01:12:12.67924

    		1.3 ms

  





  

    		2024-03-18 02:12:14.829327

    		-0.1 ms

  





  

    		2024-03-18 03:12:17.95234

    		-0.8 ms

  





  

    		2024-03-18 04:12:19.542674

    		-1.0 ms

  





  

    		2024-03-18 05:12:21.634149

    		-0.4 ms

  





  

    		2024-03-18 06:12:24.164325

    		-0.3 ms

  





  

    		2024-03-18 07:12:26.579466

    		-1.0 ms

  





  

    		2024-03-18 08:12:29.64203

    		0.8 ms

  





  

    		2024-03-18 09:12:31.071105

    		1.9 ms

  





  

    		2024-03-18 10:12:33.43312

    		2.2 ms

  





  

    		2024-03-18 11:12:36.092007

    		0.2 ms

  





  

    		2024-03-18 12:12:37.635348

    		-0.4 ms

  





  

    		2024-03-18 13:12:39.558855

    		0.0 ms

  





  

    		2024-03-18 14:12:41.935662

    		2.6 ms

  





  

    		2024-03-18 15:12:44.241804

    		2.1 ms

  





  

    		2024-03-18 16:12:46.049785

    		0.2 ms

  





  

    		2024-03-18 17:12:47.505093

    		-1.2 ms

  





  

    		2024-03-18 18:12:49.008791

    		-0.8 ms

  





  

    		2024-03-18 19:12:52.82783

    		-0.6 ms

  





  

    		2024-03-18 20:12:55.948098

    		1.7 ms

  





  

    		2024-03-18 21:12:58.311903

    		-1.3 ms

  





  

    		2024-03-18 22:12:59.876053

    		-1.6 ms

  





  

    		2024-03-18 23:13:01.427739

    		-1.6 ms

  





  

    		2024-03-19 00:13:03.080001

    		-1.2 ms

  





  

    		2024-03-19 01:13:05.166972

    		-1.0 ms

  





  

    		2024-03-19 02:13:08.559609

    		-0.3 ms

  





  

    		2024-03-19 03:13:11.680202

    		0.1 ms

  





  

    		2024-03-19 04:13:14.210154

    		1.1 ms

  





  

    		2024-03-19 05:13:16.921821

    		-0.5 ms

  





  

    		2024-03-19 06:13:18.437485

    		-1.8 ms

  





  

    		2024-03-19 07:13:20.54268

    		1.1 ms

  





  

    		2024-03-19 08:13:22.42846

    		2.1 ms

  





  

    		2024-03-19 09:13:24.394634

    		1.0 ms

  





  

    		2024-03-19 10:13:26.048878

    		4.7 ms

  





  

    		2024-03-19 11:13:27.670459

    		0.8 ms

  





  

    		2024-03-19 12:13:29.460126

    		2.8 ms

  





  

    		2024-03-19 13:13:31.725235

    		1.8 ms

  





  

    		2024-03-19 14:13:33.213322

    		0.5 ms

  





  

    		2024-03-19 15:13:34.748766

    		1.8 ms

  





  

    		2024-03-19 16:13:36.319574

    		0.2 ms

  





  

    		2024-03-19 17:13:38.643762

    		0.2 ms

  





  

    		2024-03-19 18:13:40.97447

    		-1.6 ms

  





  

    		2024-03-19 19:13:43.259191

    		-0.3 ms

  





  

    		2024-03-19 20:13:46.1083

    		-1.4 ms

  





  

    		2024-03-19 21:13:48.435399

    		0.9 ms

  





  

    		2024-03-19 22:13:49.883645

    		-0.7 ms

  





  

    		2024-03-19 23:13:51.542019

    		-1.2 ms

  





  

    		2024-03-20 00:13:55.286769

    		-3.5 ms

  





  

    		2024-03-20 01:13:57.241591

    		-2.4 ms

  





  

    		2024-03-20 02:14:00.107121

    		0.8 ms

  





  

    		2024-03-20 03:14:03.365722

    		1.0 ms

  





  

    		2024-03-20 04:14:05.140647

    		-2.1 ms

  





  

    		2024-03-20 05:14:08.476007

    		-0.7 ms

  





  

    		2024-03-20 06:14:10.15912

    		0.6 ms

  





  

    		2024-03-20 07:14:11.92261

    		2.9 ms

  





  

    		2024-03-20 08:14:14.760461

    		-0.9 ms

  





  

    		2024-03-20 09:14:16.268467

    		-1.2 ms

  





  

    		2024-03-20 10:14:18.078591

    		-1.1 ms

  





  

    		2024-03-20 11:14:19.854993

    		1.0 ms

  





  

    		2024-03-20 12:14:21.502322

    		1.0 ms

  





  

    		2024-03-20 13:14:22.986013

    		3.7 ms

  





  

    		2024-03-20 14:14:24.986721

    		4.2 ms

  





  

    		2024-03-20 15:14:26.969347

    		4.3 ms

  





  

    		2024-03-20 16:14:28.815736

    		2.8 ms

  





  

    		2024-03-20 17:14:30.639217

    		1.8 ms

  





  

    		2024-03-20 18:14:34.235892

    		0.5 ms

  





  

    		2024-03-20 19:14:37.862077

    		0.1 ms

  





  

    		2024-03-20 20:14:39.46967

    		-0.1 ms

  





  

    		2024-03-20 21:14:41.994998

    		1.3 ms

  





  

    		2024-03-20 22:14:45.492249

    		1.6 ms

  





  

    		2024-03-20 23:14:47.079824

    		2.2 ms

  





  

    		2024-03-21 00:14:49.567849

    		0.9 ms

  





  

    		2024-03-21 01:14:53.728142

    		2.1 ms

  





  

    		2024-03-21 02:14:56.17686

    		1.1 ms

  





  

    		2024-03-21 03:14:58.394431

    		0.7 ms

  





  

    		2024-03-21 04:15:01.224453

    		1.1 ms

  





  

    		2024-03-21 05:15:03.754852

    		1.5 ms

  





  

    		2024-03-21 06:15:06.777509

    		-4.5 ms

  





  

    		2024-03-21 07:15:09.094642

    		-2.1 ms

  





  

    		2024-03-21 08:15:11.64408

    		0.2 ms

  





  

    		2024-03-21 09:15:13.192798

    		1.1 ms

  





  

    		2024-03-21 10:15:14.758996

    		0.3 ms

  





  

    		2024-03-21 11:15:16.31167

    		1.3 ms

  





  

    		2024-03-21 12:15:18.00114

    		3.5 ms

  





  

    		2024-03-21 13:15:19.664719

    		-1.1 ms

  





  

    		2024-03-21 14:15:21.87514

    		0.8 ms

  





  

    		2024-03-21 15:15:24.364013

    		-0.4 ms

  





  

    		2024-03-21 16:15:27.267002

    		-0.9 ms

  





  

    		2024-03-21 17:15:29.533017

    		0.6 ms

  





  

    		2024-03-21 18:15:33.276478

    		0.9 ms

  





  

    		2024-03-21 19:15:35.122531

    		-1.5 ms

  





  

    		2024-03-21 20:15:39.282692

    		-1.2 ms

  





  

    		2024-03-21 21:15:40.848476

    		-2.2 ms

  





  

    		2024-03-21 22:15:42.576218

    		-2.4 ms

  





  

    		2024-03-21 23:15:45.659442

    		0.2 ms

  





  

    		2024-03-22 00:15:47.766368

    		-2.6 ms

  





  

    		2024-03-22 01:15:49.637681

    		0.1 ms

  





  

    		2024-03-22 02:15:52.951616

    		-2.0 ms

  





  

    		2024-03-22 03:15:54.674015

    		0.3 ms

  





  

    		2024-03-22 04:15:59.084909

    		-1.3 ms

  





  

    		2024-03-22 05:16:00.97342

    		-0.6 ms

  





  

    		2024-03-22 06:16:03.118112

    		-1.3 ms

  





  

    		2024-03-22 07:16:06.55077

    		1.8 ms

  





  

    		2024-03-22 08:16:08.432599

    		1.5 ms

  





  

    		2024-03-22 09:16:10.129406

    		2.4 ms

  





  

    		2024-03-22 10:16:13.223735

    		0.8 ms

  





  

    		2024-03-22 11:16:14.833346

    		-0.7 ms

  





  

    		2024-03-22 12:16:17.110477

    		1.9 ms

  





  

    		2024-03-22 13:16:18.831031

    		-0.8 ms

  





  

    		2024-03-22 14:16:21.240756

    		0.1 ms

  





  

    		2024-03-22 15:16:22.80542

    		-0.8 ms

  





  

    		2024-03-22 16:16:24.408692

    		1.6 ms

  





  

    		2024-03-22 17:16:26.27544

    		-1.9 ms

  





  

    		2024-03-22 18:16:28.585949

    		1.0 ms

  





  

    		2024-03-22 19:16:31.014111

    		0.4 ms

  





  

    		2024-03-22 20:16:33.483184

    		-0.5 ms

  





  

    		2024-03-22 21:16:35.6818

    		-2.0 ms

  





  

    		2024-03-22 22:16:37.742565

    		-1.5 ms

  





  

    		2024-03-22 23:16:40.808246

    		-2.5 ms

  





  

    		2024-03-23 00:16:43.46308

    		-2.1 ms

  





  

    		2024-03-23 01:16:45.42094

    		-1.4 ms

  





  

    		2024-03-23 02:16:47.715244

    		0.5 ms

  





  

    		2024-03-23 03:16:49.848989

    		-1.4 ms

  





  

    		2024-03-23 04:16:51.92785

    		-0.6 ms

  





  

    		2024-03-23 05:16:53.941767

    		1.3 ms

  





  

    		2024-03-23 06:16:57.676094

    		-0.1 ms

  





  

    		2024-03-23 07:16:59.880442

    		-0.1 ms

  





  

    		2024-03-23 08:17:01.814641

    		1.1 ms

  





  

    		2024-03-23 09:17:03.732264

    		1.4 ms

  





  

    		2024-03-23 10:17:05.206599

    		-0.3 ms

  





  

    		2024-03-23 11:17:08.069149

    		-0.6 ms

  





  

    		2024-03-23 12:17:11.355164

    		-0.2 ms

  





  

    		2024-03-23 13:17:14.318711

    		-0.4 ms

  





  

    		2024-03-23 14:17:16.034123

    		0.1 ms

  





  

    		2024-03-23 15:17:18.106053

    		-1.4 ms

  





  

    		2024-03-23 16:17:20.879908

    		-1.3 ms

  





  

    		2024-03-23 17:17:22.691322

    		1.4 ms

  





  

    		2024-03-23 18:17:24.448908

    		1.7 ms

  





  

    		2024-03-23 19:17:26.094495

    		1.2 ms

  





  

    		2024-03-23 20:17:28.099876

    		-0.7 ms

  





  

    		2024-03-23 21:17:31.674455

    		-1.2 ms

  





  

    		2024-03-23 22:17:34.043007

    		-0.2 ms

  





  

    		2024-03-23 23:17:36.154998

    		0.4 ms

  





  

    		2024-03-24 00:17:38.63321

    		-1.2 ms

  





  

    		2024-03-24 01:17:40.81477

    		-2.0 ms

  





  

    		2024-03-24 02:17:42.539674

    		1.1 ms

  





  

    		2024-03-24 03:17:44.410563

    		0.1 ms

  





  

    		2024-03-24 04:17:45.913377

    		1.5 ms

  





  

    		2024-03-24 05:17:47.663565

    		2.2 ms

  





  

    		2024-03-24 06:17:51.066885

    		-0.2 ms

  





  

    		2024-03-24 07:17:52.709517

    		0.5 ms

  





  

    		2024-03-24 08:17:55.060332

    		2.3 ms

  





  

    		2024-03-24 09:17:56.755141

    		0.6 ms

  





  

    		2024-03-24 10:17:59.442444

    		0.0 ms

  





  

    		2024-03-24 11:18:01.73028

    		0.8 ms

  





  

    		2024-03-24 12:18:04.632013

    		0.3 ms

  





  

    		2024-03-24 13:18:07.239099

    		0.0 ms

  





  

    		2024-03-24 14:18:10.083545

    		-0.6 ms

  





  

    		2024-03-24 15:18:11.92318

    		-0.5 ms

  





  

    		2024-03-24 16:18:13.997179

    		2.9 ms

  





  

    		2024-03-24 17:18:15.62505

    		-0.7 ms

  





  

    		2024-03-24 18:18:19.052374

    		0.2 ms

  





  

    		2024-03-24 19:18:21.308278

    		-2.1 ms

  





  

    		2024-03-24 20:18:23.71859

    		-0.8 ms

  





  

    		2024-03-24 21:18:25.391215

    		-0.7 ms

  





  

    		2024-03-24 22:18:27.088644

    		-0.6 ms

  





  

    		2024-03-24 23:18:29.142797

    		-1.0 ms

  





  

    		2024-03-25 00:18:31.294428

    		-1.5 ms

  





  

    		2024-03-25 01:18:33.589761

    		-1.7 ms

  





  

    		2024-03-25 02:18:36.333339

    		0.6 ms

  





  

    		2024-03-25 03:18:39.017265

    		0.8 ms

  





  

    		2024-03-25 04:18:41.624366

    		0.4 ms

  





  

    		2024-03-25 05:18:44.441511

    		-1.3 ms

  





  

    		2024-03-25 06:18:47.399346

    		-0.6 ms

  





  

    		2024-03-25 07:18:49.382111

    		-0.9 ms

  





  

    		2024-03-25 08:18:51.36515

    		-0.8 ms

  





  

    		2024-03-25 09:18:53.328385

    		1.8 ms

  





  

    		2024-03-25 10:18:54.949175

    		4.1 ms

  





  

    		2024-03-25 11:18:56.731912

    		1.3 ms

  





  

    		2024-03-25 12:18:58.376229

    		-1.3 ms

  





  

    		2024-03-25 13:19:00.051677

    		3.4 ms

  





  

    		2024-03-25 14:19:01.804474

    		-1.5 ms

  





  

    		2024-03-25 15:19:04.608574

    		-2.3 ms

  





  

    		2024-03-25 16:19:07.271007

    		-0.3 ms

  





  

    		2024-03-25 17:19:09.026015

    		-2.1 ms

  





  

    		2024-03-25 18:19:12.556491

    		-0.9 ms

  





  

    		2024-03-25 19:19:14.990362

    		-0.8 ms

  





  

    		2024-03-25 20:19:18.579218

    		-2.1 ms

  





  

    		2024-03-25 21:19:20.453555

    		0.7 ms

  





  

    		2024-03-25 22:19:22.984417

    		0.3 ms

  





  

    		2024-03-25 23:19:24.676368

    		0.3 ms

  





  

    		2024-03-26 00:19:26.682727

    		-1.5 ms

  





  

    		2024-03-26 01:19:28.725634

    		-0.5 ms

  





  

    		2024-03-26 02:19:30.651887

    		-1.6 ms

  





  

    		2024-03-26 03:19:33.182463

    		1.1 ms

  





  

    		2024-03-26 04:19:36.886696

    		2.0 ms

  





  

    		2024-03-26 05:19:38.983952

    		1.7 ms

  





  

    		2024-03-26 06:19:40.880748

    		1.8 ms

  





  

    		2024-03-26 07:19:43.017338

    		0.9 ms

  





  

    		2024-03-26 08:19:45.220355

    		0.0 ms

  





  

    		2024-03-26 09:19:47.173309

    		2.8 ms

  





  

    		2024-03-26 10:19:48.620905

    		0.3 ms

  





  

    		2024-03-26 11:19:50.94805

    		0.0 ms

  





  

    		2024-03-26 12:19:52.924314

    		-1.2 ms

  





  

    		2024-03-26 13:19:54.893535

    		0.9 ms

  





  

    		2024-03-26 14:19:57.143166

    		1.3 ms

  





  

    		2024-03-26 15:19:59.498024

    		0.6 ms

  





  

    		2024-03-26 16:20:01.564181

    		4.3 ms

  





  

    		2024-03-26 17:20:04.209981

    		-1.2 ms

  





  

    		2024-03-26 18:20:06.66754

    		-0.3 ms

  





  

    		2024-03-26 19:20:09.753414

    		-1.2 ms

  





  

    		2024-03-26 20:20:11.431657

    		-0.2 ms

  





  

    		2024-03-26 21:20:15.106161

    		0.8 ms

  





  

    		2024-03-26 22:20:16.963152

    		-1.7 ms

  





  

    		2024-03-26 23:20:18.783246

    		-1.8 ms

  





  

    		2024-03-27 00:20:20.359203

    		-1.8 ms

  





  

    		2024-03-27 01:20:21.940846

    		0.3 ms

  





  

    		2024-03-27 02:20:23.828539

    		-0.9 ms

  





  

    		2024-03-27 03:20:27.73633

    		1.4 ms

  





  

    		2024-03-27 04:20:29.250162

    		-1.7 ms

  





  

    		2024-03-27 05:20:32.35488

    		2.1 ms

  





  

    		2024-03-27 06:20:34.010842

    		2.4 ms

  





  

    		2024-03-27 07:20:35.477765

    		2.3 ms

  





  

    		2024-03-27 08:20:37.159825

    		1.2 ms

  





  

    		2024-03-27 09:20:39.00146

    		2.2 ms

  





  

    		2024-03-27 10:20:41.133307

    		-0.6 ms

  





  

    		2024-03-27 11:20:42.799724

    		2.7 ms

  





  

    		2024-03-27 12:20:44.535358

    		1.2 ms

  





  

    		2024-03-27 13:20:46.137131

    		-1.1 ms

  





  

    		2024-03-27 14:20:48.183454

    		1.1 ms

  





  

    		2024-03-27 15:20:49.786869

    		-0.6 ms

  





  

    		2024-03-27 16:20:52.41064

    		-0.2 ms

  





  

    		2024-03-27 17:20:55.690902

    		2.2 ms

  





  

    		2024-03-27 18:20:58.115354

    		1.6 ms

  





  

    		2024-03-27 19:20:59.626743

    		1.7 ms

  





  

    		2024-03-27 20:21:02.133691

    		-0.8 ms

  





  

    		2024-03-27 21:21:04.663566

    		-0.7 ms

  





  

    		2024-03-27 22:21:06.641644

    		-1.2 ms

  





  

    		2024-03-27 23:21:08.928039

    		-2.1 ms

  





  

    		2024-03-28 00:21:10.562769

    		-1.4 ms

  





  

    		2024-03-28 01:21:12.813862

    		-2.3 ms

  





  

    		2024-03-28 02:21:15.588859

    		0.8 ms

  





  

    		2024-03-28 03:21:18.323038

    		-0.8 ms

  





  

    		2024-03-28 04:21:20.118883

    		-0.6 ms

  





  

    		2024-03-28 05:21:21.545699

    		-1.2 ms

  





  

    		2024-03-28 06:21:23.467362

    		0.9 ms

  





  

    		2024-03-28 07:21:24.908297

    		0.1 ms

  





  

    		2024-03-28 08:21:26.695339

    		1.8 ms

  





  

    		2024-03-28 09:21:28.329031

    		2.6 ms

  





  

    		2024-03-28 10:21:30.264781

    		1.3 ms

  





  

    		2024-03-28 11:21:32.183805

    		0.1 ms

  





  

    		2024-03-28 12:21:34.28227

    		-0.7 ms

  





  

    		2024-03-28 13:21:36.384414

    		1.0 ms

  





  

    		2024-03-28 14:21:38.363361

    		1.5 ms

  





  

    		2024-03-28 15:21:40.777729

    		2.8 ms

  





  

    		2024-03-28 16:21:42.620283

    		0.5 ms

  





  

    		2024-03-28 17:21:45.329024

    		0.0 ms

  





  

    		2024-03-28 18:21:47.396568

    		-1.7 ms

  





  

    		2024-03-28 19:21:50.156379

    		-2.0 ms

  





  

    		2024-03-28 20:21:52.433288

    		-2.9 ms

  





  

    		2024-03-28 21:21:54.533937

    		-7.8 ms

  





  

    		2024-03-28 22:21:56.150656

    		-0.6 ms

  





  

    		2024-03-28 23:21:58.372045

    		-1.0 ms

  





  

    		2024-03-29 00:22:00.355389

    		0.8 ms

  





  

    		2024-03-29 01:22:02.940907

    		-1.2 ms

  





  

    		2024-03-29 02:22:04.70422

    		-0.5 ms

  





  

    		2024-03-29 03:22:07.482002

    		0.9 ms

  





  

    		2024-03-29 04:22:09.707524

    		1.5 ms

  





  

    		2024-03-29 05:22:12.222575

    		1.2 ms

  





  

    		2024-03-29 06:22:16.328889

    		-0.5 ms

  





  

    		2024-03-29 07:22:19.782431

    		0.5 ms

  





  

    		2024-03-29 08:22:21.788782

    		2.0 ms

  





  

    		2024-03-29 09:22:23.461719

    		2.1 ms

  





  

    		2024-03-29 10:22:25.508955

    		0.3 ms

  





  

    		2024-03-29 11:22:27.226658

    		2.0 ms

  





  

    		2024-03-29 12:22:29.141699

    		1.3 ms

  





  

    		2024-03-29 13:22:30.697699

    		0.5 ms

  





  

    		2024-03-29 14:22:32.536242

    		-0.7 ms

  





  

    		2024-03-29 15:22:34.205671

    		2.1 ms

  





  

    		2024-03-29 16:22:36.377215

    		2.5 ms

  





  

    		2024-03-29 17:22:39.033526

    		-0.1 ms

  





  

    		2024-03-29 18:22:40.736685

    		-1.7 ms

  





  

    		2024-03-29 19:22:42.639805

    		-0.5 ms

  





  

    		2024-03-29 20:22:44.326238

    		-2.7 ms

  





  

    		2024-03-29 21:22:45.965422

    		-2.3 ms

  





  

    		2024-03-29 22:22:48.380663

    		0.7 ms

  





  

    		2024-03-29 23:22:51.360724

    		-1.0 ms

  





  

    		2024-03-30 00:22:53.329284

    		0.4 ms

  





  

    		2024-03-30 01:22:55.431153

    		-0.4 ms

  





  

    		2024-03-30 02:22:58.05641

    		-1.4 ms

  





  

    		2024-03-30 03:23:01.545432

    		0.0 ms

  





  

    		2024-03-30 04:23:04.285407

    		1.9 ms

  





  

    		2024-03-30 05:23:06.671741

    		-1.2 ms

  





  

    		2024-03-30 06:23:08.633336

    		-0.6 ms

  





  

    		2024-03-30 07:23:10.711042

    		-1.1 ms

  





  

    		2024-03-30 08:23:12.857425

    		1.1 ms

  





  

    		2024-03-30 09:23:14.839727

    		2.3 ms

  





  

    		2024-03-30 10:23:16.455657

    		1.6 ms

  





  

    		2024-03-30 11:23:17.964316

    		1.7 ms

  





  

    		2024-03-30 12:23:22.143154

    		-0.7 ms

  





  

    		2024-03-30 13:23:23.687364

    		-0.9 ms

  





  

    		2024-03-30 14:23:26.891814

    		-0.5 ms

  





  

    		2024-03-30 15:23:29.356692

    		1.3 ms

  





  

    		2024-03-30 16:23:31.140746

    		0.5 ms

  





  

    		2024-03-30 17:23:32.874508

    		0.1 ms

  





  

    		2024-03-30 18:23:34.80027

    		-1.3 ms

  





  

    		2024-03-30 19:23:36.481274

    		0.1 ms

  





  

    		2024-03-30 20:23:38.585684

    		-1.3 ms

  





  

    		2024-03-30 21:23:40.879425

    		-1.9 ms

  





  

    		2024-03-30 22:23:42.425665

    		-1.0 ms

  





  

    		2024-03-30 23:23:45.229675

    		-1.5 ms

  





  

    		2024-03-31 00:23:46.84985

    		1.5 ms

  





  

    		2024-03-31 01:23:48.924681

    		-2.0 ms

  





  

    		2024-03-31 02:23:51.09736

    		0.1 ms

  





  

    		2024-03-31 03:23:53.709591

    		1.0 ms

  





  

    		2024-03-31 04:23:56.804906

    		2.0 ms

  





  

    		2024-03-31 05:23:59.974023

    		1.6 ms

  





  

    		2024-03-31 06:24:02.537274

    		0.7 ms

  





  

    		2024-03-31 07:24:04.337092

    		-1.0 ms

  





  

    		2024-03-31 08:24:06.16904

    		0.8 ms

  





  

    		2024-03-31 09:24:07.845462

    		1.4 ms

  





  

    		2024-03-31 10:24:09.675228

    		2.3 ms

  





  

    		2024-03-31 11:24:11.766229

    		2.4 ms

  





  

    		2024-03-31 12:24:14.338357

    		0.5 ms

  





  

    		2024-03-31 13:24:18.149732

    		1.9 ms

  





  

    		2024-03-31 14:24:19.565024

    		0.5 ms

  





  

    		2024-03-31 15:24:22.346311

    		1.4 ms

  





  

    		2024-03-31 16:24:24.252816

    		-1.0 ms

  





  

    		2024-03-31 17:24:26.255152

    		-0.1 ms

  





  

    		2024-03-31 18:24:28.462862

    		-2.7 ms

  





  

    		2024-03-31 19:24:31.382921

    		-1.6 ms

  





  

    		2024-03-31 20:24:33.21712

    		-1.3 ms

  





  

    		2024-03-31 21:24:36.314012

    		-1.7 ms

  





  

    		2024-03-31 22:24:38.654175

    		0.8 ms

  





  

    		2024-03-31 23:24:41.134795

    		-0.2 ms

  





  

    		2024-04-01 00:24:43.538827

    		-0.7 ms

  





  

    		2024-04-01 01:24:46.53656

    		-3.0 ms

  





  

    		2024-04-01 02:24:48.553826

    		-0.9 ms

  





  

    		2024-04-01 03:24:50.735178

    		-1.3 ms

  





  

    		2024-04-01 04:24:53.29369

    		0.8 ms

  





  

    		2024-04-01 05:24:55.405174

    		-0.1 ms

  





  

    		2024-04-01 06:24:58.314587

    		1.8 ms

  





  

    		2024-04-01 07:25:00.958236

    		2.5 ms

  





  

    		2024-04-01 08:25:02.620686

    		1.3 ms

  





  

    		2024-04-01 09:25:04.512005

    		-0.6 ms

  





  

    		2024-04-01 10:25:06.578492

    		1.1 ms

  





  

    		2024-04-01 11:25:08.395042

    		-0.6 ms

  





  

    		2024-04-01 12:25:10.730295

    		0.5 ms

  





  

    		2024-04-01 13:25:12.610127

    		0.4 ms

  





  

    		2024-04-01 14:25:14.568094

    		-0.7 ms

  





  

    		2024-04-01 15:25:16.461653

    		-0.3 ms

  





  

    		2024-04-01 16:25:19.542325

    		-0.2 ms

  





  

    		2024-04-01 17:25:22.082416

    		1.7 ms

  





  

    		2024-04-01 18:25:23.605591

    		-0.1 ms

  





  

    		2024-04-01 19:25:25.395416

    		0.2 ms

  





  

    		2024-04-01 20:25:27.910118

    		0.5 ms

  





  

    		2024-04-01 21:25:30.875121

    		-0.8 ms

  





  

    		2024-04-01 22:25:32.726527

    		-1.8 ms

  





  

    		2024-04-01 23:25:34.730303

    		-1.9 ms

  





  

    		2024-04-02 00:25:36.258319

    		-1.4 ms

  





  

    		2024-04-02 01:25:40.530509

    		-1.4 ms

  





  

    		2024-04-02 02:25:42.96324

    		-0.6 ms

  





  

    		2024-04-02 03:25:46.238416

    		2.0 ms

  





  

    		2024-04-02 04:25:49.464447

    		1.4 ms

  





  

    		2024-04-02 05:25:53.55124

    		2.1 ms

  





  

    		2024-04-02 06:25:56.115518

    		-0.7 ms

  





  

    		2024-04-02 07:25:58.265475

    		-0.7 ms

  





  

    		2024-04-02 08:25:59.867775

    		0.9 ms

  





  

    		2024-04-02 09:26:01.364663

    		0.6 ms

  





  

    		2024-04-02 10:26:03.349984

    		4.9 ms

  





  

    		2024-04-02 11:26:05.61985

    		1.5 ms

  





  

    		2024-04-02 12:26:08.136907

    		6.3 ms

  





  

    		2024-04-02 13:26:09.651467

    		7.0 ms

  





  

    		2024-04-02 14:26:11.264517

    		0.7 ms

  





  

    		2024-04-02 15:26:13.97874

    		0.1 ms

  





  

    		2024-04-02 16:26:16.069241

    		-0.1 ms

  





  

    		2024-04-02 17:26:17.832232

    		-1.6 ms

  





  

    		2024-04-02 18:26:20.786683

    		-0.2 ms

  





  

    		2024-04-02 19:26:22.928523

    		-1.1 ms

  





  

    		2024-04-02 20:26:24.936902

    		-1.6 ms

  





  

    		2024-04-02 21:26:26.94687

    		-0.6 ms

  





  

    		2024-04-02 22:26:28.809285

    		-1.3 ms

  





  

    		2024-04-02 23:26:30.606087

    		-1.0 ms

  





  

    		2024-04-03 00:26:33.1705

    		-2.1 ms

  





  

    		2024-04-03 01:26:36.358749

    		0.9 ms

  





  

    		2024-04-03 02:26:39.824786

    		0.9 ms

  





  

    		2024-04-03 03:26:41.930168

    		0.8 ms

  





  

    		2024-04-03 04:26:44.273787

    		0.3 ms

  





  

    		2024-04-03 05:26:45.911481

    		-1.2 ms

  





  

    		2024-04-03 06:26:47.564006

    		0.3 ms

  





  

    		2024-04-03 07:26:49.836589

    		-0.1 ms

  





  

    		2024-04-03 08:26:51.32055

    		2.1 ms

  





  

    		2024-04-03 09:26:53.861817

    		-0.1 ms

  





  

    		2024-04-03 10:26:56.301767

    		1.4 ms

  





  

    		2024-04-03 11:26:58.001817

    		1.2 ms

  





  

    		2024-04-03 12:26:59.484006

    		1.8 ms

  





  

    		2024-04-03 13:27:01.613451

    		2.2 ms

  





  

    		2024-04-03 14:27:03.444255

    		0.3 ms

  





  

    		2024-04-03 15:27:05.987845

    		-2.0 ms

  





  

    		2024-04-03 16:27:08.491479

    		1.1 ms

  





  

    		2024-04-03 17:27:11.479513

    		-0.7 ms

  





  

    		2024-04-03 18:27:13.267943

    		0.4 ms

  





  

    		2024-04-03 19:27:14.92782

    		-0.6 ms

  





  

    		2024-04-03 20:27:17.913021

    		0.5 ms

  





  

    		2024-04-03 21:27:20.755173

    		0.7 ms

  





  

    		2024-04-03 22:27:22.531201

    		0.0 ms

  





  

    		2024-04-03 23:27:24.463002

    		-2.5 ms

  





  

    		2024-04-04 00:27:26.807205

    		0.9 ms

  





  

    		2024-04-04 01:27:30.73718

    		1.1 ms

  





  

    		2024-04-04 02:27:33.347018

    		-1.5 ms

  





  

    		2024-04-04 03:27:35.019437

    		-0.1 ms

  





  

    		2024-04-04 04:27:38.064258

    		-0.9 ms

  





  

    		2024-04-04 05:27:41.058872

    		-1.3 ms

  





  

    		2024-04-04 06:27:43.011795

    		-0.2 ms

  





  

    		2024-04-04 07:27:44.546727

    		1.8 ms

  





  

    		2024-04-04 08:27:47.6108

    		3.4 ms

  





  

    		2024-04-04 09:27:51.62769

    		-1.1 ms

  





  

    		2024-04-04 10:27:54.38189

    		2.0 ms

  





  

    		2024-04-04 11:27:55.942211

    		-0.3 ms

  





  

    		2024-04-04 12:27:58.916971

    		-0.4 ms

  





  

    		2024-04-04 13:28:01.485072

    		-1.9 ms

  





  

    		2024-04-04 14:28:03.386835

    		1.4 ms

  





  

    		2024-04-04 15:28:05.627746

    		-1.3 ms

  





  

    		2024-04-04 16:28:09.501685

    		0.5 ms

  





  

    		2024-04-04 17:28:13.400579

    		-1.3 ms

  





  

    		2024-04-04 18:28:17.715556

    		0.6 ms

  





  

    		2024-04-04 19:28:19.704564

    		-1.4 ms

  





  

    		2024-04-04 20:28:22.060378

    		-0.8 ms

  





  

    		2024-04-04 21:28:24.536223

    		-4.5 ms

  





  

    		2024-04-04 22:28:28.248937

    		2.6 ms

  





  

    		2024-04-04 23:28:30.683543

    		-0.2 ms

  





  

    		2024-04-05 00:28:33.206234

    		-1.2 ms

  





  

    		2024-04-05 01:28:35.086998

    		2.1 ms

  





  

    		2024-04-05 02:28:39.356589

    		-0.9 ms

  





  

    		2024-04-05 03:28:42.881201

    		0.9 ms

  





  

    		2024-04-05 04:28:44.786442

    		1.5 ms

  





  

    		2024-04-05 05:28:47.293695

    		1.4 ms

  





  

    		2024-04-05 06:28:49.552282

    		2.6 ms
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-26 08:58:37.898 UTC

    		85.76.107.169

    		Eeva-Liisa Auvinen (EA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-26 08:58:45.446 UTC

    		85.76.107.169

    		Eeva-Liisa Auvinen (EA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-26 08:59:36.982 UTC

    		193.142.182.35

    		Antti Hedman (AH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-26 09:00:03.024 UTC

    		193.142.182.35

    		Antti Hedman (AH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-26 10:04:01.14 UTC

    		62.148.113.16

    		Ilkka Pirskanen (IP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-26 10:04:18.062 UTC

    		62.148.113.16

    		Ilkka Pirskanen (IP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-26 12:24:41.138 UTC

    		193.142.182.38

    		Juha Hartikainen (JH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-26 12:24:43.171 UTC

    		193.142.182.38

    		Juha Hartikainen (JH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-26 17:42:40.504 UTC

    		93.106.1.84

    		Pirkko Valtola (PV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-26 17:46:39.475 UTC

    		93.106.1.84

    		Pirkko Valtola (PV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-27 04:42:59.546 UTC

    		193.142.182.34

    		Mia Simpanen (MS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-27 04:43:28.353 UTC

    		193.142.182.34

    		Mia Simpanen (MS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-27 07:29:31.823 UTC

    		31.172.158.17

    		Elina Felin (EF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-27 07:33:34.072 UTC

    		31.172.158.17

    		Elina Felin (EF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-28 14:50:25.15 UTC

    		86.115.97.131

    		Sami Sipilä (SS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-28 14:50:33.5 UTC

    		86.115.97.131

    		Sami Sipilä (SS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-22 13:25:39 UTC.

  

  

    		2024-04-05 07:13:08.688 UTC

    		89.250.49.39

    		Ulla-Maija Tuomela (UT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-05 07:13:23.018 UTC

    		89.250.49.39

    		Ulla-Maija Tuomela (UT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  









